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1.0	Aims 

This module aims to provide the student with an overview of wired and wireless communication network technologies in built environments, including some on-hands experience of such networks.

Every modern built environment now requires an installed communication infrastructure, both for wired and wireless communications. Wired communications will generally provide the greater reliability and security, as well as potentially higher bandwidths with less intermittency, while wireless communications will offer greater ease and variability of deployment; both of these sets of characteristics are generally desirable so that both modalities will often be sought. This module will provide an overview of these technologies as well as of the Quality of Service that one can expect from them. It will also offer the MSc students with a hands-on laboratory experience regarding the engineering principles of networks deployment and measurement.


2.0	Syllabus

Sensing and control systems for the built environment have to work at large scale and with rich functionality; which leads to high complexity both in terms of design and run-time operation. This module therefore examines the nature of this complexity and the ways that systems can be designed to manage the complexity automatically.

· Risk and security in IT systems
- Communication network principles 
- Communication network laboratory
· Cyber security
· Self-managing, autonomic and context-aware systems
· Nature-inspired techniques for self-organisation in sensor systems
3.0	Intended learning outcomes

· The idea of systems Quality
· Hands on experience of data systems 
· The concepts of autonomic computing, self-management and self-organisation in systems 
· Experience of self-managing and self-organising systems through modelling experiments
4.0	Assessment

· Assessment of this module is in the form of progress tests usually given as in class group work.
· There is one piece of Coursework associated with this module worth 5%.  This needs to be completed successfully in order to complete this module.
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