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Part 1: Context and the Reality of Student Fraud
Fraud is the most common crime in the UK, accounting for approximately 41% of all reported incidents. It is a borderless crime that targets individuals regardless of their background, but students are often specifically sought out by criminal networks. 
At Imperial, we recognise that being a victim of fraud is not just a financial issue; it involves a profound breach of trust that can significantly affect a student’s emotional wellbeing. We are committed to supporting students through the aftermath, ensuring they feel heard, safe, and reconnected to the university community.  
Why Students are Targeted 
· Digital Presence: High usage of social media and online marketplaces provides multiple entry points for scammers. 
· International Status: Students away from home may be less familiar with UK legal systems, making them more susceptible to "authority" scams (e.g. fake Home Office calls). 
· Financial Pressures: The desire for "easy money" or lower tuition fees can lead students toward risky "investment" or "discount" schemes. 
 Part 2: Common Scams and Red Flags 
1. Virtual Kidnapping (Targeting Chinese Students) 
This is a scam often targeting the Chinese student community. Fraudsters pose as officials from the Chinese Embassy, the Police, or Insurance companies. 
· The Methodology: They claim you are involved in a crime (like money laundering) and must go into hiding or cut off communication with family to "protect" them. In other situations, they lead you to believe that a loved one has been kidnapped and that they won’t be able to go to the hospital until damages are paid.   
· The Extortion: While you are isolated, they demand a ransom. Requests are usually made with funds that are harder to trace i.e. cryptocurrency, gift cards, cash etc. 
· Red Flag: No legitimate government official will ever ask you to hide from your family or pay a "fine" via cryptocurrency or bank transfer to avoid arrest. 









2. UK Visa and Immigration (UKVI) Scam 
Scammers may contact you while posing as officials from UK Visa and Immigration (UKVI). These approaches are often sudden, intimidating, and may appear legitimate because they reference your personal details such as your passport or visa information. 
The Methodology: You may receive unexpected phone calls or emails claiming there is an issue with your visa, that you must pay a fine, or that you are at risk of deportation. Fraudsters may pressure you to act immediately or to provide personal information or payment over the phone. 
The Reality: Legitimate Home Office or UKVI officials will never ask you to pay visa fees, fines, or penalties over the phone. They will also never request payment through cryptocurrency, gift cards (including iTunes Gift Cards), or money transfer services. 
The Response: If you receive contact from “UKVI” that feels suspicious or unexpected, do not provide any information. End the call or avoid replying to emails. You should contact the  International Student Support immediately so they can verify whether the communication is genuine. 
Red Flag: Any unexpected request for personal information, visa related payments, or urgent action. Even if someone knows basic details about you, this does not mean they are a legitimate government official.  
  
3.  Money Mules and Financial Exploitation 
Criminals may offer you money to simply receive a bank transfer and move it to another account. 
· The Reality: This is money laundering and it funds serious crimes. 
· The Consequence: Engaging in this activity can lead to a prison sentence or criminal record along with bank accounts and bank cards being frozen.  
· Red Flag: Job offers that require no experience, are "work from home," and involve using your personal bank account to process payments. 

4. Crypto and Digital Asset Fraud 
· Rug Pulls: Developers promote a new crypto project, drive up the price, and then disappear with the funds. 
· Recovery Scams: If you have been scammed once, "recovery agents" may contact you claiming they can get your money back for a fee. This is almost always a second scam. 
· Red Flag: "Influencers" on social media promising guaranteed returns or "airdrops" that require you to connect your private wallet. 
Further Resources: 
You can find more guidance on recognising and avoiding scams on the Imperial College London website: Scams | Current students | Imperial College London. 


Part 3: The Immediate Response  
1. Stop and Block
Do not attempt to negotiate with the scammer. End all contact immediately. If you have been coerced into a "Virtual Kidnapping" scenario, contact your family to let them know you are safe.
2. Contact Your Bank (Dial 159)
The UK has a dedicated hotline for fraud. Dial 159 on your phone to be connected directly to your bank’s fraud department. They can attempt to stop outgoing transfers and secure your account.
3. Report to Action Fraud
All fraud in the UK must be reported to Action Fraud.
· Online: www.actionfraud.police.uk 
· Phone: 0300 123 2040
· Note: Keep your Crime Reference Number (CRN).

Specialised Chinese Language Support
For Chinese nationals, there are dedicated helplines that provide support in Mandarin and Cantonese.
Official Contact numbers:
· Global Consular Protection (MFA China): +86 10 12308 or +86 10 59913991
· Chinese Embassy (London) Consular Protection: +44 20 7436 8294 (General) or +44 7536 174993 (Emergency).
· National Anti-Fraud Centre (China): Dial 110 (to report within Chinese jurisdiction).
· Chinese International Students Wellbeing Support Centre: Chinese International Students Wellbeing Support Centre





Part 4: Rebuilding and Support at Imperial
1. Academic Support and Mitigating Circumstances
The impact of fraud can impact your concentration and make it difficult to focus on your studies.
· Mitigating Circumstances: You can apply for extensions or deferrals if experiencing fraud has affected your performance.
· Action: Contact your Personal tutor to discuss your situation and the options you have for mitigating circumstances. 
· You can find key contact details for staff in your department on our Imperial website: In your department | Current students | Imperial College London
2. Financial Support
· Student Support fund: The Student Support Fund is available for current students who face unexpected financial hardship with their costs of living  (excluding support for tuition fees or visas). The Fund provides short term assistance for living costs up to £5,000.
· How to apply: Applications to the Student Support Fund must be made via the Blackbullion platform. You will need to set up two factor authentication for secure access and apply via the Funds section in the Blackbullion platform. Once you have applied you will also be asked to complete the ‘Budgeting 101' pathway within the Blackbullion platform.
· Contact: student.hub@imperial.ac.uk or visit the Student Hub  in the Sherfield Building.

3. Emotional and Mental Health Support
· Student Counselling Service: Offers confidential short-term counselling. You can self-refer via the Imperial website: Student Counselling and Mental Health Advice Service | Current students | Imperial College London.
· Departmental Wellbeing advisors: Each department has a wellbeing advisor who can offer confidential 1-1 support to discuss how you are feeling and to help you access the support and resources you need. In your department | Current students | Imperial College London
· Victim Support (External): A national charity providing free, confidential support. Call 0808 168 9111. Home - Victim Support






Part 5: Prevention Checklist (Take Five)
1. Stop: Take a moment to think before parting with money or information.
2. Challenge: It’s okay to reject, refuse, or ignore any requests. Only criminals will try to rush or panic you.
3. Protect: Contact your bank immediately if you think you’ve fallen for a scam.
4. Use MFA: Always use Multi-Factor Authentication on your Imperial and personal accounts.
5. Check URLs: Always check that the web address is official (e.g. ending in .ac.uk or .gov.uk).

Key Contact Summary Table
	Service
	Contact Detail

	Action Fraud (Reporting)
	0300 123 2040 or make a report online

	Bank Fraud Hotline
	159

	Student Hub 
	student.hub@imperial.ac.uk

	International Student Support
	international@imperial.ac.uk
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