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TEMPLATE 2 DATA PROCESSING AGREEMENT 
[FOR USE WHERE UNIVERSITY IS THE CONTROLLER AND THE OTHER PARTY IS THE PROCESSOR]
[bookmark: _Hlk99457623][This document contains some guidance notes that are for internal use only and must not be shared with external parties until such guidance notes are considered and deleted from the document]

[Guidance Notes: 

· This agreement is to be used when the University is the Controller in relation to Personal Data and is contracting with another party (e.g. a supplier) as a result of which the other party will process personal data as a Processor on behalf of the University as Controller. 

· This is a stand-alone agreement for use alongside a master agreement or other agreement which will involve the counterparty processing personal data on behalf of the University. (Another template with provisions that can be inserted directly in the main body of a master agreement or other agreement as a data protection clause together with a schedule is also available.)

· When negotiating this agreement it may be helpful to refer to Template 4 which is drafted to cover circumstances when the University is a processor and is therefore more "processor friendly" whilst still including the clauses required under UK GDPR.

· The College is referred to as the “University”. If there is a preference to refer to College or Imperial, please replace all references to University with that other preferred name.

· The other party is referred to as the “Supplier”. If there is a preference to refer to “Collaborator” or a company name, please replace all references to Supplier with that other preferred name.]



This Agreement is dated [DATE]
PARTIES
(1) [FULL LEGAL NAME] of [ADDRESS AND COUNTRY OF ESTABLISHMENT] (the “Supplier”); and

(2) IMPERIAL COLLEGE OF SCIENCE, TECHNOLOGY AND MEDICINE of Exhibition Road, Faculty Building, London SW7 2AZ, United Kingdom (the “University”),
each a “Party” and together the “Parties”.
BACKGROUND
  
The Parties entered into [DESCRIBE AGREEMENT] (the “Main Agreement”) on [INSERT DATE] that may require the Supplier to process Personal Data on behalf of the University. This data processing agreement (the “Agreement”) sets out the additional terms, requirements and conditions on which the Supplier will process such Personal Data.
 
AGREED TERMS

1. [bookmark: _Ref130831577]DEFINITIONS AND INTERPRETATION
0. In this Agreement the following definitions shall apply: [Guidance Note: Some definitions may not be required if the clauses/paragraphs in which they are used are not used.]
	"Applicable Law"
	means all applicable laws, statutes, enactments, regulations, declarations decrees, directives, legislative enactments, orders, binding decisions of a competent Court or Tribunal, regulations, rules, regulatory policies, guidelines, codes, other binding restrictions, regulatory permits and licences applicable under law which are in force from time to time during the term of the Agreement, including the rules, codes of conduct, codes of practice, practice requirements and accreditation terms stipulated by any regulatory authority or body to which a Party [Guidance Note: Check “Party” is defined in the main agreement] is subject from time to time as the same are amended, consolidated, modified, re-enacted or replaced;

	“Appropriate Safeguards”
	[bookmark: _BPDCI_123]means a safeguard which the University deems to be necessary to ensure that the Data Transfer may occur in accordance with the Data Protection Laws, including any one of the following: 
0. procuring that any Third Party Provider involved in the Data Transfer enters into a data processing agreement or data sharing agreement (as applicable) with the Supplier on terms which are equivalent to those agreed between the University and the Supplier relating to the Data Transfer (save that the Third Party Provider shall have no right to transfer University Data to any other third party or otherwise transfer the University Data outside of the recipient country except for transfers back to the Supplier or the University in the originating country);
0. where the Third Party Provider is a member of the Supplier’s group, relying on a valid set of binding corporate rules that have been approved by a Regulator;
0. [bookmark: _BPDC_LN_INS_1214][bookmark: _BPDC_PR_INS_1215][bookmark: _BPDC_LN_INS_1212][bookmark: _BPDC_PR_INS_1213]such additional requirements as are set out in this Agreement in relation to the transfers of data to a Third Party Provider; and
the execution by the Supplier of a Data Transfer Agreement;

	“Business Day”
	a day other than a Saturday, Sunday or public holiday in [England] when banks in [London] are open for business and, in the case of the University, also other than a College closure day (as published on the University’s website).

	"Controller" 
	means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the Processing of Personal Data;

	"Data Exporter"
	means a Party making or proposing to make a transfer of Personal Data which is a Data Transfer; 

	"Data Importer"
	means a Party in receipt of Personal Data as a result of a Data Transfer;

	"Data Processing Particulars"
	means, in relation to any Processing under this Agreement:
the subject matter and duration of the Processing;
the nature and purpose of the Processing;
the type of Personal Data being Processed; and
the categories of Data Subjects;
as set out in Schedule 1;

	"Data Protection Impact Assessment" 
	means an assessment of the impact of the envisaged Processing operations on the protection of Personal Data which includes as a minimum: 
0. a systematic description of the envisaged Processing and the purposes of the Processing, including, where applicable, the legitimate interest for which the Processing is carried out;
0. an assessment of the necessity and proportionality of the Processing operations in relation to the purposes pursued;
0. an assessment of the risks to the rights and freedoms of Data Subjects; and
0. the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data and to demonstrate compliance with the Data Protection Laws;

	"Data Protection Laws"
	means:
0. any Applicable Law to which a Party is subject from time to time in any territory in which they Process Personal Data and which relates to the protection of individuals with regards to the Processing of Personal Data and privacy rights, including without limitation the GDPR and the e-Privacy Directive and relevant member state laws in the European Economic Area ("EEA") and in relation to the United Kingdom ("UK") the Data Protection Act 2018 and the Privacy and Electronic Communications Regulations 2003 (amended by SI 2011 no. 6) and the GDPR (as incorporated into UK law under the UK European Union (Withdrawal) Act 2018) as the same are amended in accordance with the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019 (as amended by SI 2020 no. 1586), as amended to be referred to as PECR, DPA 2018 and the UK GDPR respectively, as the same are amended, consolidated, modified, re-enacted or replaced from time to time;
any code of practice or guidance published by a Regulator from time to time; and/or 
any binding pronouncements (including findings, orders, decisions and/or judgements) issued by a Regulator or a court;

	"Data Subject"
	means an identified or identifiable natural person to whom Personal Data relates, regardless of whether the person can be identified directly or indirectly;

	"Data Subject Request"
	means an actual or purported request or notice or complaint from or on behalf of a Data Subject exercising his/her rights under the Data Protection Laws including without limitation: the right of access by the Data Subject, the right to rectification, the right to erasure, the right to restriction of processing, the right to data portability and the right to object;

	“Data Transfer”
	means transferring any University Data to, and/ or accessing any University Data from and/ or Processing any University Data within, a jurisdiction or territory that is a Restricted Country;

	"Data Transfer Agreement" 
	means an agreement between the Supplier and the Data Importer which incorporates the Standard Contractual Clauses;

	Data Transfer Risk Assessment”
	means an assessment of the transfer of University Data to a Restricted Country, which shall set out: 
(a) the University Data which will be transferred and/ or Processed;
(b) the country or countries in which and/ or to which the University Data will be transferred and/or Processed; 
(c) any Third Party Providers who will be Processing and/or receiving University Data in such countries; 
(d) details of the proposed transfer, including duration, scale and regularity of the transfer, the length of any onward Processing chain and the number of actors involved and the transmission channels;
(e) details of any Disclosure Request made to the Data Importer or those third parties with whom the Data Importer may/shall onward share the University Data;
(f) confirmation of the implementation of the Appropriate Safeguards as are necessary under Data Protection Laws, including the Standard Contractual Clauses;
(g) without limiting Paragraph (d), how the Data Importer will ensure that the Data Subjects have enforcement rights and effective legal remedies; 
(h) the results of a Data Protection Impact Assessment (where applicable);  
(i) the local country assessment undertaken to record the Supplier’s assessment of legal sufficiency of the recipient country (including whether in the Supplier’s reasonable opinion, having regard to the Data Protection Laws), anything in that country’s law or practice impinges on the effectiveness of the Appropriate Safeguards, including respecting the essence of the fundamental rights and freedoms and that such laws and practices do not exceed what is necessary and proportionate in a democratic society to safeguard the objectives set out in Article 23(1) of the GDPR and are not otherwise in contradiction with the Data Protection Laws ("Local Adequacy");
(j) what supplementary measures (including relevant technical measures such as encryption of University Data, contractual measures and organisational measures) have been adopted by the Supplier or as between itself and the Data Importer in cases that the local country assessment (referred to in (i) above) has identified any impingement on the effectiveness of the Appropriate Safeguards as a consequence of the laws or practices therein; and
that it has regard to and complies with current government, European Data Protection Board, or other Regulator's recommendations, policies, procedures, guidance and codes of practice on, and any approval processes in connection with the Data Transfer;

	“Disclosure Request” 
	means, in the event of a Data Transfer occurring, a request for disclosure of, or direct access to, University Data by any government or public authority (or any body with delegated authority for any of them) under the laws of the country of destination;


	“EU Standard Contractual Clauses”
	means the standard contractual clauses contained in the annex to Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council and any amendment or replacement pursuant to Article 46(5) of the GDPR;


	"GDPR"
	means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and repealing Directive 95/46/EC (General Data Protection Regulation) OJ L 119/1, 4.5.2016;

	"Government Access"
	means:
0. a request for disclosure of Personal Data (which has been transferred in accordance with Clause 2.5) by a public authority under the laws of the country of destination; or 
direct access to Personal Data (which has been transferred in accordance with Clause 2.5) by a public authority under the laws of the country of destination;

	"Group"
	means in respect of either Party, that Party, its holding company, its subsidiaries and any other direct or indirect holding company or subsidiary from time to time of such holding company or subsidiary;

	"Losses"
	means all losses, fines, penalties, liabilities, damages, costs, charges, claims, amounts paid in settlement and expenses (including legal fees (on a solicitor/client basis), disbursements, costs of investigation (including forensic investigation), litigation, settlement (including ex gratia payments), judgment, interest and penalties), other professional charges and expenses, disbursements, cost of breach notification including notifications to the Data Subject, cost of complaints handling (including providing Data Subjects with credit reference checks, setting up contact centres (e.g. call centres) and making ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory duty or otherwise;

	"Personal Data"
	means any information relating to a Data Subject, including but not limited to any Special Category Personal Data and data relating to criminal convictions and offences;  

	"Personal Data Breach"
	means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed and, for the avoidance of doubt, includes a breach of Clause 2.3.1(d); 

	"Personnel"
	means, in relation to either Party, all persons engaged or employed by that Party from time to time, including its officers, consultants, contractors, agents and/or Sub-Processors;

	"Process"
	means any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction; (and "Processing" and "Processed" shall be construed accordingly);

	"Processor"
	means a natural or legal person, public authority, agency or other body which Processes Personal Data on behalf of the Controller;

	"Regulator"

	means any local or national agency, department, official, parliament, public or statutory person or any government or professional body, regulatory or supervisory authority, board or other body responsible for administering, providing guidance on, supervising and enforcing Data Protection Laws, including in the United Kingdom the Information Commissioner's Office, or any successor or replacement body from time to time;

	"Regulator Correspondence"
	means any correspondence or communication (whether written or verbal) from a Regulator in relation to the Processing of Personal Data;

	"Restricted Country"
	means a country, territory or jurisdiction that is outside of the United Kingdom (“UK”) which (i) is not the subject of an adequacy determination by the UK Secretary of State or the European Commission (as applicable); or (ii) is the subject of an adequacy determination by the UK Secretary of State or the European Commission (as applicable), but such determination does not extend to the Data Transfers carried out under or in connection with the Agreement;

	"Security Requirements"
	means the requirements regarding the security of Personal Data, as set out in the Data Protection Laws including, in particular:
0. a requirement to only Process Personal Data in a manner that ensures appropriate security of the Personal Data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures; and
0. a requirement to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons. The appropriate level of security shall be assessed by taking into account the risks that are presented by Processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or otherwise processed;

	"Services"
	means [  ] [Guidance Note: Describe the Services to be provided in relation to which the Personal Data will be processed. Reference may be made to the definition or schedule of services in the Main Agreement or if more appropriate, instead of Services, a different defined term may be used such as “Activities” (if so, any references to Services in the document have to be replaced with the new defined term.];       

	"Special Category Personal Data"
	means information which reveals racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, biometric data, and data concerning health or a person's sex life or sexual orientation;

	“Standard Contractual Clauses”
	[bookmark: _BPDCI_40]means the EU Standard Contractual Clauses or the UK Standard Contractual Clauses, as the context requires;

	"Sub-Processor"
	means as defined in Clause 2.4;

	“Third Party Controller”
	means a third party with whom the Supplier wishes to share the University Data, where that third party acts as a Controller and has put in place an appropriate data sharing agreement; 

	“Third Party Provider”
	means a Sub-Processor or a Third Party Controller, as the context requires;

	“UK Addendum” 
	means the International Data Transfer Addendum to EU Standard Contractual Clauses, as set out in Schedule [5] of this Agreement issued by the ICO under s119A(1) of the Data Protection Act 2018, version B1.0, in force 21 March 2022 and any updates or replacements as may be issued by the ICO from time to time in accordance with S119A(1);

	“UK Standard Contractual Clauses”
	means the EU Standard Contractual Clauses, as amended by the UK Addendum;

	"University Data"
	means the Personal Data Processed by (or on behalf of) the University [or any member of its Group] under or in connection with this Agreement as more particularly described in Schedule 1 (Data Processing Particulars).


[bookmark: _Hlk99379180][bookmark: _Ref476071910]Clause, Schedule and paragraph headings shall not affect the interpretation of this Agreement.
The Schedules form part of this Agreement and shall have effect as if set out in full in the body of this Agreement. Any reference to this Agreement includes the Schedules.
Unless the context otherwise, requires, words in the singular shall include the plural and in the plural shall include the singular.
A reference to a company shall include any company, corporation or other body corporate, wherever and however incorporated or established.
A reference to a legislation or legislative provision shall include all subordinate legislation made from time to time under that legislation or legislative provision.
References to Clauses and Schedules are to the clauses and schedules of this Agreement and references to paragraphs are to paragraphs of the relevant Schedule.
Any words following the terms including, include, in particular or for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms.
In the case of conflict or ambiguity between:
any provision contained in the body of this Agreement and any provision contained in the Schedules, the provision in the body of this Agreement will prevail; and
any of the provisions of this Agreement and the provisions of the Main Agreement, the provisions of this Agreement will prevail.
A reference to writing or written includes email.
Unless the context otherwise requires the reference to one gender shall include a reference to the other genders.
DATA PROTECTION
[bookmark: _Ref99036256]Arrangement Between the Parties
[bookmark: _Ref99036243]The Parties may each Process the University Data. The Parties each acknowledge and agree that the factual arrangements between them dictate the classification and role of each Party in respect of the Data Protection Laws. Notwithstanding the foregoing, the Parties anticipate that the University shall act as a Controller and the Supplier shall act as a Processor in respect of the University Data.
[bookmark: _Ref474745722]Each of the Parties acknowledges and agrees that Schedule 1 to this Agreement is an accurate description of the Data Processing Particulars.
Notwithstanding Clause 2.1.1 if either Party is deemed to be a joint Controller with the other in relation to the University Data, the Parties agree that they shall:
be jointly responsible for the compliance obligations imposed on a Controller by the Data Protection Laws, and the Parties shall cooperate to do all necessary things to enable performance of such compliance obligations, except that each Party shall be responsible, without limitation, for compliance with its data security obligations where University Data has been transmitted by it, or while University Data is in its possession or control; and 
acting reasonably and in good faith seek by way of variation or additional agreement or arrangement, to document the parties' respective obligations in accordance with Data Protection Laws (particularly in respect of communications with Data Subjects, third parties and a Regulator, including in respect of transparency requirements and notification obligations).
Each Party agrees that in performing its obligations under this Agreement, it shall comply with the obligations imposed on it under the Data Protection Laws.
[bookmark: _Ref130828605][bookmark: _Ref474503758]Contact Data
[bookmark: _Ref99036286]Notwithstanding Clause 2.1 the Parties each acknowledge and agree that they may need to Process Personal Data in relation to each Party's representatives (“Contact Data”) (in their respective capacities as Controllers) in order to (as appropriate): (a) administer and provide the Services; (b) request and receive the Services; (c) compile, dispatch and manage the payment of invoices relating to the Services;  (d) manage the Agreement and resolve any disputes relating to it; (e) respond and/or raise general queries relating to the Services; and (f) comply with their respective regulatory obligations.
Each Party shall Process such Personal Data for the purposes set out in Clause 2.2.1 in accordance with their respective privacy policies. The Parties acknowledge that they may be required to share Personal Data with members of their Group and other relevant parties, within or outside of the country of origin, in order to carry out the activities listed in Clause 2.2.1, and in doing so each Party will ensure that the sharing and use of this Personal Data complies with applicable Data Protection Laws.
[bookmark: _Ref130828506]Data Processor Obligations
[bookmark: _Ref474504704][bookmark: _Hlk84853813]In relation to any University Data that the University provides or makes available to the Supplier or that the Supplier Processes for and on behalf of the University (the University acting as the Controller) the Supplier shall:
[bookmark: _Ref474743014]only Process the University Data for and on behalf of the University for the purposes of performing its obligations under this Agreement, and only in accordance with the terms of this Agreement, any Data Transfer Agreement (where applicable) and any documented instructions from the University (unless required to do otherwise by Applicable Law, in which case it shall (unless prohibited from doing so by such Applicable Law) inform the University of such legal requirement before Processing);
keep a record of any Processing of the Personal Data it carries out on behalf of the University;
unless prohibited by Applicable Law, notify the University immediately (and in any event within twenty-four (24) hours of becoming aware of the same) if it considers, in its opinion (acting reasonably) that any of the University’s instructions under Clause 2.3.1(a) infringe any of the Data Protection Laws;
[bookmark: _Ref442261344]take, implement and maintain appropriate technical and organisational security measures which are sufficient to comply with:
at least the obligations imposed on the University by the Security Requirements; and
[the obligations set out in Schedule [2] (Information Security)]; [Guidance Note: include reference to the University’s additional information sharing arrangements/technical security requirements if required.] 
and at any time where requested provide to the University evidence of its compliance with such requirements promptly, and in any event within forty-eight (48) hours of the request;
hold the University Data in such a manner that it is capable of being distinguished from other data or information processed by the Supplier; 
only disclose University Data to its Personnel who are required to assist it in meeting its obligations under this Agreement and ensure that no other Personnel shall have access to such University Data;
take all reasonable steps to ensure the reliability and integrity of any of its Personnel who shall have access to the University Data, and ensure that each member of its Personnel shall have entered into appropriate contractually-binding confidentiality undertakings;
within [thirty (30)] calendar days of a request from the University, allow its data processing facilities, procedures and documentation to be submitted for scrutiny, inspection or audit by the University (and/ or its representatives, including its appointed auditors) in order to ascertain compliance with the terms of this Agreement, and provide reasonable information, assistance and co-operation to the University, including access to relevant Personnel and/ or, on the request of the University, provide the University with written evidence of its compliance with the requirements of this Agreement; 
subject to Clause 2.3.1(k) not disclose University Data to a third party (including a Sub-Processor or any Group company or affiliate, or any Data Importer) in any circumstances without the University’s prior written consent, save in relation to transfers made pursuant to Clause 2.4 (Appointing Sub-Processors) and/or Clause 2.5 (International Transfers) of this Agreement;
promptly comply with any request from the University to amend, transfer or delete any University Data;
[bookmark: _Ref99036339]notify the University promptly (and in any event within forty-eight (48) hours) following its receipt of any Data Subject Request or Regulator Correspondence and shall: 
not respond to or disclose any University Data in response to any Data Subject Request or Regulator Correspondence without first obtaining the University’s prior written consent; and
provide the University with all reasonable co-operation and assistance required by the University in relation to any such Data Subject Request or Regulator Correspondence; 
[bookmark: _Ref474745664]notify the University promptly (and in any event within [twenty-four (24)] hours) upon becoming aware of any actual or suspected or threatened Personal Data Breach and:
seek to recover the compromised data as soon as practicable and implement any measures necessary to restore the security of the compromised Personal Data; 
promptly provide the University with a report containing details about the nature of the Personal Data Breach and provide the University further information as details become available; 
investigate the incident and its cause; 
assist the University to make any notifications to the Regulator and affected Data Subjects; and
not make any public statements relating to the incident without the prior written approval of the University; 
provide the University with reasonable assistance to comply with the obligations imposed on the University by the Data Protection Laws, including:
compliance with the Security Requirements;
obligations relating to notifications required by the Data Protection Laws to the Regulator and/ or any relevant Data Subjects; and
undertaking any Data Protection Impact Assessments (and, where required by the Data Protection Laws, consulting with the Regulator and/or any other relevant regulatory body in respect of any such Data Protection Impact Assessments);
not, whether by act or omission, cause the University to breach any of its obligations under the Data Protection Laws; and
upon the earlier of: 
termination or expiry of this Agreement or the relevant Data Transfer Agreement (as applicable); and
the date on which the University Data is no longer relevant to, or necessary for, the provision of the Services,
cease Processing all University Data and return and/or permanently and securely destroy the University Data and all copies in its possession or control (such that the University Data is no longer retrievable), as directed in writing by the University except to the extent required by Applicable Law to retain the University Data;  
Except as otherwise provided, this Agreement does not transfer ownership of, or create any licences (implied or otherwise), in any intellectual property rights in any Personal Data.
[bookmark: _Ref476038539]Appointing Sub-Processors
[bookmark: _Ref498940580]The Supplier shall not be permitted to appoint a sub-contractor to perform any of its obligations under this Agreement which include the Processing of the University Data ("Sub-Processor")  without the prior written consent of the University; OR
[Guidance Note: If Sub-Processors are approved under the Agreement, we recommend these are set out in a Schedule to this Agreement. Where sub-processing is envisaged, it is imperative that the University is comfortable with the level of due diligence that the Supplier has carried out in respect of that sub-processor and the compliance measures imposed on the sub-processor. Essentially equivalent contractual obligations to those imposed upon the Supplier should be imposed upon the sub-processor.  Accordingly, where sub-processing is envisaged, Clauses 2.4.1 and 2.4.2 below (as they would be renumbered when the 2.4.1 option above is deleted) are required.]
[bookmark: _Ref474772164]The Supplier shall be permitted to appoint a sub-contractor to perform any of its obligations under this Agreement which include the Processing of the University Data ("Sub-Processor") in accordance with this Clause 2.4 and to disclose University Data to such Sub-Processor for Processing in accordance with the Supplier’s obligations under this Agreement (acting as a Processor or Sub-Processor only), provided always that:
[bookmark: _Ref474775164]the Supplier undertakes thorough and appropriate due diligence on the proposed Sub-Processor, including a risk assessment of the information governance-related practices and processes of the proposed Sub-Processor, which shall be used by the Supplier to inform any decision on appointing the proposed Sub-Processor;
the Supplier provides the University with full details in writing of the proposed Sub-Processor (including the results of the due diligence undertaken in accordance with Clause [2.4.1](a)) before its appointment and the University has consented to such appointment in writing, [the University having at the date of this Agreement consented to the appointment of the Sub-Processors identified in Schedule [3]]; 
the Sub-Processor contract (as it relates to the Processing of Personal Data) is on terms which are substantially the same as, and in any case no less onerous than, the terms set out in this Agreement; and 
the Sub-Processor's right to Process Personal Data terminates automatically on expiry or termination of this Agreement for whatever reason. [Guidance Note: This provision is not appropriate for cloud/ one to many sub-contracted service provisions.]
[bookmark: _Ref498940553]Notwithstanding any consent or approval given by the University under Clause 2.4.2, the Supplier shall remain primarily liable to the University for the acts, errors and omissions of any Sub-Processor to whom it discloses University Data, and shall be responsible to the University for the acts, errors and omissions of such Sub-Processor as if they were the Supplier's own acts, errors and omissions to the extent that the Supplier would be liable to the University under this Agreement for those acts, errors and omissions. 
[bookmark: _Ref83832214]International Transfers
[bookmark: _Ref51311104]The Supplier shall not (and shall procure that any Third Party Provider shall not) make a Data Transfer without the prior written consent of the University (which the University shall be entitled to withhold for any reason).
[bookmark: _Ref90975448][bookmark: _Hlk108540249][bookmark: _Hlk108539768][If and to the extent that the Supplier wishes (or its Sub-Processor or a Third Party Provider wishes) to make a Data Transfer (save in relation to the Contact Data), it shall (and shall procure that its Sub-Processor or a Third Party Provider shall) only do so in compliance with the provisions of Schedule [4] of this Agreement. In the event of a conflict between Clauses 2.3 to 2.4 and Schedule [4] of this Agreement, Schedule [4] of this Agreement shall prevail except where (and in so far as) the conflicting terms of Clauses 2.3 to 2.4  provide greater protection for Data Subjects, in which case Clauses 2.3 to 2.4 shall prevail.  In relation to the Contact Data, the Supplier hereby warrants and represents that any Data Transfer to which Clause 2.2 applies shall only be made to the extent that it is in accordance with the terms of Article 49(1)(c) of the GDPR]. [Guidance Note: This scenario (at 2.5.2) envisages a Supplier making an INDIRECT TRANSFER: a transfer to a Third Party Provider established in a Restricted Country i.e. University Data is being indirectly transferred to a third party outside the UK/EEA via the Supplier (who is based in the UK/EEA). Where this is the case, the Supplier will be responsible for entering into processor-processor SCCs to cover the transfer (whether that be the UK SCCs in relation to UK Personal Data or the EU SCCs in relation to personal data originating in the EU).  The University can delete this optional drafting in the event it is satisfied that no indirect ex UK/EEA transfers will take place.]
[bookmark: _Ref90975504][If and to the extent that the Supplier is established in a Restricted Country, the parties agree that they shall each comply with their respective obligations under Schedule [4] of this Agreement. In the event of a conflict between Clauses 2.3 to 2.4 and Schedule [4] of this Agreement, Schedule [4] of this Agreement shall prevail except where (and in so far as) the conflicting terms of Clauses 2.3 to 2.4 provide greater protection for Data Subjects, in which case Clauses 2.3 to 2.4 shall prevail.  In relation to the Contact Data, the Supplier hereby warrants and represents that any Data Transfer to which Clause 2.2 applies shall only be made to the extent that it is in accordance with the terms of Article 49(1)(c) of the GDPR. [Guidance Note: This scenario (at 2.5.3) envisages the University making a DIRECT TRANSFER where the Supplier is established in a Restricted Country. The University can delete this optional drafting in the event it is satisfied that no direct ex UK/EEA transfers will take place.]
[bookmark: _Ref476038850][bookmark: _Ref99373231][INDEMNITY [Guidance Note: Consider an indemnity to cover losses arising from breach of the above provisions.]
[bookmark: _Ref464620907][The Supplier shall indemnify on demand and keep indemnified and hold harmless the University from and against:
[bookmark: _Ref498941961][bookmark: _Ref503956076][bookmark: _Ref464620252][bookmark: _Ref465967029][bookmark: _Ref498941991]any monetary penalties or fines levied by any Regulator on the University; [Guidance Note: It is still untested whether an indemnity could be enforced in respect of a monetary penalty/fine imposed on the controller or whether this would be unenforceable for reasons of public policy. Therefore, it is important that this part of the indemnity is separated from the others, in case a court took the same view and decided to strike it out (which would not affect the validity and enforceability of the other limbs below).]
[bookmark: _Ref503956082]the costs of any investigative, corrective or compensatory action required by a Regulator, or of defending any proposed or actual enforcement taken by a Regulator including if such investigation arises as a result of a self-report or otherwise;
[bookmark: _Ref464620254][bookmark: _Ref465967037]any Losses suffered or incurred by, awarded against, or agreed to be paid by, the University pursuant to a claim, action or challenge made by a third party against the University (including by (or on behalf of) a Data Subject); and
except to the extent that Clauses 3.1.1 and/ or 3.1.2 and/ or 3.1.3 apply, any Losses suffered or incurred, awarded against, or agreed to be paid by, the University,
in each case to the extent arising as a result of a breach by the Supplier (or its Sub-Processors) of this Agreement and/or their respective obligations under the Data Protection Laws.
[bookmark: _Ref426621684][bookmark: _Ref474512114]Nothing in this Agreement or the Main Agreement will exclude, limit or restrict the Supplier’s liability under the indemnity set out in Clause 3.1. [Guidance Note: Whether the parties agree to uncapped liability or a super cap for data protection breaches is a commercial question for the parties, although we would generally advise against the general cap including data protection breaches, given that the losses to the University of any such breach could far outweigh the value of the contract, unless this has been assessed and considered to be sufficient.]]
[bookmark: _Ref476038578][bookmark: _Ref99036843][INSURANCE [Guidance Note: Consider whether insurance cover should be required.]
The Supplier agrees:
to obtain and keep in full force and effect at all times a policy or policies of insurance which meet(s) the following conditions: 
it must cover liability for damage arising to any person; 
it must apply in relation to the Processing of the University Data; and
it must have policy limits and provisions conforming to such requirements as the University may from time to time reasonably prescribe; 
to deliver to the University:
copies of all applicable insurance policies taken out pursuant to the provisions of this Agreement (to the extent permitted by the insurance conditions); and 
evidence of premiums paid in relation to such insurance; 
to ensure that the University shall be entitled to the benefit under such insurance and that the University’s interest will be noted on the policy; and
to not do, or omit to do, anything to vitiate either in whole or in part any of the insurance cover that it is obliged to have and maintain under this Clause 4. The Supplier must notify the University immediately if the insurance cover set out in this Clause 4 lapses or is denied.] 
[bookmark: _Ref8914243]TERM AND TERMINATION 
[bookmark: _Ref57556617][bookmark: _Ref8900993]This Agreement will remain in full force and effect so long as:
the Main Agreement remains in effect; or
the Supplier retains any of the Personal Data related to the Main Agreement in its possession or control.
[bookmark: _Ref99030583]In the case of any non-compliance by the Supplier or any Sub-Processor with any of the obligations under this Agreement, the University’s instructions and/or the Data Protection Laws, the University may, by giving written notice unilaterally:
immediately terminate this Agreement; and/or
immediately terminate [the Main Agreement OR any part of the Main Agreement involving the processing of the Personal Data]; and/or
suspend any data submission under this Agreement; and/or
require the Supplier to cease or suspend any Processing of University Data including in specific locations or by specific Sub-Processors,
in each case, without further liability or obligation of the University.
[bookmark: _Ref99372983]Any provision of this Agreement that expressly or by implication should come into or continue in force on or after termination of the Main Agreement in order to protect the Personal Data will remain in full force and effect including, for the avoidance of doubt and without limitation, Clauses [1, 3, 4 and 7 to 18 (inclusive)]. [Guidance Note: cross check clause references here in the final version]
[bookmark: _Ref99373603]Termination or expiry of this Agreement shall not affect any accrued rights and liabilities of either Party at any time up to the date of termination or expiry.
AMENDMENTS
If at any time, in the University’s opinion, it needs to amend this Agreement in order to comply with its obligations under Applicable Law, the Supplier agrees:
where permitted by Applicable Law, the University may, at any time by giving the Supplier thirty (30) days' notice, unilaterally:
replace or require the replacement of any Data Transfer Agreement entered into in connection with this Agreement with any amended or updated version of those clauses approved under Data Protection Laws or other applicable data transfer mechanism which is or may become available (including any standard clauses forming part of an applicable code of conduct or certification scheme) with such details of the transfers as necessary completed by the University; 
amend this Agreement to ensure (in its opinion) that any Data Transfers or related Processing comply with Data Protection Laws including further to any judgment of an applicable court or guidance issued by a competent Regulator;
where execution of a document is required under Data Protection Laws:
promptly agree, accede to and/or to enter into an appropriate written variation of this Agreement including any Data Transfer Agreement, or to document information or make the amendments which in the University’s opinion are required; and 
if such amendments are not able to be agreed, the Parties acknowledge and agree that no further Processing of the Personal Data (in particular the University Data) under this Agreement will be carried out until such variation has been agreed and executed.  
[bookmark: _Ref8902292]INTELLECTUAL PROPERTY
For the avoidance of doubt, this Agreement does not legislate for or impact the ownership of any intellectual property rights in the shared Personal Data. [Guidance Note: This Agreement assumes that IPR matters are dealt with in the Main Agreement. If this is not the case and it is desirable to legislate for treatment of IP rights in this document, additional provisions ought to be added here.]
third party rights
A person who is not a party to this Agreement shall not have any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement. This does not affect any right or remedy of a third party which exists, or is available, apart from that Act.
The rights of the Parties to terminate, rescind or agree any variation, waiver or settlement under this Agreement are not subject to the consent of any other person.
Variation
No variation of this Agreement shall be effective unless it is in writing and signed by the Parties (or their authorised representatives).
[bookmark: _Ref8901005]Waiver
No failure or delay by a Party to exercise any right or remedy provided under this Agreement or by law shall constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict the further exercise of that or any other right or remedy. No single or partial exercise of such right or remedy shall prevent or restrict the further exercise of that or any other right or remedy.
[bookmark: _Ref8901019]Severance
[bookmark: _Ref8903268]If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Agreement.
If any provision or part-provision of this Agreement is deemed deleted under Clause 11.1, the Parties shall negotiate in good faith to agree a replacement provision that, to the greatest extent possible, achieves the intended commercial result of the original provision.
No partnership or agency
Nothing in this Agreement is intended to, or shall be deemed to, establish any partnership or joint venture between the Parties, constitute any Party the agent of the other Party, or authorise any Party to make or enter into any commitments for or on behalf of the other Party.
Each Party confirms it is acting on its own behalf and not for the benefit of any other person.
[bookmark: _Ref8901033]Entire agreement
This Agreement and the Main Agreement constitute the entire agreement between the Parties and supersede and extinguish all previous agreements, promises, assurances, warranties, representations and understandings between them, whether written or oral, relating to their subject matter. [Guidance Note: Refer to any other agreements if applicable. Also, note here if any old data sharing agreement is being terminated and replaced by this agreement.]
Further assurance
Each Party shall, and shall use all reasonable endeavours to procure that any necessary third party shall, execute and deliver such documents and perform such acts as may reasonably be required for the purpose of giving full effect to this Agreement.
[bookmark: _Ref8901044]Rights and remedies
Except as expressly provided in this Agreement, the rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by law.
[bookmark: _Ref8901054]Notice
Any notice or other communication given to a Party under or in connection with this Agreement shall be in writing, addressed to the Parties’ nominated contact person(s) set out in Clause 16.4 (and as may be updated from time to time by written notice to the other Party) and shall be:
delivered by hand or by pre-paid first-class post or other next working day delivery service at its registered office (if a company) or its principal place of business (in any other case); or
sent by email.
Any notice or communication shall be deemed to have been received:
if delivered by hand, on signature of a delivery receipt;
if sent by pre-paid first-class post or other next working day delivery service, at 9.00 am on the second Business Day after posting or at the time recorded by the delivery service; and
if sent by email, at the time of transmission, or if this time falls outside business hours in the place of receipt, when business hours resume. In this Clause, business hours means 9:00 am to 5:00 pm Monday to Friday on a day that is not a public holiday in the place of receipt.
This Clause does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution.
[bookmark: _Ref8902690]The Parties’ initial nominated contact person(s) shall be:
for the University: [INSERT NAME AND CONTACT DETAILS (INCLUDING EMAIL)];
for the Supplier: [INSERT NAME AND CONTACT DETAILS (INCLUDING EMAIL)].
[bookmark: _Ref8901065]Governing law
[bookmark: _Ref8901086]This Agreement shall be governed by and construed in accordance with English Law.
[bookmark: _Ref99033076]Jurisdiction
Each Party irrevocably agrees that the courts of England shall have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims), arising out of or in connection with this Agreement or its subject matter or formation.  


This Agreement has been entered into on the date stated at the beginning of it.
 
	FOR AND ON BEHALF OF [SUPPLIER] 

	FOR AND ON BEHALF OF IMPERIAL COLLEGE OF SCIENCE, TECHNOLOGY AND MEDICINE

	Signature: 

	
Name:		
	
	Signature: 

	
Name:		
	





SCHEDULE 1
DATA PROCESSING PARTICULARS
	The subject matter and duration of the Processing

	

	The nature and purpose of the Processing

	



	The type of Personal Data being Processed

	



	The categories of Data Subjects
	



	Data Retention/Deletion Period and Process

	

	Locations (including the geographic region) in which the Personal Data may be Processed by the Supplier and/or any Sub-Processor
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[Guidance Note: The above information is required by the GDPR (Article 28(3)) which requires data processing agreements to include details of the subject-matter, duration, nature and purpose of the processing and the type of personal data and categories of data subjects involved in the data processing. The details will need to be completed above.]



SCHEDULE [2]
INFORMATION SECURITY
[Guidance Note: University to include details of information sharing arrangements/technical security requirements if applicable.]


[bookmark: _Hlk96261116]SCHEDULE [3] 
[APPROVED SUB-PROCESSOR(S)] [IF APPLICABLE]
The Supplier will only use the Approved Sub-Processors listed in this table, or such others as may be approved by the University from time to time in accordance with Clause 2.4 of this Agreement.
	Name of Sub-Contractor

	Contact Details
	Location of Sub-Contractor
	Data Protection Officer (if relevant)

	

	
	
	

	

	
	
	






SCHEDULE [4] 
INTERNATIONAL TRANSFERS
0. [bookmark: _Ref90628500]REQUIREMENTS FOR INDIRECT DATA TRANSFERS
[bookmark: _Hlk108627935]Indirect Data Transfers [Guidance note: these provisions are intended to provide for indirect transfers i.e. transfers from a UK or EEA Supplier to a third party in a Restricted Country (N.B. this template is not intended for use where the Supplier is in another jurisdiction with adequacy status). These clauses require that the Supplier puts in place the appropriate Standard Contractual Clauses to cover the transfer. If there are no indirect transfers envisaged under the agreement, this paragraph 1 should be deleted] 
[bookmark: _Ref79686891][bookmark: _Ref91098879][bookmark: _BPDC_LN_INS_1025][bookmark: _BPDC_PR_INS_1026][bookmark: _Ref79701931][bookmark: _Ref521323615]The Supplier shall not (and shall procure that any Third Party Provider shall not) make a Data Transfer to a Data Importer without the prior written consent of the University (which the University shall be entitled to withhold for any reason).  Without prejudice to Paragraphs 1.1.2 and 1.1.3 (inclusive), the University’s consent is deemed to be given to the Data Transfers expressly set out in the Agreement. 
[bookmark: _Hlk80050312][bookmark: _Ref79701933]Prior to seeking the University's consent pursuant to Paragraph 1.1.1, the Supplier shall provide the University with a Data Transfer Risk Assessment.  The Supplier shall review and update such Data Transfer Risk Assessment every two (2) years, unless otherwise requested by the University (acting reasonably). 
[bookmark: _Ref91098877]If the University provides its consent pursuant to Paragraph 1.1.1, such consent shall always be conditional on the Supplier complying with the University's documented instructions issued from time to time in respect of the Appropriate Safeguards.
The Supplier warrants that it has: 
no reason to believe that the applicable laws and practices in the Restricted Country prevent it from fulfilling its obligations under this Addendum or the Data Importer fulfilling its obligations under the Data Transfer Agreement; and 
carried out and documented its assessment of the applicable laws of the Restricted Country. 
Following a Data Transfer permitted under Paragraph 1.1.1, the Supplier shall notify the University immediately if it suspects that:
it or the Data Importer has become subject to laws which are not consistent with the conclusions set out in the Data Transfer Risk Assessment; and/or 
[bookmark: _Ref79688977]the applicable laws or practices of the Restricted Country will prevent it from complying with, or cause it to breach, its obligations under this Schedule (or prevent the Data Importer from complying with, or causing it to breach, its obligations under the Data Transfer Agreement).  
[bookmark: _Ref59279037]Data Transfer Agreement with Third Party Provider 
The Supplier shall put in place, and maintain, a Data Transfer Agreement, and shall provide to the University a copy of such Data Transfer Agreement (including any changes to such Data Transfer Agreement) in relation to any Data Transfer to a Third Party Provider in a Restricted Country.
[bookmark: _Ref79687159][bookmark: _Ref90944047]Disclosure Requests
Where, in any circumstances the Supplier or any Third Party Provider (as applicable) receives, or becomes aware of, a Disclosure Request, the Supplier shall (and shall procure that the relevant Third Party Provider shall):
where it is permitted by Applicable Law to notify the University of Disclosure Request:
provide such notification immediately and include all information available to it (including the requesting public authority, legal basis for the request and any initial response provided) and provide such reasonable assistance as the University requires in connection with the Disclosure Request, including in connection with the initiation of court or other legal proceedings by the University; or
communicate to any entity requesting such University Data that the University has responsibility for that University Data and request that they contact the University's Chief Information Officer; and
in either case, continue to provide further information to the University in connection with such Disclosure Request as any additional details become available.
Where it is prohibited from notifying the University:
[bookmark: _BPDC_LN_INS_1190][bookmark: _BPDC_PR_INS_1191]use its best efforts to obtain a waiver of the prohibition to notify the University;
review the legality of the request and exhaust all remedies to challenge the request if it concludes there are grounds under the laws of the country of receipt to do so.  No disclosure shall be made until required under applicable procedural rules;  
document its assessment and challenge of the request for disclosure and to the extent permitted make this available to the University and any required Regulator; 
provide the University information about the request and its compliance with this Paragraph to the extent that it can do so; and
[bookmark: _BPDC_LN_INS_1182][bookmark: _BPDC_PR_INS_1183]where mandated only provide the minimum amount of information possible, based on a reasonable interpretation of the request. 
The obligations set out in Paragraph 1.3 shall apply to any Third Party Provider (or any of its subcontractors) or any other third party recipients of University Data and the Supplier shall ensure such terms are included within the Data Transfer Agreement.
[bookmark: _Ref81814310]Amendments
[bookmark: _Hlk79942277]the University shall be entitled unilaterally to amend this Schedule upon notice to the Supplier to ensure (in its reasonable opinion) that any Data Transfers of University Data or related Processing complies with Data Protection Laws, including further to any judgment of an applicable court or guidance issued by a Regulator.
Remediation 
[bookmark: _Ref90975783][bookmark: _Hlk80054622]Without prejudice to the University’s rights set out in Paragraph 1.4, if any Data Transfers required for the performance of the Services are (in the University’s reasonable opinion) not compliant with Data Protection Laws:
[bookmark: _Ref91107741]the Supplier shall, following the University’s request, promptly produce a remediation plan to ensure that any Data Transfer is remediated so that it is compliant with Data Protection Laws within a reasonable timescale (being no greater than [five (5) Business Days]) (“Remediation Plan”) to be agreed with the University;
the University shall act in good faith to agree a Remediation Plan with the Supplier; 
the University may suspend the Services (or relevant part thereof) until the Remediation Plan has been implemented to the University’s reasonable satisfaction; and
where the Supplier fails to:
produce a Remediation Plan within the timescale agreed with the University; or
implement the Remediation Plan within the timescales agreed with the University, 
[bookmark: _Ref81815568]such failure shall be deemed a material breach of the Agreement which is not capable of being cured. 

Invalidation of Transfer Mechanism 
Should the mechanism used to protect the transfer, storage, or Processing of University Data under this Addendum be deemed invalid, the Supplier shall immediately: 
notify the University and provide cooperation and assistance; and 
ensure that an adequate mechanism is put in place to protect University Data in compliance with the Data Protection Laws.
0. REQUIREMENTS FOR DIRECT DATA TRANSFERS
International Data Transfers [Guidance Note: these provisions are intended to provide for “direct transfers” i.e. transfers from the University directly to a Supplier based outside the UK or EEA. By means of these paragraphs (at 2.1.5 below) the parties acknowledge that they are entering into the UK Addendum (which is set out at Schedule 5, and which in turn incorporates the EU Standard Contractual Clauses). If there are no direct transfers envisaged under the agreement, this paragraph 2 should be deleted]
The Supplier shall comply with the University's documented instructions issued from time to time in respect of the Appropriate Safeguards.
Prior to making the Data Transfer, the Supplier shall provide the University with a Data Transfer Risk Assessment.  The Supplier shall review and update such Data Transfer Risk Assessment every two (2) years, unless otherwise requested by the University (acting reasonably).  
The Supplier warrants that it has:-
no reason to believe that the applicable laws and practices in the Restricted Country prevent it from fulfilling its obligations under this Schedule; and 
carried out and documented its assessment of the applicable laws of the Restricted Country.  
Following a Data Transfer, the Supplier shall immediately notify the University where the Supplier believes that:
it has become subject to laws which are not in line with the conclusions set out in the Data Transfer Risk Assessment; and/or 
the applicable laws or practices of the Restricted Country will prevent it from complying with, or cause it to breach, its obligations under this Schedule.
The Parties acknowledge and agree that by entering into this Agreement, they are entering into the UK Addendum to the EU Standard Contractual Clauses (as provided at Schedule [5] to this Agreement) incorporating the EU Standard Contractual Clauses on the date of this Agreement in respect of the Data Transfer made between the Parties and such UK Addendum and EU Standard Contractual Clauses are incorporated into this Agreement.
[bookmark: _Ref1178457558]The University shall be entitled to unilaterally amend this Schedule upon notice to the Supplier to ensure (in its reasonable opinion) that any Data Transfers of University Data or related Processing complies with Data Protection Laws, including further to any judgment of an applicable court or guidance issued by a Regulator.
Without prejudice to the Supplier's rights set out in paragraph 2.1.6, if any Data Transfer that is required for the performance of the Services is (in the University's reasonable opinion) not compliant with Data Protection Laws:
[bookmark: _Ref1685060583]the Supplier shall, following the University's request, promptly produce a remediation plan to ensure that any Data Transfer is remediated so that it is compliant with Data Protection Laws within a reasonable timescale (being no greater than five (5) working days) ("Remediation Plan") to be agreed with the University;
the University shall act in good faith to agree the Remediation Plan with the Supplier; 
the University may suspend the Services (or relevant part thereof) until the Remediation Plan has been implemented to the University's reasonable satisfaction; and
where the Supplier fails to:-
produce a Remediation Plan within the timescale agreed with the University; or
implement the Remediation Plan within the timescales agreed with the University, 
such failure shall be deemed a material breach of the Agreement which is not capable of being cured.  
Invalidation of Transfer Mechanism
Should the mechanism used to protect the transfer, storage, or Processing of University Data under this Schedule be deemed invalid, the Supplier shall immediately:-
notify the University and provide cooperation and assistance; and 
ensure that an adequate mechanism to protect University Data is put in place to protect University Data in compliance with the Data Protection Laws.


SCHEDULE [5] 
[Guidance Note: this Schedule 5 is only required to be included where there is a direct transfer of University Data from the University to a Supplier in a Restricted Country (i.e. to a country outside the UK/EEA)]
UK INTERNATIONAL DATA TRANSFER ADDENDUM TO THE EU COMMISSION STANDARD CONTRACTUAL CLAUSES
BACKGROUND:
[bookmark: _Hlk92884578]This Addendum has been issued by the Information Commissioner for Parties making Restricted Transfers. The Information Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is entered into as a legally binding contract.

Part 1: Tables

TABLE 1: PARTIES
	1. Start date
	1. 

	1. The Parties
	1. Exporter (who sends the Restricted Transfer)
	1. Importer (who receives the Restricted Transfer)

	1. Parties’ details
	1. [bookmark: _Hlk93316049][bookmark: Text2]Full legal name:      
1. Trading name (if different):      
1. Main address (if a company registered address):      
1. Official registration number (if any) (company number or similar identifier):      
	1. Full legal name:      
1. Trading name (if different):      
1. Main address (if a company registered address):      
1. Official registration number (if any) (company number or similar identifier):      

	1. Key Contact
	1. Full Name (optional):      
1. Job Title:      
1. Contact details including email:      
	1. Full Name (optional):      
1. Job Title:      
1. Contact details including email:      

	1. Signature (if required for the purposes of Section ‎2)
	1. 
	1. 



TABLE 2: SELECTED SCCS, MODULES AND SELECTED CLAUSES
	1. Addendum EU SCCs
	|_| The version of the Approved EU SCCs which this Addendum is appended to, detailed below, including the Appendix Information: [Guidance Note: Note the version to be appended]
1. Date:       
1. Reference (if any):       
1. Other identifier (if any):       
1. Or
|_| the Approved EU SCCs, including the Appendix Information and with only the following modules, clauses or optional provisions of the Approved EU SCCs brought into effect for the purposes of this Addendum: 

	1. Module
	1. Module in operation
	1. Clause 7 (Docking Clause)
	1. Clause 11 
(Option)
	1. Clause 9a (Prior Authorisation or General Authorisation)
	1. Clause 9a (Time period)
	1. Is personal data received from the Importer combined with personal data collected by the Exporter?

	1. 1
	1. 
	1. 
	1. 
	1. 
	1. 
	1. 

	1. 2
	1. 
	1. 
	1. 
	1. 
	1. 
	1. 

	1. 3
	1. 
	1. 
	1. 
	1. 
	1. 
	1. 

	1. 4
	1. 
	1. 
	1. 
	1. 
	1. 
	1. 



TABLE 3: APPENDIX INFORMATION
“Appendix Information” means the information which must be provided for the selected modules as set out in the Appendix of the Approved EU SCCs (other than the Parties), and which for this Addendum is set out in:

	1. Annex 1A: List of Parties:      

	1. Annex 1B: Description of Transfer:      

	1. Annex II: Technical and organisational measures including technical and organisational measures to ensure the security of the data:      

	1. Annex III: List of Sub processors (Modules 2 and 3 only):      



TABLE 4: ENDING THIS ADDENDUM WHEN THE APPROVED ADDENDUM CHANGES
	1. Ending this Addendum when the Approved Addendum changes
	1. Which Parties may end this Addendum as set out in Section 19:
1. |_| Importer
1. |_| Exporter
1. |_| neither Party



Part 2: Mandatory Clauses
ENTERING INTO THIS ADDENDUM
1. Each Party agrees to be bound by the terms and conditions set out in this Addendum, in exchange for the other Party also agreeing to be bound by this Addendum.
2. [bookmark: _Ref90904580]Although Annex 1A and Clause 7 of the Approved EU SCCs require signature by the Parties, for the purpose of making Restricted Transfers, the Parties may enter into this Addendum in any way that makes them legally binding on the Parties and allows data subjects to enforce their rights as set out in this Addendum. Entering into this Addendum will have the same effect as signing the Approved EU SCCs and any part of the Approved EU SCCs.
INTERPRETATION OF THIS ADDENDUM
3. Where this Addendum uses terms that are defined in the Approved EU SCCs those terms shall have the same meaning as in the Approved EU SCCs. In addition, the following terms have the following meanings:
	Addendum 
	This International Data Transfer Addendum which is made up of this Addendum incorporating the Addendum EU SCCs.

	Addendum EU SCCs
	The version(s) of the Approved EU SCCs which this Addendum is appended to, as set out in Table 2, including the Appendix Information.

	Appendix Information
	As set out in Table ‎3.

	Appropriate Safeguards
	The standard of protection over the personal data and of data subjects’ rights, which is required by UK Data Protection Laws when you are making a Restricted Transfer relying on standard data protection clauses under Article 46(2)(d) UK GDPR.

	Approved Addendum
	The template Addendum issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section 18.

	Approved EU SCCs 
	The Standard Contractual Clauses set out in the Annex of Commission Implementing Decision (EU) 2021/914 of 4 June 2021.

	ICO
	The Information Commissioner.

	Restricted Transfer
	A transfer which is covered by Chapter V of the UK GDPR.

	UK 
	The United Kingdom of Great Britain and Northern Ireland.

	UK Data Protection Laws 
	All laws relating to data protection, the processing of personal data, privacy and/or electronic communications in force from time to time in the UK, including the UK GDPR and the Data Protection Act 2018.

	UK GDPR 
	As defined in section 3 of the Data Protection Act 2018.



4. This Addendum must always be interpreted in a manner that is consistent with UK Data Protection Laws and so that it fulfils the Parties’ obligation to provide the Appropriate Safeguards. 
5. If the provisions included in the Addendum EU SCCs amend the Approved SCCs in any way which is not permitted under the Approved EU SCCs or the Approved Addendum, such amendment(s) will not be incorporated in this Addendum and the equivalent provision of the Approved EU SCCs will take their place.
6. If there is any inconsistency or conflict between UK Data Protection Laws and this Addendum, UK Data Protection Laws applies.
7. If the meaning of this Addendum is unclear or there is more than one meaning, the meaning which most closely aligns with UK Data Protection Laws applies. 
8. Any references to legislation (or specific provisions of legislation) means that legislation (or specific provision) as it may change over time. This includes where that legislation (or specific provision) has been consolidated, re-enacted and/or replaced after this Addendum has been entered into. 
HIERARCHY
9. [bookmark: _Ref90905648]Although Clause 5 of the Approved EU SCCs sets out that the Approved EU SCCs prevail over all related agreements between the parties, the parties agree that, for Restricted Transfers, the hierarchy in Section 10 will prevail.
10. [bookmark: _Ref90905652]Where there is any inconsistency or conflict between the Approved Addendum and the Addendum EU SCCs (as applicable), the Approved Addendum overrides the Addendum EU SCCs, except where (and in so far as) the inconsistent or conflicting terms of the Addendum EU SCCs provides greater protection for data subjects, in which case those terms will override the Approved Addendum.
11. [bookmark: _Ref90906696]Where this Addendum incorporates Addendum EU SCCs which have been entered into to protect transfers subject to the General Data Protection Regulation (EU) 2016/679 then the Parties acknowledge that nothing in this Addendum impacts those Addendum EU SCCs.
INCORPORATION OF AND CHANGES TO THE EU SCCS
12. [bookmark: _Ref90906729]This Addendum incorporates the Addendum EU SCCs which are amended to the extent necessary so that:
(a) together they operate for data transfers made by the data exporter to the data importer, to the extent that UK Data Protection Laws apply to the data exporter’s processing when making that data transfer, and they provide Appropriate Safeguards for those data transfers; 
(b) Sections 9 to 11 override Clause 5 (Hierarchy) of the Addendum EU SCCs; and
(c) this Addendum (including the Addendum EU SCCs incorporated into it) is (1) governed by the laws of England and Wales and (2) any dispute arising from it is resolved by the courts of England and Wales, in each case unless the laws and/or courts of Scotland or Northern Ireland have been expressly selected by the Parties.
13. [bookmark: _Ref90907070]Unless the Parties have agreed alternative amendments which meet the requirements of Section 12, the provisions of Section 15 will apply.
14. No amendments to the Approved EU SCCs other than to meet the requirements of Section 12 may be made.
15. [bookmark: _Ref90907321]The following amendments to the Addendum EU SCCs (for the purpose of Section 12) are made: 
(a) References to the “Clauses” means this Addendum, incorporating the Addendum EU SCCs;
(b) In Clause 2, delete the words:
“and, with respect to data transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679”;
(c) Clause 6 (Description of the transfer(s)) is replaced with:
“The details of the transfers(s) and in particular the categories of personal data that are transferred and the purpose(s) for which they are transferred) are those specified in Annex I.B where UK Data Protection Laws apply to the data exporter’s processing when making that transfer.”;
(d) Clause 8.7(i) of Module 1 is replaced with:
“it is to a country benefitting from adequacy regulations pursuant to Section 17A of the UK GDPR that covers the onward transfer”;
(e) Clause 8.8(i) of Modules 2 and 3 is replaced with:
“the onward transfer is to a country benefitting from adequacy regulations pursuant to Section 17A of the UK GDPR that covers the onward transfer;”
(f) References to “Regulation (EU) 2016/679”, “Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation)” and “that Regulation” are all replaced by “UK Data Protection Laws”. References to specific Article(s) of “Regulation (EU) 2016/679” are replaced with the equivalent Article or Section of UK Data Protection Laws;
(g) References to Regulation (EU) 2018/1725 are removed;
(h) References to the “European Union”, “Union”, “EU”, “EU Member State”, “Member State” and “EU or Member State” are all replaced with the “UK”;
(i) The reference to “Clause 12(c)(i)” at Clause 10(b)(i) of Module one, is replaced with “Clause 11(c)(i)”;
(j) Clause 13(a) and Part C of Annex I are not used; 
(k) The “competent supervisory authority” and “supervisory authority” are both replaced with the “Information Commissioner”;
(l) In Clause 16(e), subsection (i) is replaced with:
“the Secretary of State makes regulations pursuant to Section 17A of the Data Protection Act 2018 that cover the transfer of personal data to which these clauses apply;”;
(m) Clause 17 is replaced with:
“These Clauses are governed by the laws of England and Wales.”;
(n) Clause 18 is replaced with:
[bookmark: _Hlk92820147]“Any dispute arising from these Clauses shall be resolved by the courts of England and Wales. A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of any country in the UK. The Parties agree to submit themselves to the jurisdiction of such courts.”; and
(o) The footnotes to the Approved EU SCCs do not form part of the Addendum, except for footnotes 8, 9, 10 and 11. 
AMENDMENTS TO THIS ADDENDUM
16. [bookmark: _Ref90906380]The Parties may agree to change Clauses 17 and/or 18 of the Addendum EU SCCs to refer to the laws and/or courts of Scotland or Northern Ireland.
17. If the Parties wish to change the format of the information included in Part 1: Tables of the Approved Addendum, they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.
18. [bookmark: _Ref90907400]From time to time, the ICO may issue a revised Approved Addendum which: 
(a) makes reasonable and proportionate changes to the Approved Addendum, including correcting errors in the Approved Addendum; and/or
(b) reflects changes to UK Data Protection Laws;
The revised Approved Addendum will specify the start date from which the changes to the Approved Addendum are effective and whether the Parties need to review this Addendum including the Appendix Information. This Addendum is automatically amended as set out in the revised Approved Addendum from the start date specified. 
19. [bookmark: _Ref93329888][bookmark: _Ref92725699]If the ICO issues a revised Approved Addendum under Section 18, if any Party selected in Table 4 “Ending the Addendum when the Approved Addendum changes”, will as a direct result of the changes in the Approved Addendum have a substantial, disproportionate and demonstrable increase in: 
(a) its direct costs of performing its obligations under the Addendum; and/or 
(b) its risk under the Addendum, 
and in either case it has first taken reasonable steps to reduce those costs or risks so that it is not substantial and disproportionate, then that Party may end this Addendum at the end of a reasonable notice period, by providing written notice for that period to the other Party before the start date of the revised Approved Addendum.
20. [bookmark: _Ref90906389]The Parties do not need the consent of any third party to make changes to this Addendum, but any changes must be made in accordance with its terms.
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