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ICT CoP 02: Electronic Messaging 

Introduction  

1.1 Electronic communication applications, including e-mail and calendar are important means of 

communication for the university and they provide an efficient method of conducting business. This 

document sets out Imperial guidelines on the proper use of electronic communication applications 

for university purposes, including teaching, research and administration. It describes the practices, 

rules and regulations, specifically in reference to security and data protection. 

1.2 Imperial College London use Office 365 service from Microsoft to provide an electronic 

communications platform which includes use of “Office” software by its staff and students. This 

code of practice is intended to provide information about the use of electronic communications 

systems, including, but not limited to Email, Outlook, Teams, and Viva Engage.  

1.3 A “message”, as used in this document, is defined as any piece of written communication, 

attachment, recording, picture, or any other file sent, received or published using electronic 

communications software. 

Security 

2.1 The contents of all email accounts may be accessed subject to approval through normal processes 

with reasonable cause as explained in “ICT CoP 06 - Conditions of Use of IT Resources”. 

2.2 Electronic mail and calendars are not secure services. For example, it is possible for unauthorised 

individuals to monitor the transmission of e-mails or calendar items, or to send counterfeit mail 

under a user's name. Therefore, users must not include any confidential or personal information in 

an electronic message unless the information is encrypted. Please see Be Secure (IT Security) on 

how to share confidential or personal information securely via https://www.imperial.ac.uk/be-

secure/.  

2.3 To enhance collaboration, calendar items including their subject lines may be available by default 

for other staff to see. Therefore, staff and students must avoid putting any sensitive (including 

personal data) information in the subject line of calendar items. The notes within a calendar item will 

not be visible to others by default including attachments. However, you should still avoid putting 

any sensitive or personal data in calendar items as per section 1. For a full list of sensitive data and 

protected personal characteristics see the Information Security Policy and Data Protection Policy 

respectively. Also note that, other personal information could be deemed as sensitive depending on 

the circumstances, e.g. names of people attending interviews, leave types of staff (such as hospital 

appointments, domestic emergencies), etc. Subject lines of any private calendar entries could be 

made invisible to others by selecting the “padlock” icon to make them private. 

2.4 Imperial e-mail accounts are accessible everywhere with the use of the “Outlook Web App” on any 

web browser software. When “Outlook Web App” is used, the session will time out after 1 hour when 

https://www.imperial.ac.uk/be-secure/
https://www.imperial.ac.uk/be-secure/
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not active to avoid someone else gaining access to the account. After this duration, the system will 

require re-authentication by entering the username and password. 

2.5 Please take care when addressing email communications and consider that the Autocomplete 

function may suggest a different email address to the one intended.  If you send personal or special 

category personal data to an incorrect email address, please report this as a data breach using the 

reporting data breaches plan via https://www.imperial.ac.uk/admin-services/governance/policies-

and-guidance/data-breaches/.   

2.6 If you are sending emails to multiple recipients with sensitive content where it may be a data breach 

for recipients to be identifiable by each other, please make sure that you use the “blind copy [BCC]” 

field, instead of “To” or “CC”. 

Archiving, retention and deletion  

3.1 All messages older than 2 years will be automatically moved to archive folders for new users. To 

search/find emails older than 2 years, users have to go to the “online archive” section. One of the 

following options can be selected to change this setting using the “Assign Policy” option under the 

“Home” menu: 

• Do not archive (All e-mail messages will be kept in the default folders in Outlook (e.g. Inbox and 

Sent Items) and will not be archived automatically.) 

• Archive e-mails older than 2 years.  

3.2 E-mail messages will normally never be deleted. The following options are available to users to 

select from: 

• 1 week delete (7 days) 

• 1 month delete (30 days) 

• 6 month delete 

• year delete 

• Never Delete (default) If you select any of the “delete” options, your messages older than 

the specified number of days, months, years will be regularly purged without further notice. 

3.3 When a staff member or student leaves the university, their account will be soft-deleted, that is, 

disabled on the date of their departure. The email account will no longer be accessible. Six months 

after the departure date, the accounts will be fully deleted, which will trigger the complete purge of 

the mailbox after another 30 days. Staff members may request to retain their Imperial user 

name/email account for continuity of university business for up to six months.  This must be 

authorised by their line manager and the Director of ICT. 

3.4 There is a policy and process that allows line managers to access staff members' emails and files for 

continuity of university business after they have left.  Staff members are encouraged to delete all 

personal emails and files before they leave. 

https://www.imperial.ac.uk/admin-services/governance/policies-and-guidance/data-breaches/
https://www.imperial.ac.uk/admin-services/governance/policies-and-guidance/data-breaches/
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3.5 When a student (undergraduate or postgraduate or postgraduate researcher) leaves, ICT will offer 

them an Alumni email account on Google Mail on the “@alumni.imperial.ac.uk” domain.   

Use of non-university email and email forwarding 

4.1 Staff and students are provided with an Imperial email addresses for email communication to be 

carried out in a safe and reliable way, and give a level of assurance that emails have been delivered. 

This assurance cannot be provided in the case of staff and students using an external (non-

university) email accounts to carry out communications and auto-forwarding of emails to an 

external email account.  Therefore, using an external email account to carry out university business 

and auto-forwarding to external (non-university) email accounts is not permitted.  

4.2 Emails of staff who have privileged access to one or more systems (e.g. System Administrators) as 

well as staff with financial approval responsibilities must NOT be auto-forwarded under any 

circumstances. 

Other 

5.1 Imperial provides access to e-mail systems for the conduct of university business. Incidental and 

occasional personal use of e-mail is permitted within the University so long as such use does not 

disrupt or distract you from conducting the business (i.e. due to volume or frequency) or prevent 

others from accessing the network for legitimate business.  

5.2 Trade Union representatives who are members of the university may use the e-mail system to 

transact union business with their members in line with any separate Union policies, procedures 

and/or guidance. 

5.3 All staff and students are encouraged to upload a recent photo of themselves as an icon photo to 

allow people to identify them on Microsoft Office 365 environment. However, if you prefer not to 

share your picture publicly, you should not use a picture other than a true reflection of yourself and 

should leave the icon picture as default. 

5.4 If a member of staff is unexpectedly out of the office, their line manager is authorised to request 

that an “Out of Office” is set on the account. 
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