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Abstract

The growing success and widespread adoption of machine learning has been accel-
erated by harnessing data at unprecedented scales. When datasets grow to internet-
scale, checking them rigorously becomes impossible, leaving practitioners with the
critical task of ensuring their models remain stable even in the face of adversarial
perturbations to the training data. Certified defenses against adversarial data poi-
soning offer provable guarantees by bounding the power of an attacker who can
modify a limited number of training examples. The current state-of-the-art bounds
rely on aggregation methods, where ensembles are trained on disjoint data shards,
ensuring that a single corrupted point affects only one model. However, existing
approaches typically provide per-sample certificates, which often overestimate the
adversary’s impact, leading to loose guarantees for attack goals such as targeted
and untargeted poisoning. While per-sample certificates are valuable, many adver-
sarial goals require poisoning more than a single test data point. To address this,
we propose a general framework for computing provably optimal robustness cer-
tificates in the multi-sample setting. Our method uses a Mixed-Integer Linear Pro-
gramming (MILP) formulation that flexibly models complex aggregation strategies,
such as finite aggregation and run-off elections, and also allows for the integration
of intrinsically robust techniques like bound propagation. We evaluate our method
on standard benchmarks including MNIST, CIFAR-10, and GTSRB, showing it con-
sistently outperforms state-of-the-art bounds in all tested settings. In particular, it
certifies the robustness of up to 14% more test samples than per-sample DPA and 9%
more than naive multi-sample certification. Finally, we explore incorporating model-
level intrinsic robustness and propose a novel hybrid ensemble strategy, highlighting
promising directions for future research.
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Chapter 1

Introduction

As machine learning, particularly deep learning models, becomes increasingly preva-
lent in critical domains like autonomous driving [1] and large language models, con-
cerns about their potential for harm have grown. These models can produce dan-
gerous outputs, especially under adversarial influence [2]. One major threat is data
poisoning, where adversaries manipulate training data to compromise a model’s in-
tegrity [3]. Since modern models often rely on large, uncurated public datasets, they
are vulnerable to such attacks. Empirical research indicates that poisoning as little
as 5% of the training data can cause a classifier to perform almost randomly [4],
whereas for large-scale foundation models, altering only 0.01% of the data can be
enough to induce harmful targeted behaviors [5]. Poisoning can degrade a model’s
overall accuracy (untargeted attacks) or force incorrect predictions for specific in-
puts (targeted attacks) [3]. Data poisoning attacks have been studied for over two
decades [6], and while many defenses exist [2, 7, 8], heuristic methods lack formal
guarantees. In safety-critical fields like medicine and autonomous driving, certifiable
robustness, which is a formal assurance that model predictions remain stable despite
worst-case data manipulation, is crucial.

A range of methods have been proposed to certify robustness against data poison-
ing, including approaches based on randomised smoothing [9], bound propagation
[10], learning-theoretic approaches [11], and techniques based on differential pri-
vacy [12, 13, 14]. Among these, aggregation-based defenses, such as Deep Partition
Aggregation (DPA) [15] and Finite Aggregation (FA) [16], offer state-of-the-art guar-
antees against general data poisoning. These approaches are built on a simple yet
powerful idea: the training dataset is split into M disjoint shards, with a separate
model trained on each shard. At inference time, predictions are combined via ma-
jority vote. Because each training point influences only one model, the effect of any
single corrupted point is confined to a single vote. This enables provable robustness
guarantees against targeted and untargeted poisoning attacks [15]. For example, if
the predicted class receives at least n+ 1 more votes than any other, the ensemble’s
decision is provably robust to up to ⌊n/2⌋ arbitrary manipulations to training data.

Despite their strong performance, current aggregation-based certification methods
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Chapter 1. Introduction

face a key drawback: they compute robustness guarantees on a per-sample basis,
which implicitly assumes that the adversary can selectively choose which models
to manipulate after observing each prediction. This assumption restricts per-sample
analysis to a narrow class of poisoning adversarial goals and leads to overly conser-
vative bounds, particularly when certifying robustness over batches of predictions.
Batch certification is common both for evaluating model generalisation and for as-
sessing the effectiveness of targeted and untargeted poisoning attacks. Initial work
by Chen et al. [17] computed multi-sample certification via a Binary Integer Pro-
gramming (BIP) formulation and demonstrated that, for simple aggregation meth-
ods, relaxing the per-sample assumption yields substantially tighter bounds. How-
ever, their framework is limited to the most basic aggregation mechanism and does
not incorporate many recent advancements. Moreover, the BIP formulation cannot
accommodate intrinsic robustness guarantees of individual ensemble members. This
motivates the need for a new, more flexible formulation that can support broader
certification methods in aggregation settings.

Contributions

In this thesis, we introduce a general framework for computing optimally tight multi-
sample certificates of poisoning robustness for a broad class of aggregation-based
defenses. We first define a Mixed-Integer Linear Programming (MILP) formulation
that models how an adversary could optimally poison training data to affect a batch
of predictions. Importantly, our formulation accommodates complex aggregation
schemes, such as those with overlapping training datasets (such as FA [16]), and
advanced voting procedures (such as ROE [18]), and can incorporate other exist-
ing certified defenses against data poisoning [9, 10, 14]. For any given aggregation
defense, the MILP solution identifies the worst-case allocation of poisoned training
datapoints across models for a batch of predictions, thereby tightly upper-bounding
adversarial effectiveness. Across evaluations on MNIST [19], CIFAR-10 [20], and GT-
SRB [21], we show that our certificates consistently outperform existing approaches,
improving the certified robustness rate by up to 14% over per-sample aggregation
methods and up to 9% over naive multi-sample bounds [17].

Furthermore, we explore Abstract Gradient Training (AGT) [10] as an intrinsic ro-
bustness function applied to individual classifiers. Integrating intrinsic robustness in
ensemble mechanisms is an approach that, to the best of our knowledge, absent from
existing certification frameworks. We examine its potential to tighten certification
bounds and outline directions for future research.

In summary, we make the following contributions:

• We present a general framework for certifying multi-sample poisoning robust-
ness by modeling the adversary’s optimal attack as a Mixed-Integer Linear Pro-
gram (MILP). (Chapter 4)

• Our approach provides optimally tight robustness certificates for a wide class of
aggregation-based defenses, including those with overlapping training subsets
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Chapter 1. Introduction

(e.g. Finite Aggregation), nonlinear voting rules (e.g. Run-Off Election), and
hybrid certified defenses.

• We apply our method across vision benchmarks and demonstrate improve-
ments of up to 14% in certified accuracy over prior state-of-the-art and reveal
general trends in designing robust aggregation schemes. (Chapter 5)

• We explore the potential gains of applying AGT to obtain intrinsic robustness
at the model level, discuss its limitations, and lay the groundwork for future
research directions. (Chapter 6)

• We propose a novel hybrid strategy to better balance the robustness-accuracy
trade-off in ensemble methods and demonstrate its potential as a promising
direction for future research (Chapter 6).
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Chapter 2

Background

2.1 Adversarial Robustness

Adversarial robustness is a crucial aspect of building trustworthy machine learning
systems, ensuring resilience against adversarial attacks. Adversarial attacks are small
perturbations of the data fed into the machine learning pipeline. Adversaries may
modify the data at either the training stage or inference stage.

Inference stage attacks involve crafting specific test inputs, called adversarial exam-
ples, to affect the output of a well-trained model. For example, Goodfellow et al.
[22] demonstrated that applying small, carefully crafted perturbations to a test in-
put from ImageNet can cause GoogLeNet to misclassify the image.

At the training stage, adversaries may manipulate the data used to train the model,
compromising its behavior before deployment. This class of attacks is broadly re-
ferred to as data poisoning, where the adversary manipulates the training dataset to
prevent the target model from converging, or perform abnormally on specific inputs.
These attacks can have detrimental effects, especially for applications in critical do-
mains such as medicine and autonomous driving.

The battle between attackers and defenders is an endless challenge in the field.
In recent years, various research have been conducted to defend machine learning
models against such attacks [9, 23, 24]. As part of the broader landscape of adver-
sarial machine learning, this thesis narrows its focus to data poisoning and explores
methods for certifying and improving robustness against such attacks.

2.2 Data Poisoning

The concept of data poisoning was first proposed by Barreno et al. [25]. The idea of
data poisoning is to introduce malicious data into training datasets of target models
to hinder model training, as illustrated in Figure 2.1. The original model training
protocol is still followed, but the model is now trained on a poisoned dataset, en-
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2.2. DATA POISONING Chapter 2. Background

Figure 2.1: Architecture diagram of an adversary manipulating data during the training
stage of a machine learning model. (adapted from [2])

abling the adversary to gain control over model behaviour. Poisoned data can be
introduced either as raw data, such as sensor inputs like camera data, [26] or as
feature files generated after pre-processing [27].

Especially with the rise of generative AI, machine learning models are growing to an
extremely large scale, making them increasingly vulnerable to data poisoning. Car-
lini et al. [5] showed that poisoning just 0.01% of large scale foundation models,
achievable by buying expired domains for $60 USD, can induce harmful behaviors.
They also demonstrated that 6.5% of Wikipedia documents can be poisoned in the
absence of adequate defensive measures, despite Wikipedia being a crowdsourced
encyclopedia and one of the most reliable sources on the web. More recently, data
poisoning has also been leveraged as a tool to protect intellectual property: Glaze
[28] and Nightshade [29] apply subtle, imperceptible perturbations to images to
prevent style mimicry by generative models and interfere with their training. In
the medical field, Alber et al. [30] demonstrated that replacing 0.001% of train-
ing tokens with medical misinformation produces harmful LLMs prone to spreading
medical errors.

2.2.1 Adversarial Objectives

The success of an adversarial modification to a dataset depends on the attacker’s
objective, which typically falls into one of three main categories:

1. Untargeted Poisoning: The goal of an adversary in an untargeted poisoning
attack is to reduce the overall performance of a machine learning model. The
adversary can achieve this by hindering convergence of target model and caus-
ing a denial of service, as illustrated in Figure 2.2.

The challenge is to use the smallest possible poisoning data to affect the legit-
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Chapter 2. Background 2.2. DATA POISONING

imate function of the target model to the greatest extent. For example, Mei et
al. [31] proposed a general framework to optimise poisoning attacks on con-
ventional models using convex optimisation, enabling effective attacks with
minimal data perturbations. Untargeted attacks are less stealthy and can be
easily detected by users.

Test Accuracy 
= 90%

Model 
training

Test Accuracy 
= 80%

Model 
training

Figure 2.2: Illustration of Label Manipulation for Untargeted Attacks (adapted from
[2]). In this illustration, training on a poisoned dataset with label manipulation reduces
model accuracy by 10%.

2. Targeted Poisoning: Targeted attacks aim to cause the model to make incor-
rect predictions on specified samples, while ensuring legitimate function on
other benign samples. Hence, targeted attacks are stealthier and more sophis-
ticated to carry out. Several targeted poisoning attack have been proposed
such as modifying training samples that significantly impact the target loss to
reduce the performance of the target model on a designated subpopulation
[32, 33].

3. Backdoor Poisoning: Backdoor poisoning attacks are a specific form of tar-
geted poisoning in which an adversary embeds patterns, referred to as triggers,
into poisoning samples. These triggers implant a backdoor into the model dur-
ing training, allowing the adversary to later manipulate the model’s behaviour
when the trigger is present at inference time, as illustrated in Figure 2.3. Only
test samples containing the same trigger can activate the hidden backdoor.
Meanwhile, the model performs normally when inputs do not contain any trig-
gers. This differentiates backdoor attacks from the other types of attacks where
backdoor attacks assumes test-time samples can be manipulated to potentially
include the implanted trigger. Such triggers can be embedded in various do-
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2.2. DATA POISONING Chapter 2. Background

mains such as deep learning networks [26], image classifiers [34] and lan-
guage models [35].

Figure 2.3: Illustration of Backdoor Attacks. We observe that the white box on the top
left corner is added to the samples as a trigger, such that the classifier misclassifies the
sample 5 as 3 when the white box is present in the test image. (adapted from [2])

2.2.2 Techniques of Poisoning attacks

An adversary can poison a machine learning model by adding carefully crafted ma-
licious poisoned samples, or modifying/removing existing training samples. For ex-
ample, Gu et al. [36] injects malicious samples by adding white pixels to the corners
of training images to perform backdoor attacks, similar to what we observe in Fig-
ure 2.3.

A specific poisoning mechanism that has been widely studied is label manipulation,
where the adversary manipulates only the labels of training data in a supervised/semi-
supervised setting. For instance, Zhang et al. [37] demonstrated the effectiveness
of label manipulation attacks by showing that a deep neural network can be forced
to learn from incorrect features of random sample-label pairs, achieving 0 training
error when trained on datasets where the true labels are replaced by random labels.
Although label manipulation attacks are more straightforward to execute, these at-
tacks are less stealthy, as they significantly decrease the performance of the model
and lack the ability to achieve more sophisticated attacks such as backdoor attacks
[2].

Early poisoning attacks relied on manual techniques, such as inserting words fre-
quently found in legitimate emails into spam messages to mislead the SpamBayes
filter [38]. Over time, these approaches have evolved into more sophisticated meth-
ods based on optimisation and model training. Optimisation-based methods generate
poisoning samples by optimising an objective function designed to degrade model
performance, such as maximising hinge loss in SVMs [27], using bilevel optimisa-
tion for deep learning models [7] or using Projected Gradient Ascent (PGA) for label
manipulation [39]. These methods allow precise control but are computationally
intensive and often converge to suboptimal solutions. To improve stealth, clean-
label poisoning techniques create poisoned samples that visually resemble benign
ones without altering the training data labels, making detection more difficult [40].
Training-based methods leverage auxiliary models, including isomorphic models and
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generative models like GANs, to efficiently create poisoning samples. These methods
simulate target model behavior or generate adversarial examples, improving attack
efficiency but often at the expense of stealth. These data poisoning techniques can
be applied in various domains such as computer vision, where pixel triggers are em-
bedded [34], and NLP, where subtle textual triggers are introduced [35]. While
these advanced methods broaden the scope of poisoning attacks, challenges remain
in maintaining computational efficiency and undetectability.

2.2.3 Countermeasures

The dynamic between adversaries and defenders resembles a continuous cycle of
adaptation and counter-adaptation, many countermeasures have been continuously
developed to defend machine learning models against data poisoning attacks.

Data-driven countermeasures aim to improve model robustness by identifying and
removing poisoned samples from the training dataset before model training. Early
methods focused on outlier detection and data sanitisation [41], while later tech-
niques measure sample impact [42] or use probabilistic approaches like importance
reweighting to increase weighting of clean data [43]. Other approaches detect poi-
soned samples through optimisation, distance metrics, or differences in feature dis-
tributions and neuron behaviors [23, 44, 45, 46, 47]. Some methods detect back-
doors by exploiting model sensitivity to perturbations [48]. Additionally, techniques
like data augmentation and neuron pruning aim to reduce poisoning effects [49, 50].
However, these methods can risk removing clean data, increase computational cost,
and struggle with high-dimensional data.

On the other hand, model-driven countermeasures focus on enhancing the robust-
ness of learning algorithms during the training phase, often tailored to specific
algorithms. For instance, SloppySVM [24] uses a nonconvex objective to resist
label flipping, while other methods modify SVM kernels [51]. More general ap-
proaches include unbiased loss estimators and weighted loss functions to counter
class-conditional label noise without altering model structures [52].

Certified Defenses

Many of the countermeasures discussed above are heuristic in nature and do not
provide formal guarantees. However, in domains where safety is critical, such as
healthcare or autonomous systems, it is essential to have certifiable robustness—a
formal guarantee that a model’s predictions remain reliable even under worst-case
data poisoning. Early work by Steinhardt et al. [8] provided robustness guarantees
on overall accuracy, but under the assumption that the test data is drawn from the
same distribution as the training set.

More recent research on aggregation-based defenses such as Deep Partition Ag-
gregation (DPA) [15] and its extensions, Finite Aggregation (FA) [16] and Run-off
Election, [18], offer stronger, state-of-the-art guarantees by certifying the robustness
of individual test samples. The core idea behind these methods is to partition the
training dataset into multiple disjoint subsets, each used to train a separate model
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2.2. DATA POISONING Chapter 2. Background

within the ensemble. By isolating the influence of any poisoned data point to only
one member, the ensemble’s final prediction can be aggregated in a way that damp-
ens the impact of the corrupted member. This structure enables pointwise robustness
certification by ensuring that, under bounded adversarial influence, a majority of the
ensemble remains unaffected, thereby preserving prediction integrity.

Beyond aggregation-based defenses, significant research efforts focus on providing
intrinsic robustness certification for individual models. Notable examples include
bound propagation methods such as Abstract Gradient Training (AGT) [10], which
aim to tightly estimate worst-case perturbations during training. Other prominent
approaches include randomised smoothing techniques [9], which certifies robust-
ness by averaging predictions over noisy inputs, and Differential Privacy-based meth-
ods [12], which provide robustness guarantees against data poisoning for differen-
tially private learners.

However, the aggregation-based methods discussed above certify each test point
individually, implicitly assuming that the adversary can selectively target and ma-
nipulate models after observing each prediction. In practice, adversarial objectives
are often defined over a batch of test points. As a result, per-sample certificates
fall short in offering direct robustness guarantees for batches of test points. Using
pointwise certificates to estimate the fraction of certified points in a batch introduces
looseness, since the adversary cannot realistically poison all ensemble members that
yield worst-case predictions across every test sample in the batch.

An initial effort by Chen et al. [53] addresses multi-sample certification by formulat-
ing worst-case predictions over a batch of test samples as a Binary Integer Program
(BIP). However, this approach is restricted to the simplest Deep Partition Aggrega-
tion (DPA) method and does not support more advanced aggregation mechanisms
like Finite Aggregation (FA) [16] or Run-off Election (ROE) [18]. Moreover, the
BIP formulation treats each ensemble member as either poisoned or not, without
accounting for the intrinsic robustness of individual members. This thesis proposes
a new formulation to overcome these limitations. In the next chapter, we provide
a detailed review of these exisiting certified defenses, laying the foundation for our
formulation in Chapter 4.
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Chapter 3

Preliminaries

In this section, we cover the technical foundations of the supervised machine learn-
ing setup we consider, as well as the technical details from prior work on which we
build our methodology.

3.1 Setup and Definitions

We denote a machine learning model as a function f with feature space x ∈ Rn

and label space y ∈ Y. In a supervised learning setting, we denote our training
dataset as D := {(x(i), y(i))}ni=1. We denote M as the training function that returns
the trained parameter θ, given the parameter initialisation θ′, model f and data D,
i.e. θ =M(f, θ′,D).

Finally, we denote the element-wise loss function as L(f(x(i)), y(i)). We also denote
[k] as the interval of natural numbers from 0, · · · , k. A△B represents the symmetric
set difference between A and B: A△B = (A\B) ∪ (B\A).

We first introduce general definitions to build an understanding of certification.
These definitions serve as the foundation for formalising certification against data
poisoning, as detailed in the next subsections. Section 3.1.1 defines the perturbation
sets used in Definition 1. Section 3.1.2 specifies the adversarial goals, where upper
bounding these goals corresponds to properties we aim to certify, as formalised in
Definition 2. Lastly, Section 3.1.3 outlines how certification is defined in relation to
these adversarial goals.

Definition 1 (Sensitivity). The sensitivity of the function g with respect to a perturba-
tion set T is given by:

S(g, T ) := {g(x′)|x′ ∈ T }
In other words, sensitivity is the set of possible outputs that a function g can attain
when its input is perturbed within the set T .

Definition 2 (Property Satisfaction). Let P : (Tp, Sp) denote a property defined by an
input perturbation set Tp and an output constraint set Sp. A function g satisfies P if the
sensitivity of g with respect to Tp is a subset of Sp, i.e. S(g, Tp) ⊆ Sp.

11



3.1. SETUP AND DEFINITIONS Chapter 3. Preliminaries

Definition 3 (Certification). A property P : (Tp, Sp) can be proven to hold for an
objective function g with sensitivity S(g, TP ), if:
Given a function h that is sound by construction, i.e. always returns a set C that is a
superset of S(g, TP ), then we can say that C certifies the property P for function g if
S(g, Tp) ⊆ C ⊆ Sp.

In other words, certification of a property is achieved by constructing an over-approximation
of the objective function’s sensitivity that still lies within the allowed output constraints
of the property. For example, if we can compute a sound upper bound b for the objective
function g w.r.t. input perturbation set T , then the strongest property that we have
certified for g is P : (T , (−∞, b]).

In the data poisoning settings we consider, the objective function g in the definition cor-
responds to the adversarial objectives (3.3, 3.4, 3.5), while the function h represents
the certified defense mechanism.

3.1.1 Data Poisoning Threat Model

Here we define the perturbation set T (D), which is the set of all possible poisoned
datasets in different poisoning settings. Throughout the work, we will denote this
as T for simplicity. This thesis considers data poisoning attacks in their most gen-
eral form, which encompasses all types of poisoning, including label manipulation,
but excluding backdoor attacks. As backdoor poisoning combines both training and
inference-stage manipulation, and cannot be fully addressed by aggregation-based
defenses alone, we do not provide an in-depth analysis. Nonetheless, it remains an
important and promising direction for future research.

General Form: This is the most general poisoning setting considered, where the
adversary can modify (including replacements, insertions and deletions) up to K
points. We define all possible poisoned datasets as TK(D) := {D̃ s.t., |D̃△D| ≤ K}.

More specific data poisoning settings have also been studied, such as feature poi-
soning [54] and label poisoning [55]. Commonly analysed attack scenarios include
(1) lp-norm bounded attacks, and (2) unbounded attacks, both of which typically
assume adversarial control over features and labels simultaneously [10].

lp-norm Bounded Attacks: lp-norm bounded attacks are commonly considered in
backdoor attacks. The adversary perturbs a subset of the training data up to at most
Kf data points in feature space within ϵ distance in lp-norm, and at most Kl data
points in label space within ν distance in lq-norm. Common label-flipping attacks
can be represented by setting q = 0 (hence restricting the number of labels flipped).
Formally, given dataset D and an adversary ⟨Kf , ϵ, p,Kl, ν, q⟩:

T Kf ,ϵ,p
Kl,u,q

(D) :=

{
D̃

∣∣∣∣∣ ∥D(i)
x − D̃(i)

x ∥p ≤ ϵ, ∀i ∈ I,D(i′)
x = D̃(i′)

x , ∀i′ /∈ I, ∀I ∈ SKf
,

∥D(j)
y − D̃(j)

y ∥q ≤ ν, ∀j ∈ J,D(j′)
y = D̃(j′)

y , ∀j′ /∈ J, ∀J ∈ SKl

}
(3.1)
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where Sz is the set of all subsets of integers less than the number of training data-
points with cardinality at most z. The index sets I and J refer to the data points that
have been poisoned in the feature and label spaces, respectively.

Unbounded Attacks. In most cases, the adversary may inject entirely new poisoned
data points to the training set, or modify the feature and labels arbitrarily, in which
case we consider unbounded attacks. Here, we consider only a ‘paired’ modification
setting, where an adversary can substitute or manipulate any of the features or labels
up to K data points in the training set. Formally, for a datasetD, the set of potentially
poisoned dataset is:

TK(D) :=
{
D̃ = (D \ Dr) ∪ Da

∣∣∣ |Da| ≤ K, |Dr| ≤ K, Dr ⊂ D
}

(3.2)

where | · | is the cardinality operator, Da is the set of arbitrary added data points,
and Dr is the set of corresponding data points removed from the original dataset.

3.1.2 Adversarial Goals

The different goals an adversary may seek to achieve can be split into 3 main cate-
gories: untargeted poisoning, targeted poisoning and backdoor poisoning.

1. Untargeted Poisoning: The adversary’s objective is to degrade overall perfor-
mance of the model. Formally, the adversary’s objective is to maximise the
number of predictions on unseen data that fall outside the ‘safe’ set of output
S(x(i), y(i)) (i.e. the set of output that is considered close to the ground truth).
For a test set {(x(i), y(i))}Ni=1, the objective can be formulated as:

max
D′∈T

1

N

N∑
i=1

1

(
fM(f,θ′,D′)(x(i)) /∈ S(x(i), y(i))

)
(3.3)

2. Targeted Poisoning: In targeted poisoning, the adversary aims to degrade
model performance on a specific subset of test data, such as images of a specific
class. Formally, we express the subset of the test set as {(x(i)

T , y
(i)
T )}Ni=1 and the

adversary’s objective as:

max
D′∈T

1

N

N∑
i=1

1
(
fM(f,θ′,D′)(x(i)) /∈ S(x

(i)
T , y

(i)
T )
)

(3.4)

3. Backdoor Poisoning: The adversary’s objective in a backdoor attack is to max-
imise the number of predictions on manipulated test-time samples containing
the trigger that fall out of the ‘safe’ set. Assuming the trigger manipulations
are bounded to a set V (x), we can formulate the adversary’s objective as:

max
D′∈T

1

N

N∑
i=1

1
(
∃x⋆ ∈ V (x(i)) s.t. fM(f,θ′,D′)(x⋆) /∈ S(x(i), y(i))

)
(3.5)
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Note that these adversarial goals are measured as averages over a set of test points.
This is a key observation that we will leverage in our formulation in Chapter 4.

3.1.3 Certified Robustness

To certify robustness against the poisoning attacks, we evaluate and compute a sound
upper bound for the sensitivity of the adversarial objectives (3.3), (3.4), and (3.5).
In other words, we bound the success rate of the adversary by ensuring that these ob-
jectives remain within the range [0, b] for an upper bound b given that the adversary
can change K points.

3.2 Certified Defenses

Various approaches have been studied to certify robustness against data poisoning.
Notable recent defenses include:

1. Aggregation-based Defenses
Aggregation-based defenses combat data poisoning by dividing the training
data into multiple subsets and then combining the outputs of models indepen-
dently trained on each subset during inference time. Several ensemble meth-
ods, like Deep Partition Aggregation (DPA) [15], Finite Aggregation [16], and
Run-Off Election (ROE) [18], offer strong pointwise certificates against poi-
soning. They achieve this by splitting the training dataset into disjoint subsets,
ensuring that a poisoned data point can only affect one sub-model’s prediction.
While these methods partition the data across training samples, Feature Par-
tition Aggregation (FPA) [56] instead partitions across the feature space, en-
abling certified robustness in that domain. In contrast, Jia et al. [57] extends
the partitioning concept to recommender systems, providing certification over
recommendation outputs rather than individual classification predictions. In
Section 3.2.1, we discuss DPA, FA and ROE in detail.

2. Bound Propagation
Bound propagation approaches, such as Interval Bound Propagation (IBP) [58]
and CROWN [59] were initially developed to certify adversarial examples by
computing upper and lower bounds on a model’s output in response to per-
turbations in the input. Abstract Gradient Training (AGT) [10] extends these
methods to provide formal guarantees against data poisoning attacks. A de-
tailed discussion of AGT is provided in Section 3.2.2.

3. Randomised Smoothing
Randomised smoothing constructs a robust classifier by averaging the predic-
tions of the original model over noisy versions of the input. It is initially used
to certify against adversarial robustness [53], and was extended to providing
certifications against label-flipping data poisoning attacks. [9, 13].

4. Differential Privacy and Poisoning Robustness
Differential Privacy (DP) offers formal guarantees for protecting individual

14
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data privacy. In machine learning models, it is commonly implemented using
DP-SGD [60], which privatises model parameters and any predictions released
[61]. Recent works [12, 14] provides provably certified data poisoning guar-
antees for differentially private learners.

3.2.1 Aggregation-Based Defenses

S1
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S4
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S6

P1

P2
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P4
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Training 
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cat
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Additional Step in 
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Additional Step in 
ROEEnsemble Training Pipeline

Figure 3.1: An illustration of how DPA, FA, and ROE integrate into an ensemble training
pipeline. The initial partitioning step is shared between DPA with M = 6 and FA with
M = 3, d = 2, which produces P1, . . . , P6 via hsplit. However, from this point forward,
the two methods diverge. DPA uses these partitions P1, . . . , P6 directly to train mem-
ber classifiers, while FA further spreads these partitions P1, . . . , P6 via hspread into new
partitions S1, . . . , S6 before training. It is worth noting that when d = 1 and hspread is
injective, i.e. for each Sj , there exists a unique pre-image Pi, FA reduces to the standard
DPA case. Finally, ROE is applied independently of DPA and FA at inference time during
the aggregation step.

One of the most notable aggregation-based defenses against data poisoning is Deep
Partition Aggregation (DPA) [15]. This technique provide certification against gen-
eral data poisoning attacks, which includes untargeted and targeted attacks. In this
section, we discuss in detail DPA and its extensions: Finite Aggregation (FA), DPA∗

and Run-Off Election (ROE). For these aggregation mechanisms, the maximum pos-
sible difference in votes between the top two classes is bounded by M , the number
of models in the ensemble. Consequently, the largest certifiable perturbation radius
is ⌊M/2⌋. Figure 3.1 illustrates how DPA, FA and ROE fits into the ensemble training
pipeline.
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Deep Partition Aggregation (DPA)

Deep Partition Aggregation (DPA) [15] offers pointwise certification for each test
sample against general poisoning threats, where a bounded number of insertions
or deletions occur in feature or label space in the training set. For a given training
dataset D, the DPA algorithm is outlined as followed:

1. At training time, define a deterministic hash function hsplit : D → N to divide
the training set into M disjoint partitions P1, P2, . . . , PM ⊆ D, where M is a
hyperparameter, such that

Pi := {s ∈ D|h(s) ≡ i mod M}

Ideally, hsplit should map samples to a domain significantly larger than M so
that the partition sizes are roughly equal over [M ].

2. The base classifier model is then trained over each partition separately.

3. At inference time, evaluate the input on each base classifier, then count the
number of classifiers which return each class.

4. Return the classifier with consensus output of the ensemble.

gdpa(D, x) := argmax
c∈Y

vc(x)

where vc(x) =
M∑
j=1

1[fj(x) = c].

DPA results in a robust classifier with the following guarantees:

For a fixed deterministic base classifier f , hash function h, ensemble size M , training
set D, and input x, let:

c := gdpa(D, x)

CertDPA(x) :=

⌊
vc −maxc′ ̸=c(vc′(x) + 1c′<c)

2

⌋
.

where gdpa is the prediction obtained from the above DPA algorithm. Then, for
any poisoned training set T (D), if |D△T (D)| ≤ CertDPA(x), then gdpa(T (D), x) =
c. CertDPA(x) is half of the gap between the votes of the top 2 classes. In other
words, denoting cpred as the predicted class and csec as the class with the second
highest votes, CertDPA(x) is the number of votes required to change from the cpred to
csec before the ensemble classifier no longer predicts cpred. This effectively provides
robustness certification against general poisoning attacks, and can also be used in a
deep learning setting.
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Finite Aggregation (FA)

Finite Aggregation (FA) [16] is an extension of DPA that improves certified robust-
ness by strategically reusing every sample. FA first partitions the dataset into M · d
disjoint partitions P1, P2, . . . , PMd ⊆ D with a deterministic function hsplit. Each par-
tition Pi is then redistributed to d different destinations with a function hspread, form-
ing S1,S2, . . .SMd subsets. Each classifier fj is then trained on a subset of the training
dataset which is a union of the partitions that spreads to it, Sj :=

⋃
j∈hspread(i)

Pi. Just

as in DPA, the votes are aggregated across classifiers at test time. Since the number
of classifiers is d times greater than in DPA, and each classifier is trained on a subset
of the same size as those used in DPA, the total training time increases by a factor of
d.

FA results in a robust classifier with the following guarantees:

For a fixed deterministic base classifier f , hash functions hsplit, hspread, ensemble size
M , training set D, and input x, let:

c := gfa(D, x)

∆CertFA
D,x ≤

Md∑
j=1

1[fj(x) = c]−
Md∑
j=1

1[fj(x) = c′]− 1[c′ < c]︸ ︷︷ ︸
Margin between c and c′

holds for all c′ ̸= c, where gfa(D, x) is the prediction obtained from FA and ∆D,x is a
multiset defined asd+

∑
i∈hspread(j)

1[fi(x) = c]−
∑

i∈hspread(j)

1[fi(x) = c′]


j∈[Md]

∆CertFA
D,x denotes the sum of the largest CertFA elements in the multiset ∆D,x. Then, for

any poisoned training set T (D), if |D△T (D)| ≤ CertFA, then gfa(T (D), x) = c.

Intuitively, each element of ∆D,x represent the largest change to the margin between
c and c′ for any one partition j poisoned. When a single training sample is poisoned,
it can affect at most d classfiers. The margin between class c and c′ decreases by 2 for
every classifer fi(x) whose prediction changes from c to c′, by 1 for each that changes
from another class to c′, and remains unchanged for classifiers that originally pre-
dicts c′. Hence, the maximum change to the margin between c and c′ computed by
summing up the largest CertFA(x) elements of ∆D,x.

This guarantee for FA presented in Wang et al. [16] has been shown to be tighter
than that provided by DPA. However, it can still be loose as it may overcount the
influence of poisoned partitions when multiple such partitions affect the same re-
sulting partition via hspread. In Section 4.2.2, we present an alternative formulation
of this certificate that avoids such overcounting, resulting in a tighter guarantee even
at the per-sample level.
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DPA∗

DPA∗ or Boosted DPA [18], is a variation of DPA that trains d classifiers with different
random seeds on each partition Pi, resulting in an ensemble size of M ∗ d. At test
time, the logits of each d classifiers are then averaged to give a single prediction for
classifiers trained on partition Pi. This approach enhances the stability of predic-
tions by mitigating the effects of noise introduced during the training process. The
robustness certificate is calculated as per that of DPA. Rezaei et al. [18] empirically
demonstrated that DPA∗ outperforms DPA.

Run-Off Election (ROE)

Run-Off Election (ROE) [18] is an improved aggregation mechanism that can be
used in conjunction with other aggregation methods like DPA, FA and DPA∗. ROE
improves robustness certificates through a two-stage voting mechanism that widens
the gap between the top two classes. In the first stage of voting, the top two classes
with the highest votes are shortlisted. Formally, the top two classes are:

c1 := argmax
c∈Y

vc(x) and c2 := arg max
c ̸=c1∈Y

vc(x)

In the second round of voting, votes are collected from each model in an election
between c1 and c2 based on the logits layer of the models. Formally, for an ensemble
with size M :

groe(D, x) := arg max
c∈{c1,c2}

s.t. c′∈{c1,c2}≠c

M∑
j=1

1[f logits
j (x, c) > f logits

j (x, c′)]

We can now calculate the robustness certificate for the prediction. We denote the
predicted class as cpred and the class with the second highest votes as csec. The adver-
sary can change the prediction in one of the two ways:

1. cpred is eliminated in Round 1. This means that the adversary needs to choose 2
classes to have more votes than cpred in Round 1. The corresponding certificate
can be formally defined as:

CertR1(x) := min
c1,c2∈Y\cpred

CertV2(x, cpred, c1, c2)

where CertV2(x, cpred, c1, c2) represents the number of points that needs to be
poisoned for both c1 and c2 to beat cpred.

2. cpred is eliminated in Round 2. For this to happen, the final predicted class after
poisoning, c, must defeat either cpred or csec in Round 1. Since we have already
assumed that cpred advances to Round 2, it follows that c must surpass csec in
Round 1. Next, c needs to beat cpred in Round 2 of voting which is based on the
logits layer. Formally:

CertR2(x) := min
c ̸=cpred

max{CertV1(x, csec, c),Certlogits
V1 (x, cpred, c)}
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where CertV1(x, csec, c) is the number of points that needs to be poisoned for
c to surpass csec. Certlogits

V1 (x, cpred, c) is the number of points that needs to be
poisoned for c to surpass cpred using the logits softmax score sj(x, c), where
each classifier votes for c if sj(x, c) > sj(x, cpred) and vice versa, with ties broken
arbitrarily.

Finally:
CertROE(x) := min{CertR1(x),CertR2(x)} − 1

Note that the −1 term arises from CertR1(x) and CertR2(x) being defined as the
minimum number of points needed to eliminate cpred in Round 1 and Round 2
respectively.

If |D△T (D)| ≤ CertROE(x), then groe(T (D), x) = cpred. CertV1(x), CertV2(x) and
Certlogits

V1 (x) are defined based on the different aggregation mechanisms used
in conjunction with ROE. The ROE formulation in our specific setting will be
detailed in the next chapter.

3.2.2 Abstract Gradient Training (AGT)

In this section, we present the AGT framework, beginning with a brief overview of
interval arithmetic fundamentals.

Interval Arithmetic

We denote the intervals over matrices in bold as A := [AL, AU ] ⊆ Rn×m such that
∀A ∈ A, AL ≤ A ≤ AU element-wise.

Definition 4 (Interval Matrix Arithmetic). Let A = [AL, AU ] and B = [BL, BU ] be
intervals over matrices. Let ⊕,⊗,⊙ represent interval matrix addition, matrix multi-
plication and element-wise multiplication, such that

A+B ∈ A⊕B ∀A ∈ A, B ∈ B

A×B ∈ A⊗B ∀A ∈ A, B ∈ B

A ◦B ∈ A⊙B ∀A ∈ A, B ∈ B

where ◦ represents element-wise multiplication.

These operations can be computed using standard arithmetic techniques and incur
at most 4× the cost of standard matrix operation[10].

Abstract Gradient Training

Abstract Gradient Training (AGT) [10] is a sound framework that certifies robustness
against untargeted and targeted data poisoning attacks without modifying the model
or learning algorithm. AGT bounds the set of all reachable parameters by over-
approximation for any gradient-based learning algorithm such as stochastic gradient
descent (SGD) or Adam. We will outline the application of this framework on a
neural network trained using SGD.
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We define a neural network f θ : Rnin → Rnout with η layers and parameters θ =
{(W (i), b(i))}ηi=1 as:

ẑ(k) = W (k)z(k−1) + b(k), z(k) = σ(ẑ(k))

where z(0) = x, f θ(x) = ẑ(η) and σ is the activation function that we assume to be
monotonic.

The algorithm bounds all reachable parameters with the following steps:

1. Initialise the initial parameter bounds [θL, θU ] to the initial parameter [θ′, θ′]

2. At each iteration

(a) Compute the SGD update for each batch B

∆θ ←
1

|B(t)|
∑

(x,y)∈B(t)

∇θL(f θ(x), y)

θ(t+1) ← θ(t) − α∆θ

(b) Compute the bounds of the set ∆Θ, which is the set of descent directions
possible under all allowed dataset perturbations by the poisoning adver-
sary T , i.e. Find ∆θL, ∆θU such that ∀∆θ ∈ ∆Θ,∆θL ⪯ ∆θ ⪯ ∆θU .

∆Θ(t) ←

 1

|B̃|

∑
(x,y)∈B̃

∇θL(f θ∗(x), y)|B̃ ∈ T (B(t)), θ∗ ∈ [θL, θU ]

 (3.6)

T (B(t)) represents the effect of the poisoning adversary on the current
batch, and [θL, θU ] is the bound obtained on parameter θ, taking into ac-
count the effect of the poisoning adversary on all previously seen batches.
Computing the bounds ∆θL, ∆θU is further discussed below. (§3.7)

(c) Update the reachable parameter bounds for this iteration under adversary
T .

[θ(t),L, θ(t),U ]← [θ(t−1),L − α∆θU , θ(t−1),U − α∆θL]

3. Finally, after E iterations, we obtain the final learned parameter for this dataset,
θ(E) and its bounds on all reachable parameters [θ(E),L, θ(E),U ] subject to poison-
ing adversary T .

4. With this sound bound on all reachable parameters [θ∗L, θ∗U ] = [θ(E),L, θ(E),U ],
we can then find an upper bound of the adversarial objective functions (3.3),
(3.4), and (3.5) over the parameter interval [θ∗L, θ∗U ], effectively upper bound-
ing the success rate of the adversary.

20



Chapter 3. Preliminaries 3.2. CERTIFIED DEFENSES

Computing sound bounds on ∆Θ

In step 2(b), we want to bound the set ∆Θ which is the set of all possible descent
directions for the current batch B, ∆θL,∆θU .

Firstly, we compute the element-wise sound gradient bound. For each training sample
(x(i), y(i)) ∈ B, we want to find δ(i),L, δ(i),U , which are defined respectively as:

min&max

{
∂

∂θ⋆
L
(
f θ(x̃), ỹ

) ∣∣∣∣ θ⋆ ∈ [θL, θU ], ∥x̃− x(i)∥p ≤ ϵ, ∥ỹ − y(i)∥q ≤ ν

}
(3.7)

where (x̃, ỹ) represents the perturbed instance of the training sample (x(i), y(i)).

To compute Equation (3.7), we first need to compute sound bounds for the output
of the neural network f with interval parameters. That is, ∀x̃ ∈ [x(i),L, x(i),U ], f θ(x̃) ∈
[γL, γU ]. Given interval bounds on both the parameters θ and input x(i), these can
be propagated through the network’s layers to yield valid output bounds for f θ(x̃)
using bound propagation techniques such as IBP[58] or CROWN [59]. Using these
forward-pass intervals, the input bounds around the input x(i) in our original objec-
tive function (Equation (3.7)) can be replaced with the corresponding forward-pass
bounds, resulting in the following relaxed objective:

min&max

{
∂

∂θ⋆
L
(
f θ(x̃), ỹ

) ∣∣∣∣ θ⋆ ∈ [θL, θU ], f θ(x̃) ∈
[
γL, γU

]
, ∥ỹ − y(i)∥q ≤ ν

}
(3.8)

Note that Equations (3.7) and (3.8) are equivalent formulations, differing only in the
parts highlighted in blue. Equation (3.8) is the formulation of the original objective
(3.7) where we have already bounded the forward pass of the input x̃.

To solve Equation (3.8), we need to back-propagate the forward-pass intervals through
the intermediate layers of the neural networks using interval arithmetic. By utilising
the differentiation chain rule, we can carry out automatic backward differentiation
[62]. We first compute the ∂L

∂ỹ
bound, which is loss function specific. Combined

with the following expressions, the forward-pass intervals can be back-propagated
through the network to compute intervals over all gradients:

∂L
∂z(k−1)

=
(
W (k)

)⊤
⊗ ∂L

∂ẑ(k)
,

∂L
∂ẑ(k)

=
∂

∂σ
⊙ ∂L

∂z(k)

∂L
∂W (k)

=
∂L
∂ẑ(k)

⊗
[(
z(k−1),L

)⊤
,
(
z(k−1),U

)⊤]
,

∂L
∂b(k)

=
∂L
∂ẑ(k)

This yields sound element-wise bounds for both the original objective function (3.7)
and its relaxation (3.8), from which we can compute ∆θL,∆θU .

At each iteration t, we want to update the gradient bounds based on the current
batch sampled B. We assume that in every batch, the features of at most m samples
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could be manipulated, and up to n labels may be flipped. To find sound updated
gradient bounds ∆θL,∆θU , we assume that the adversary manipulates the m + n
most sensitive samples, which are those that would cause the greatest change in
gradient bounds if altered. Here we note that as the batch size b = |B| tends to
∞, the bounds proposed become infinitely tight, since m + n becomes insignificant
with respect to the batch size. Formally, the sound gradient bounds ∆θL,∆θU can be
computed by:

∆θL =
1

b

(
SEMin
m+n

{δ̃(i),L − δ(i),L}bi=1 +
b∑

i=1

δ(i),L

)

∆θU =
1

b

(
SEMax

m+n
{δ̃(i),U − δ(i),U}bi=1 +

b∑
i=1

δ(i),U

)
where SEMin

a
and SEMax

a
takes the sum of the a smallest/largest elements in the set.

δ(i),L, δ(i),U are sound bounds that accounts for previous adversarial manipulations at
each datapoint i, i.e.:

δ(i),L ⪯ δ ⪯ δ(i),U ∀δ ∈
{
∇θL

(
f θ′(x(i)), y(i)

)
| θ′ ∈ [θL, θU ]

}
and terms δ̃(i),L, δ̃(i),U are bounds on the worse-case adversarial manipulation on the
i-th datapoint in the current batch obtained by solving (3.7).

Practical Limitations of AGT

Since AGT assumes the worst-case poisoning at each parameter index, which is a
loose approximation, bound propagation across successive iterations can result in
looser bounds in practice. Consequently, AGT faces several limitations: obtaining
non-vacuous guarantees often requires training with larger batch sizes and fewer
epochs or layers than typical. Additionally, AGT tends to produce relatively weaker
robustness guarantees for multi-class problems compared to regression or binary
classification settings.
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Chapter 4

Methodology

4.1 Multi-sample Analysis

Certification methods based on aggregation mechanisms [15, 16, 18] provide strong
pointwise guarantees by certifying robustness for each individual test point through
per-sample analysis. A powerful insight, however, is that the adversarial objectives
in Equations 3.3 and 3.4 are defined across the entire test set and are computed af-
ter training. This implies that the adversary must commit to which models and how
much to poison each model prior to evaluation. In contrast, per-sample certification
implicitly assumes that the adversary can choose poisoned models individually for
each prediction in a post hoc manner. While this assumption enables more tractable
analysis, it introduces looseness in the guarantees, as illustrated in Figure 4.1. Chen
et al. [17] lays the ground work for multi-sample analysis by using Binary Integer
Programming (BIP). However, the formulation only works for the most naive case
(DPA). Techniques that yield stronger guarantees have been studied such as FA and
ROE. Moreover, the BIP formulation cannot incorporate intrinsic robustness guaran-
tees of individual ensemble members. In this work, we present a general formulation
of the adversary’s optimal attack as a Mixed-Integer Linear Program (MILP) that can
cater for a wide-class of aggregation mechanisms and intrinsic robustness certifica-
tion methods.
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Figure 4.1: A toy example illustrating how multi-sample certification yields tighter ro-
bustness guarantees in a general voting-based certification framework. We consider a
setting with M = 3 models, N = 3 test images, where the adversary can poison K = 1
model. The top left box shows the clean predictions with 100% clean accuracy. In
the top right box, we show that per-sample certification allows the adversary to poison
Models 1, 2 and 3 to change the prediction for x1, x2 and x3 individually, resulting in 0%
certified accuracy. Finally, in the bottom box, we show that, in multi-sample analysis,
the adversary can only poison K = 1 of the models but not all three models. Poisoning
any of the three models cannot change the ensemble predictions for all three images —
the true lower bound is 33%, a substantial improvement over per-sample analysis.
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4.2 Optimal Certification via MILP

The key insight in the multi-sample setting is that the adversary must commit to a
global poisoning strategy, which means deciding in advance which models to poison
and by how much. By computing the optimal adversarial strategy, one can certify a
tight worst-case bound. We model this adversarial decision using a vector a, which
we refer to as the adversarial allocation vector. When there are M models and the
adversary is allowed to poison K data points in total, the allocation vector satisfies
a ∈ NM

0 with the constraint
∑M

i=1 ai = K.

For each input x(i) ∈ Rn in a given test set, we define the aggregation margin function
G(x(i)) : Rn → N0, which represents the number of model votes that can be flipped
while still preserving the correct ensemble prediction. This function depends heavily
on the specific aggregation strategy used (discussed in detail in Section 4.2.1). When
the ensemble’s original prediction is incorrect, i.e., ŷ(i) ̸= y(i), we set G(x(i)) = −1
to indicate that the misclassification results from inherent model error rather than
adversarial influence. Additionally, we introduce the function Rj(x

(i)) : Rn → N0,
which quantifies the intrinsic robustness of the j-th model at input x(i) — a compo-
nent that, to the best of our knowledge, is absent from existing aggregation-based
defenses.

We are now prepared to formalise this setting as an optimisation problem. For a
given testset Dtest = {(x(i), y(i))}Ni=1, we denote the original ensemble prediction as
ŷ(i) = fagg(x

(i)). The worst-case error for a model trained on a poisoned dataset with
a fixed budget K is formulated by:

max
a∈NM

0

1

N

N∑
i=1

1

 G(x(i))︸ ︷︷ ︸
Aggregation

Margin

<
M∑
j=1

1{aj > Rj(x
(i))︸ ︷︷ ︸

Intrinsic
Robustness

}

 s.t.
M∑
j

aj = K (4.1)

Breaking down the optimisation problem, a sample x(i) is considered not certified if
the number of flipped predictions exceeds its aggregation margin G(x(i)), as indi-
cated by the outer indicator function. Within the inner indicator, the prediction of
the j-th model is considered flipped if the number of poisoned points in its corre-
sponding partition, aj, exceeds the model’s intrinsic robustness Rj(x

(i)).

Solving this optimisation problem can be done by encoding it into a mixed inte-
ger linear program (MILP) by evaluating the G and R functions and storing their
results in a vector and matrix respectively, with each value incremented by 1. We
provide the explicit encoding that can be readily translated into open source [63] or
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proprietary solvers [64]:

maximise
1

N

N∑
i=1

ei subject to
M∑
j=1

aj = K∑M
j=1 bj,i ≥ Gi · ei ∀i ∈ [N ]

aj −Rj,i ≥ −Mbig(1− bj,i) ∀i ∈ [N ], j ∈ [M ]
bj,i ∈ {0, 1} ∀i ∈ [N ], j ∈ [M ]
ei ∈ {0, 1} ∀i ∈ [N ]
aj ∈ N0 ∀j ∈ [M ]

(4.2)
where bj,i and ei are binary decision variables related to the inner and outer indicator
constraints of (4.1), respectively, and Mbig is any sufficiently large constant. We high-
light that the above formulation does not specify the exact form of the aggregation
margin function, G, or the known intrinsic robustness R. In the subsequent sections
we detail the various approaches to aggregation margin functions (Section 4.2.1)
and intrinsic robustness (Section 4.2.2) that allow the above program to compute
an optimal certificate for almost any combination of methods in the literature.

4.2.1 Aggregation Functions

In this section, we define the specific formulations of G(x(i)) for different aggregation
functions.

1. Deep Partition Aggregation (DPA)
As outlined in Section 3.2.1, a prediction for input x is certified robust if an
adversary is limited to modifying fewer than half the vote gap between the top
two classes, with ties broken arbitrarily. In our framework, this approach is
captured by the following formulation:

GDPA
(
x(i)
)
:=


⌊(

vŷ(i)(x
(i))− max

c′ ̸=ŷ(i)
(vc′(x

(i)) + 1{c′ < c})
)
/ 2

⌋
if ŷ(i) = y(i)

−1 otherwise

where vc(x
(i)) = |{f θ

j (x
(i)) = c}Mj=1| is the number of votes received by a given

class c ∈ Y. The first two terms in the numerator express the margin between
the top class and the second highest class, and the third term simply breaks
ties by adding 1 if c′ < c.

2. DPA∗

The formulation for DPA∗ is identical to that of DPA, since only the training
process of DPA∗ differs from DPA and not the voting mechanism.

3. Run-Off Election (ROE)
As discussed in Section 3.2.1, ROE is a two-stage election process. To quantify
the ensemble’s robustness under this scheme, we define a two-stage aggrega-
tion margin function GROE(x

(i)) following the ROE certificate provided for DPA
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in Rezaei et al. [18]:

GROE(x
(i)) :=

{
min

(
CertR1(x

(i)), CertR2(x
(i))
)
− 1 if ŷ(i) = y(i)

−1 otherwise

We now define CertR1(x
(i)) and CertR2(x

(i)).

Let cpred = ŷ(i) be the nominal prediction of the ensemble for x(i), the Round
1 certificate CertR1(x

(i)) is the number of votes that needs be flipped such that
cpred does not proceed to Round 2:

CertR1(x
(i)) := min

c1,c2∈Y\cpred

CertV2(x
(i), cpred, c1, c2)

Here, we obtain CertV2 recursively using dynamic programming. Intuitively,
the adversary needs to choose its optimal action to change its vote from cpred
to either c1 or c2. We denote the gap between cpred and c1, c2 as gap1 and gap2.
When the gap1, gap2 > 1, the adversary should optimally decide to reduce one
of the gaps and continue in a similar fashion. Finally, when one of the gaps is
≤ 1, the adversary should change

⌈
max(gap1,gap2)

2

⌉
votes from c to class with the

larger remaining gap. Formally, we populate a dynamic programming matrix
of size (M + 2)2 where if min(i, j) ≥ 2 we set:

dp[i, j] = 1 + min{dp[i− 1, j − 2],dp[i− 2, j − 1]}

and when min[i, j] ≤ 1, we set dp[i, j] :=
⌈
max(i,j)

2

⌉
. As such, we get:

CertV2(x
(i), cpred, c1, c2) = dp[gap1, gap2]

where gapi := vc(x
(i))− vci(x

(i))− 1[ci < cpred].

Let c be the final predicted class after poisoning, then the second-round certifi-
cate, CertR2(x

(i)) is defined as:

CertR2(x
(i)) := min

c̸=cpred

max{CertV1(x
(i), csec, c),Certlogits

V1 (x(i), cpred, c)}

where CertV1(x
(i), csec, c) is the number of votes needed to be flipped for c to

defeat csec:

CertV1(x
(i), csec, c) :=

⌈
vcsec(x

(i))− vc(x
(i))− 1[c′ < c]

2

⌉
and Certlogits

V1 (x(i), cpred, c) lower bounds the number of classifiers that needs to
be poisoned in Round 2 using the softmax scores sj(x(i), c):

Certlogits
V1

(
x(i)
)
:=

⌈
1

2

(
M∑
j=1

1
{
fj(x

(i)) ∈ {cpred, c}
}
· 1
{
sj(x

(i), cpred) > sj(x
(i), c)

})⌉
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4.2.2 Intrinsic Robustness

In this section, we outline the different methods that can be applied to improve
the intrinsic robustness, i.e. the value Rj(x

(i)) in our formulation 4.1. Notably, our
formulation allows any of the aggregation functions to be used in conjunction with
the intrinsic robustness techniques discussed below.

1. Finite Aggregation
To account for the overlapping data in each shard a classifier is trained on, we
adapt the adversarial allocation vector a to cater for the spreading mechanism.
We now define the effective adversarial allocation vector ãj :=

∑
t∈h−1

spread(j)
at,

where h−1
spread(j) is the set of partitions that are spread to model j. The condition

for model j’s prediction to change becomes 1[ãj > Rj(x
(i))], and the rest of the

optimisation remains unchanged. The worst-case error for an ensemble then
becomes:

max
a∈NM

0

1

N

N∑
i=1

1

 G(x(i))︸ ︷︷ ︸
Aggregation

Margin

<
M∑
j=1

1{ãj > Rj(x
(i))︸ ︷︷ ︸

Intrinsic
Robustness

}

 s.t.
M∑
j

ãj = K

2. Abstract Gradient Training (AGT)
As outlined in Section 3.2.2, AGT certifies robustness by computing parameter
bounds under a perturbation budget K. In our formulation, this translates
to setting Rj(x

(i)) = K if x(i) is K is the maximum number of points that
the adversary can poison where AGT certifies robustness. We set Rj(x

(i)) = 0
for cases where there is no known intrinsic robustness, which collapses to the
naive DPA case.

3. Other Intrinsic Robustness Methods
As highlighted above, various intrinsic robustnes methods can be readily in-
corporated into our formulation by adapting Rj(x

(i)). Notably, Randomised
Smoothing [9] certifies robustness against label flipping poisoning by averag-
ing predictions over learners trained on perturbations of the original training
dataset. Recent works have also explored providing robustness certificates for
differentially private learners [12].
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Chapter 5

Experiments: Multi-Sample Analysis

5.1 Hypotheses

As introduced in Section 4.1, we hypothesise that performing multi-sample analy-
sis will provide, both from a theoretical standpoint and through empirical evidence,
significantly tighter certification bounds compared to pointwise (per-sample) certi-
fication methods. In this chapter, we empirically evaluate the effectiveness of our
proposed Mixed-Integer Linear Programming (MILP) framework within this multi-
sample context. Our experimental design closely follows the setups and benchmarks
established in prior foundational works [15, 16, 18] to ensure a fair and direct com-
parison.

We compare the certified accuracy obtained from our multi-sample analysis using
test-time batches of size B, with the certified fraction used in prior per-sample
methods [15, 16, 18]. Both metrics quantify the proportion of test points that are:

1. Nominally predicted correctly when no data is poisoned, and

2. Certified (i.e. predictions remain unchanged under perturbation level K)

but they differ in how certification is computed — multi-sample versus per-sample
analysis, respectively. Importantly, our framework generalises previous approaches:
when the batch size is set to B = 1, our method reduces exactly to the pointwise cer-
tification approach used in previous studies. This enables us to empirically validate
the advantage of multi-sample analysis by observing improvements as B increases.

However, while the theoretical benefits of multi-sample certification are promising,
practical challenges remain. A key concern is the scalability of the MILP formulation
as the ensemble size and test dataset size grow, since the complexity and computa-
tional demand of solving MILPs can increase sharply. Predicting the runtime required
for MILP solvers remains an active area of research [65]. While we do not explicitly
investigate how batch size impacts solver runtime, we remain conscious of its com-
putational implications when designing our experiments. In particular, we select
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batch sizes that balance certification tightness with solver efficiency, ensuring that
our experimental setup remains computationally tractable while still demonstrating
the empirical benefits of multi-sample certification.

5.2 Settings

We adopt the same experimental settings and model architectures as those used in
prior work [15, 16, 18]. Specifically, we employ the Network-In-Network (NiN) ar-
chitecture [66], trained using the hyperparameter configuration proposed by Gidaris
et al. [67]. We evaluate our method on three benchmark datasets: MNIST [19],
CIFAR-10 [20], and GTSRB [21], each on a test set of 10,000 images. The choice
of 10,000 samples enables straightforward selection of evenly divisible batch sizes,
which is important for systematic experimentation across different batch configu-
rations. In all experiments, per-sample and multi-sample analyses are conducted
on a fixed test set within each setting, ensuring a fair and controlled comparison
between certification methods. While the specific evaluation set may differ across
settings (e.g., across perturbation budget), maintaining consistency within each set-
ting eliminates variability due to test set selection. This allows us to systematically
investigate the effects of batch configurations and certification methods under stable
and reproducible conditions.

5.2.1 Datasets

1. MNIST
The MNIST (Modified National Institute of Standards and Technology database)
[19] is a widely used benchmark in machine learning and computer vision,
consisting of 70,000 grayscale images of handwritten digits from 0 to 9. Each
image is 28×28 pixels in size, resulting in a 784-dimensional input vector. The
dataset is divided into 60,000 training samples and 10,000 test samples.

Label: 6 Label: 3 Label: 2 Label: 1

Label: 7 Label: 3 Label: 7 Label: 3

Figure 5.1: Example images from the MNIST dataset.

2. CIFAR-10
CIFAR-10 [20] is a widely used image classification benchmark consisting of
60,000 color images of size 32×32 pixels, divided evenly across 10 object
classes such as airplanes, cars, and animals. The dataset is split into 50,000
training images and 10,000 test images, and is commonly used to evaluate
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supervised and unsupervised learning algorithms in computer vision.

ship (8) truck (9) frog (6) frog (6)

airplane (0) bird (2) dog (5) airplane (0)

Figure 5.2: Example images from the CIFAR-10 dataset.

3. GTSRB
The German Traffic Sign Recognition Benchmark (GTSRB) is a dataset for
multi-class classification of traffic signs, containing over 50,000 real-world im-
ages of 43 traffic sign classes. The images vary in size, lighting, and back-
ground conditions, reflecting challenging real-world driving scenarios.

Class 0 Class 1 Class 2 Class 3

Class 0 Class 1 Class 2 Class 3

Figure 5.3: Example images from the GTSRB dataset.

5.2.2 Model Architecture

Network-in-Network (NiN)

The Network-in-Network (NiN) architecture [66] enhances traditional convolutional
neural networks by replacing simple linear convolutional filters with multilayer per-
ceptrons (MLPs) within each convolutional layer. This design enables more complex
and abstract feature extraction at a local level, improving the model’s representa-
tional power without significantly increasing computational cost. The NiN architec-
ture has been shown to improve performance in various visual recognition tasks by
effectively capturing nonlinear feature interactions.
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Hyperparameters

Gidaris et al. [67] introduced a self-supervised learning framework that trains con-
volutional neural networks to predict image rotations, enabling the model to learn
robust and invariant feature representations without labeled data. They employ
the Network-in-Network (NiN) architecture with carefully designed augmentations,
such as rotation prediction, random cropping, and horizontal flipping, to promote
generalisable representations. Although Gidaris et al. primarily focus on unsuper-
vised representation learning through rotation prediction, the hyperparameters they
employ are largely applicable and effective for supervised learning tasks as well. In
our experiments, we follow Levine et al. [15] and adopt the training parameters
directly from Gidaris et al. [67], with minor modifications to data augmentation:
specifically, we omit random horizontal flips for MNIST and GTSRB due to their se-
mantic sensitivity to orientation, while applying the full augmentation pipeline for
CIFAR-10.

5.2.3 Implementation Details

We use Gurobi 12.0.1 [64] to solve the MILP described in 4.2. The solver either
returns the optimal objective value or the best (sound) bound on the objective func-
tion found within a predefined time limit. We select batch sizes for each setting such
that the optimisation problem solves to optimality–or near-optimality–within a time
limit of 1800 seconds. The selected batch sizes for each setting and their correspond-
ing average run-times per batch are summarised in Table 5.1. All experiments are
conducted on GPU (two NVIDIA L40).

Table 5.1: Batch sizes and average runtimes per batch for each setting. Values marked ⋆
are evaluated on a subset of 100 test data points.

dataset k method d batch sizes (avg time per batch)

CIFAR-10 50

K ≤ 3 K ≤ 5 K ≤ 10 K ≤ 20
DPA 1000 (694s) 1000 (1439s) 400 (547s) 200 (285s)

DPA+ROE 1000 (547s) 1000 (1155s) 400 (143s) 200 (512s)

DPA∗+ROE
16 1000 (120s) 1000 (268s) 500 (95s) 200 (110s)
32 1000 (117s) 1000 (303s) 500 (82s) 200 (93s)

FA
16

100 (96s) 100 (295s) 40 (356s) 10 (1441s) ⋆
FA+ROE 100 (55s) 100 (228s) 40 (263s) 10 (1104s) ⋆

GTSRB 50

K ≤ 5 K ≤ 10 K ≤ 15 K ≤ 20
DPA 2000 (315s) 1000 (1498s) 400 (79s) 250 (32s)

DPA+ROE 2000 (198s) 1000 (443s) 400 (54s) 250 (43s)
DPA∗+ROE

16
2000 (158s) 1000 (542s) 500 (217s) 250 (79s)

FA 100 (184s) 50 (212s) 25 (1046s) ⋆ 10 (1402s) ⋆
FA+ROE 100 (123s) 50 (116s) 25 (730s) ⋆ 10 (1624s) ⋆

MNIST 1200

K ≤ 100 K ≤ 200 K ≤ 300 K ≤ 500
DPA 200 (187s) 200 (138s) 200 (694s) 100 (472s)

DPA+ROE 200 (187s) 200 (129s) 200 (468s) 100 (836s)
DPA∗+ROE 16 200 (91s) 200 (173s) 200 (255s) 100 (354s)
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5.3 Results

5.3.1 Beating State of the Art

We demonstrate on all tested benchmarks that our approach substantially improves
state-of-the-art analysis. In Figure 5.4 we plot the best improvement that different
approaches offer. We start with the standard per-sample analysis with DPA in blue.
Using better per-sample analysis one is able to typically improve this bound by 3%
(visualised in green). Using the simplest multi-sample version of DPA (visualised in
yellow), we find that one is typically but not always able to beat the best aggregation
methods. Finally, considering the best bounds on the setting using our method we
find that in every case we are able to beat state of the art certified accuracy by 3% –
doubling the improvement of prior approaches.
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Figure 5.4: On CIFAR-10 (K ≤ 10,M = 50), our best multi-sample certification
(DPA∗+ROE) outperforms the best per-sample method (FA) by 5.46% and naive multi-
sample DPA by 4.07%. On GTSRB (K ≤ 20,M = 50), it improves over the best
per-sample method by 4.70% and naive multi-sample DPA by 3.96%. On MNIST
(K ≤ 300,M = 1200), it achieves gains of 2.51% and 2.96%, respectively.

5.3.2 Systematic Certification Improvement

While previous results indicate substantial improvements that our approach can of-
fer, in Tables 5.2, 5.3, and 5.4 we perform a systematic exploration of the improve-
ments of our certification approach. In particular, we apply 5 different aggregation
functions: DPA, DPA+ROE, DPA∗+ROE, FA and FA+ROE on both CIFAR-10 and GT-
SRB with M = 50 as shown in Tables 5.2 and 5.3 and compute all but the FA version
for MNIST (Table 5.4) due to the infeasible computational complexity. In these ta-
bles, we find that across every tested combination of methods, our framework improves
the certified bounds. In the setting that exhibits the largest improvement (CIFAR-10,
K ≤ 20), highlighted in yellow in Table 5.2, our multi-sample analysis with the
optimal aggregation method outperforms naive multi-sample DPA by 9.91%, and
improves upon the naive DPA per-sample bounds by 14.44%.

In general, we find DPA and DPA+ROE exhibit the most significant gains. This is
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largely attributed to the lower complexity of the associated MILP, which enables
certificate computation over larger batch sizes and thus yields stronger robustness
guarantees. This enables us to achieve stronger robustness guarantees using simpler
aggregation methods such as DPA and DPA+ROE, compared to more computation-
ally intensive methods like FA and FA+ROE.

Table 5.2: A comparison of certified fraction (per-sample analysis) and certified ac-
curacy (multi-sample analysis) across different settings evaluated on CIFAR-10 with
M = 50. Values marked ⋆ are evaluated on a subset of 100 test data points.
Cells highlighted in yellow indicate the largest improvement achieved with multi-sample
analysis. Specifically, for K ≤ 20, the best aggregation mechanism using our multi-
sample bounds (DPA∗+ROE) gives a certified accuracy of 33.90%, outperforming the
naive DPA multi-sample and per-sample case by 9.91% and 14.44% respectively.

method d certified fraction (pointwise accuracy)→ certified accuracy (batch accuracy)

K ≤ 3 K ≤ 5 K ≤ 10 K ≤ 20

DPA 63.41%→ 66.38% (+2.97%) 58.71%→ 63.79% (+5.08%) 46.30%→ 54.34% (+8.04%) 19.46%→ 23.99% (+4.53%)

DPA+ROE 64.06%→ 66.78% (+2.72%) 59.82%→ 64.36% (+4.54%) 48.99%→ 56.24% (+7.25%) 21.36%→ 29.05% (+7.69%)

DPA∗+ROE
16 65.08%→ 66.88% (+1.80%) 61.67%→ 64.91% (+3.24%) 52.79%→ 58.41% (+5.62%) 27.43%→ 33.90% (+6.47%)

32 65.27%→ 67.05% (+1.78%) 61.72%→ 64.97% (+3.25%) 52.95%→ 58.37% (+5.42%) 27.56%→ 33.81% (+6.25%)

FA
16

64.56%→ 65.94% (+1.38%) 60.00%→ 62.90% (+2.90%) 48.16%→ 52.86% (+4.70%) 17.00%→ 19.00% (+2.00%) ⋆

FA+ROE 65.37%→ 66.56% (+1.19%) 61.37%→ 64.05% (+2.68%) 50.74%→ 55.61% (+4.87%) 21.50%→ 27.50% (+6.00%) ⋆

Table 5.3: A comparison of certified fraction (per-sample analysis) and certified accu-
racy (multi-sample analysis) across different settings evaluated on GTSRB with M = 50.
Values marked ⋆ are evaluated on a subset of 100 test data points.

method d certified fraction (pointwise accuracy)→ certified accuracy (batch accuracy)

K ≤ 5 K ≤ 10 K ≤ 15 K ≤ 20

DPA 82.62%→ 85.19% (+2.57%) 75.40%→ 79.43% (+4.03%) 65.65%→ 70.13% (+4.48%) 51.16%→ 53.98% (+2.82%)

DPA+ROE 83.03%→ 84.93% (+1.90%) 76.36%→ 80.10% (+3.74%) 67.85%→ 72.38% (+4.53%) 53.24%→ 57.94% (+4.70%)

DPA∗+ROE
16

83.03%→ 84.93% (+1.90%) 76.36%→ 80.07% (+3.71%) 67.85%→ 72.64% (+4.79%) 53.24%→ 57.94% (+4.70%)

FA 82.27%→ 84.00% (+1.73%) 74.42%→ 77.36% (+2.94%) 62.00%→ 68.00% (+6.00%)⋆ 43.00%→ 46.50% (+3.50%)⋆

FA+ROE 82.38%→ 83.83% (+1.45%) 75.40%→ 78.65% (+3.25%) 64.00%→ 69.50% (+5.50%)⋆ 47.50%→ 50.5% (+3.00%)⋆

Table 5.4: A comparison of certified fraction (per-sample analysis) and certified accu-
racy (multi-sample analysis) across different settings evaluated on MNIST with M =
1200.

method d certified fraction (pointwise accuracy)→ certified accuracy (batch accuracy)

K ≤ 100 K ≤ 200 K ≤ 300 K ≤ 500

DPA 92.09%→ 92.30% (+0.21%) 86.35%→ 87.79% (+1.44%) 77.24%→ 80.87% (+3.63%) 32.44%→ 33.89% (+1.45%)
DPA+ROE 92.38%→ 92.48% (+0.10%) 87.45%→ 88.61% (+1.16%) 79.50%→ 82.97% (+3.47%) 37.03%→ 41.18% (+4.15%)

DPA∗+ROE 16 92.45%→ 92.49% (+0.04%) 88.33%→ 89.09% (+0.76%) 81.32%→ 83.83% (+2.51%) 43.87%→ 46.64% (+2.77%)

5.3.3 Effect of Test Batch Size

As shown in Table 5.5, certified accuracy improves with larger test batch sizes. Intu-
itively, increasing the test batch size reduces the adversary’s ability to tailor perturba-
tions to individual test points, thereby enhancing the robustness of the certification.
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Table 5.5: Investigate effect of batch size with different methods for CIFAR-10 for M =
50 and K ≤ 10.

dataset M method d certified accuracy with batchsize (B)

CIFAR-10 50

B = 1 B = 100 B = 400

DPA 46.30% 50.50% 54.34%
DPA+ROE 48.99% 52.80% 56.24%

B = 1 B = 250 B = 500

DPA∗+ROE
16 52.79% 57.09% 58.41%
32 52.95% 57.00% 58.37%

B = 1 B = 20 B = 40

FA
16

48.16% 51.95% 52.86%
FA+ROE 50.74% 54.88% 55.61%

5.3.4 Scalability of MILP

The MILP formulation remains efficiently solvable for ensemble sizes up to around
1200; however, it scales poorly in scenarios involving larger configurations (e.g.
1200 × 16 ensembles), where the combinatorial complexity renders the approach
computationally infeasible. The overall complexity grows with the perturbation
budget K, the ensemble size and the batch size. As the ensemble size increases,
maintaining computational feasibility often requires reducing the test batch size. As
a result, the effectiveness of multi-sample certification at larger ensemble sizes is
reduced, as evidenced by the smaller gains observed when applying multi-sample
analysis to FA and FA+ROE. As the perturbation budget K increases, the number
of possible adversarial allocation vectors a grows, further increasing the complexity
of the optimisation problem. In our experiments, FA/FA+ROE with larger K val-
ues (K ≤ 10, 20) become too computationally expensive to evaluate over the entire
dataset under the resource limitations. Therefore, we compute results over a subset
of 100 test data points, where each batch is solved either to or close to optimality.
Despite this limitation, evaluating on 100 test points still yields improvements over
the per-sample analysis.

5.3.5 Experimental Variance Analysis

In this section, we investigate the variance of certified accuracies across the batches
shown in Tables 5.6, 5.7 and 5.8. The variance arises from two main factors:

1. Natural variance in vulnerability of points from the data distribution when
using small batch sizes, which amplifies variability across runs. This is evi-
dent in the higher standard deviation of certified accuracies across batches in
FA/FA+ROE runs, as shown in Tables 5.6 and 5.7, where smaller batch sizes
were used.

2. Some batches exceeding the time limit due to variations in the optimisation
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landscape when solving Equation (4.2) with Gurobi. As Gurobi’s runtimes are
highly sensitive to the problem structure, they can also be difficult to predict. A
small number of batches exceeding the time limit suggests that, while care was
taken during selection, runtime unpredictability remains due to the complexity
of the optimisation process.

Table 5.6: Standard Deviation of certified accuracy (multi-sample analysis) across
batches for CIFAR-10 with M = 50, corresponding to accuracies reported in table 5.2.
Values marked ⋆ are evaluated on a subset of 100 test data points.

method d standard deviation

K ≤ 3 K ≤ 5 K ≤ 10 K ≤ 20

DPA 1.00% 1.17% 2.47% 2.97%
DPA+ROE 1.00% 1.09% 2.42% 3.15%

DPA∗+ROE
16 1.01% 1.23% 1.56% 3.36%
32 1.04% 1.23% 1.23% 3.4%

FA
16

4.56% 4.82% 8.04% 28.93% ⋆

FA+ROE 4.58% 4.74% 8.10% 20.93% ⋆

Table 5.7: Standard Deviation of certified accuracy (multi-sample analysis) across
batches for GTSRB with M = 50, corresponding to accuracies reported in table 5.3.
Values marked ⋆ are evaluated on a subset of 100 test data points.

method d standard deviation

K ≤ 5 K ≤ 10 K ≤ 15 K ≤ 20

DPA 0.61% 1.37% 1.76% 3.08%
DPA+ROE 0.49% 1.04% 1.61% 2.63%

DPA∗+ROE
16

0.49% 1.05% 1.43% 2.65%
FA 3.38% 5.52% 8.12% ⋆ 11.84%⋆

FA+ROE 3.34% 5.53% 9.17%⋆ 13.96% ⋆

Table 5.8: Standard Deviation of certified accuracy (multi-sample analysis) across
batches for MNIST with M = 1200, corresponding to accuracies reported in table 5.4.

method d standard deviation

K ≤ 100 K ≤ 200 K ≤ 300 K ≤ 500

DPA 3.82% 5.22% 6.93% 12.03%
DPA+ROE 3.73% 4.90% 6.29% 11.81%

DPA∗+ROE 16 2.82% 4.74% 6.01% 12.08%

We note that the solution to our optimisation problem is deterministic when the base
classifiers are fixed. To estimate experimental variance, we perform multiple runs of
batch certification by training the base classifiers with different random seeds. We
then compute the standard deviation across these runs for a single batch. As shown
in Tables A.1, A.2 and A.3 (Appendix A), the observed variance is low.
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5.3.6 Discussion

Our experimental results show that the MILP approach yields the most substantial
improvement with smaller ensemble sizes. With smaller ensemble sizes, larger batch
sizes can be used while keeping the MILP tractable, enabling more substantial gains
in certified accuracy through multi-sample analysis.

Across all experimental settings, we find that state-of-the-art certification perfor-
mance can be attributed to two key factors: (i) the strength of the aggregation
mechanism itself, as reflected in higher values of G(x(i)) and correspondingly higher
certified fraction (i.e. pointwise certified accuracy), and (ii) the effectiveness of
multi-sample analysis, which is strongly influenced by the chosen batch size.

Notably, DPA∗+ROE consistently achieves the strongest improvements under multi-
sample analysis across a wide range of experimental settings, outperforming other
aggregation mechanisms and establishing a new state of the art in certified robust-
ness against general data poisoning. Conveniently, the effectiveness of DPA∗+ROE
introduces no additional complexity for the MILP. Although DPA∗ has an ensemble
size of d ·M , and its training time is d times that of DPA, its multi-sample certification
remains efficient. This is because logits are averaged before voting, resulting in M
votes at inference time. Consequently, the MILP scales with M and is not affected
by d. As shown in Tables 5.2, 5.3 and 5.4, DPA∗+ROE matches or outperforms FA
and FA+ROE in per-sample certification. This demonstrates that DPA∗ effectively
benefits from its more expressive aggregation mechanism, improving certified ac-
curacy without increasing certification complexity. This observation is particularly
valuable, as it enables efficient certification under larger perturbation budgets K,
which is important given that the complexity of the MILP formulation increases with
K.

On the other hand, in settings where FA and FA+ROE outperform DPA and DPA+ROE
in per-sample analysis, we observe that the multi-sample analysis of DPA and DPA+ROE
yields better results than that of FA and FA+ROE. This suggests that the benefits
from multi-sample analysis can outweigh the strength of the aggregation mechanism
alone. This effect is particularly evident in experiments carried out on CIFAR-10 (Ta-
ble 5.2). This finding highlights a promising direction for future work to design more
powerful aggregation mechanisms that preserve MILP tractability, as demonstrated
by the effectiveness of DPA∗+ROE.

The experiments conducted so far focus on the impact of the aggregation function,
G(x(i)), on certified accuracy, without leveraging any intrinsic robustness informa-
tion from the individual classifiers—that is, all Rj(x

(i)) = 0. In the next chapter,
we extend this analysis by exploring how AGT [10] can be used to obtain intrinsic
robustness information for each member classifier, with the aim of further improving
certified accuracy.
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Chapter 6

Experiments: Intrinsic Robustness

6.1 Hypotheses

Up to this point, our experiments have assumed that member classifiers possess no
known intrinsic robustness, i.e., Rj(x

(i)) = 0,∀i, j. Intuitively, by obtaining intrinsic
robustness guarantees for each model, i.e. setting Rj(x

(i)) > 0, we can improve
certification bounds immensely. When each classifier is individually certified, we no
longer assume that poisoning any one partition can always alter the prediction of
the corresponding classifier. Instead, for each test sample, the worst-case scenario
now corresponds to the adversary targeting the weakest classifiers, which are those
with the lowest intrinsic robustness.

As outlined in Section 4.2.2, there are various methods to achieve intrinsic robust-
ness guarantees. In this chapter, we focus on using AGT [10] to provide intrinsic
robustness guarantees. While AGT is theoretically expected to improve certification
bounds, practical limitations must be acknowledged. As outlined in Section 3.2.2,
a key limitation of AGT is that its certification bounds become looser as batch size
decreases or model complexity increases. The practical limitations of AGT mean
applying it in an ensemble setting or increasing ensemble size may not yield ad-
ditional benefits. Moreover, obtaining tight bounds with AGT often requires using
simpler models, which can lead to a reduction in accuracy. We note that this ac-
curacy–robustness trade-off is also observed in other certification techniques such
as DP-based certification methods [12]. By addressing this trade-off in the context
of AGT, our research hope to offer insights that extend beyond AGT itself and can
inform the design and improvement of other intrinsic certification approaches. To
this end, we explore the idea of applying AGT to only a subset of classifiers in the
ensemble. By doing so, we aim to retain the robustness benefits of AGT, while main-
taining the overall model capacity and accuracy. We analyse how the proportion of
AGT-trained classifiers affects the balance between nominal accuracy and certified
robustness. To enable a fair exploration of this trade-off, we introduce two new
metrics:
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1. Certified percentage: The proportion of the test space where the ensemble is
certifiably robust, regardless of its predicted label.

2. Nominal accuracy: The clean accuracy of the ensemble.

To examine these trade-offs in a controlled setting, we conduct our analysis on the
halfmoons dataset, which allows for a clearer interpretation of the effects and lim-
itations. As ongoing research explores more scalable variants of AGT, the insights
from our analysis may help inform future work aiming to apply general certification
methods in an ensemble setting.

6.2 Settings

6.2.1 Dataset

The half-moons dataset is a synthetic, two-dimensional dataset consisting of two
interleaving half-circle shapes that create a nonlinear binary classification problem,
visualised in Figure 6.1. In our experiments, we apply a cubic basis expansion to the
input features prior to training to better capture the nonlinear decision boundary
inherent in this dataset. In all the figures presented in this chapter, the black line
indicates the decision boundary. Test points are shown in blue or red based on their
class. The shaded blue and red regions mark areas where predictions are certified
(prediction is invariant to perturbations), while the white regions correspond to
uncertified areas.

6.2.2 Implementation Details

To obtain intrinsic robustness guarantees, in our experiments, we train each member
classifier with AGT, using the public repository of AGT [10], with values of k poison
up to K, incremented at intervals of s. AGT certifies whether a model remains
robust under a given perturbation budget k poison. This procedure allows us to
determine the largest value of k poison for which each member classifier remains
certifiably robust. It is important to note that this approach increases training time
by approximately a factor of 4 · K/s, as each k poison value requires a separate
training pass, and AGT itself introduces roughly a 4× overhead in training time
[10].
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6.3 Results

6.3.1 Multi-sample analysis improves on AGT ensemble

Consistent with the findings in the previous chapter, Figure 6.1 illustrates that multi-
sample bounds outperform per-sample bounds when intrinsic robustness is incor-
porated. When M = 5 and K ≤ 20, the multi-sample analysis yields a 9.35%
increase in certified percentage compared to the per-sample analysis. Compared to
AGT without any aggregation mechanism (M = 1), per-sample analysis and multi-
sample analysis with M = 5 increase the certified percentage by 4.26% and 13.51%,
respectively.

(a) Naive AGT with M = 1 –
74.32%

(b) Per-sample Analysis with
AGT Bounds, M = 5 – 78.58%

(c) Multi-sample Analysis with
AGT bounds, M = 5 – 87.93%

Figure 6.1: When intrinsic robustness is incorporated, multi-sample analysis yields
tighter certification bounds than per-sample analysis for M = 5 and K ≤ 20, and outper-
forms AGT without any aggregation mechanism (M = 1) when each ensemble member
is trained on 10,000 data points.

6.3.2 Improvements with Intrinsic Robustness

To illustrate the potential gains from incorporating intrinsic robustness information,
we first run DPA, FA and AGT with multi-sample bounds, with each classifier con-
sisting of a simple MLP with a single linear layer. In Figure 6.2 we plot the result of
running three methods on the standard half-moons dataset. We observe that multi-
sample analysis of naive DPA leads to a certified percentage of 85%. Multi-sample
analysis with an improved aggregation method (FA) improves this significantly to
92% highlighting the effectiveness of a better aggregation function. Finally, we run
multi-sample analysis with individual models certified using AGT. We find that if
models in the ensemble possess intrinsic robustness (Figure 6.2(c)), this leads to an
even more substantial increase in certified percentage reaching 99%.
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(a) DPA, 85.11% (b) FA, 92.92% (c) AGT, 98.96%

Figure 6.2: Figures (a), (b), and (c) show results for DPA, FA, and AGT respectively, all
evaluated using multi-sample bounds. DPA and FA are run without intrinsic robustness,
while in Figure (c), each ensemble member is trained with AGT. All methods use K ≤ 5,
M = 20, and d = 2 for FA. We observe that incorporating intrinsic robustness into
individual models leads to substantial improvements in certified accuracy.

6.3.3 Impact of Ensemble Size M on Certification Bounds

To investigate the effect of ensemble size M on ensembles trained with AGT, we run
experiments using MLPs with two linear layers as member classifiers, a total training
dataset size of 50,000, and a maximum perturbation budget of K ≤ 20.

As shown in Figure 6.3, certification bounds degrade as ensemble size increases
under a fixed total dataset size. Specifically, the certified percentage drops from 93%
to 87% to 82% as M increases from 1 (no ensemble) to 5 and then to 10. This
degradation is primarily due to the limitations of AGT. As the dataset is partitioned
among more member classifiers, each classifier receives fewer samples, reducing its
ability to obtain strong intrinsic robustness guarantees.

(a) M = 1, 93.41% (b) M = 5, 87.39% (c) M = 10, 82.06%

Figure 6.3: Certified percentage with multi-sample analysis decreases as ensemble size
increases from M = 1 to M = 10 when the total dataset size is fixed at 50,000 with
K ≤ 20, s = 5.
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To systematically explore the relationship between ensemble size M and both the ac-
curacy and robustness of the model, we plot the nominal accuracy, certified accuracy,
and the mean of Rj(x

(i)) values against ensemble size in Figure 6.4. Figure 6.4(a)
shows that nominal accuracy decreases slightly but remains relatively stable as en-
semble size increases.
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(a) Nominal and Certified Accuracy (Multi-
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Figure 6.4: Trends of Nominal Accuracy, Certified Accuracy and Mean of Rj(x
(i))

with ensemble size when total dataset size is fixed at 50,000 and with parameters
K ≤ 20,M = 20, s = 2.

Impact of Certified Accuracy with M

Interestingly, certified accuracy initially decreases for M ≤ 20, then increases for
M > 20. When M ≤ K = 20, an adversary can poison all partitions in the worst
case, so as intrinsic robustness weakens, certification suffers. However, for larger
ensembles (M > 20), the adversary cannot poison all members, and thus attacks
target the weakest classifiers. In this situation, gains from increasing aggregation
margins G(x(i)) outweigh the losses from diminishing intrinsic robustness, resulting
in improved certified accuracy. It is noteworthy that in Figure 6.4(a), certified ac-
curacy only exceeds that of the single model case (M = 1) when the ensemble size
reaches as high as M ≥ 65. This highlights the effectiveness of incorporating in-
trinsic robustness information: similar certification guarantees can be achieved with
significantly smaller ensembles when intrinsic robustness is leveraged, compared to
much larger ensembles without it.

Impact of Rj(x
(i)) Values with M

As shown in Figure 6.4(b), the mean of Rj(x
(i)) values decrease with increasing M ,

eventually plateauing around ≈ 1, indicating a weakening of the intrinsic robust-
ness guarantees provided by AGT. For M ≥ 65, Rj(x

(i)) ≈ 1, suggesting that AGT
provides little to no meaningful robustness information. Consequently, the certifi-
cation bounds effectively reduce to those of a naive DPA method that lacks intrinsic
robustness information.
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Intrinsic Robustness Under Fixed Dataset Size per Member

To isolate the effect of ensemble size and the assess the effectiveness of intrinsic
robustness guarantees, we repeat the same experiments under the simplifying as-
sumption that increasing the ensemble size does not reduce the number of samples
per classifier. While this may not strictly hold in practice, it provides useful insights
in a controlled setting. Figure 6.5 illustrates how certification bounds improve as en-
semble size increases when the dataset size per ensemble member is fixed at 10,000.
The certified percentage rises from 75% to 87% and then to 89% as M increases from
1 to 5 and 10, respectively. In contrast to the earlier setting where the total dataset
size was fixed, here the amount of data available to each model does not diminish
with increasing ensemble size. As shown in Figure 6.6(b), the values of Rj(x

(i)) re-
main relatively stable when ensemble size increases, since the AGT bounds do not
degrade when each model continues to receive the same amount of training data.
Consequently, certified accuracy improves with ensemble size, as visualised in
Figure 6.6(a).

(a) M = 1, 75.32% (b) M = 5, 87.39% (c) M = 10, 88.75%

Figure 6.5: Certified percentage with multi-sample analysis increases as ensemble size
increases from M = 1 to M = 10 when the dataset size per member is fixed at 10,000
with K ≤ 20, s = 5.
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Figure 6.6: Trends of Nominal Accuracy, Certified Accuracy and Mean of Rj(x
(i)) with

ensemble size when dataset size per member is fixed at 10,000 and with parameters
K ≤ 20,M = 20, s = 2.
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Effect of s

We repeat the experiments using different values of s, which determines the inter-
val of K values at which AGT runs are performed to estimate intrinsic robustness
(Section 6.2.2). Intuitively, smaller values of s yield finer-grained robustness guar-
antees. For instance, if a model is certifiable up to K = 12, setting s = 5 results
in AGT runs at K = [5, 10, 15, 20], so the model is certified only up to K = 10. In
contrast, with s = 2, the AGT runs occur at K = [2, 4, 6, 8, 10, 12, . . . ], allowing cer-
tification up to K = 12 and thereby providing a stronger robustness guarantee than
the s = 5 case. The choice of s reflects a trade-off between robustness and com-
putational cost: smaller s values yield stronger intrinsic robustness guarantees, but
require proportionally more training time.
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Figure 6.7: Certified Accuracy with different values of s with parameters K ≤ 20,M =
20.

As shown in Figure 6.7, in both experiments, across all ensemble sizes M , smaller
values of s consistently yield higher (or at least as high) certified accuracy. In Fig-
ures 6.7(a) and 6.7(b), this effect is especially pronounced when M ≤ 20 and
M ≤ 30 respectively, aligning with our earlier observation in Figure 6.4 that cer-
tified accuracy is more sensitive to intrinsic robustness guarantees when M is small.
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6.3.4 Robustness-Accuracy Trade-off

While increasing ensemble size tends to degrade AGT bounds, this can be mitigated
by using simpler models. In light of the limitations of AGT, we explore a hybrid ap-
proach to balance accuracy and robustness. The intuition behind this is that smaller
models trained with AGT contribute intrinsic robustness information, whereas the
normally trained classifiers, which can have more expressive architectures, help
maintain the ensemble accuracy.

Out of M classifiers, only a fraction f are trained with AGT and use simple MLPs
with a single linear layer. The remaining (1 − f)M classifiers follow the standard
DPA training procedure and use more expressive MLPs with three linear layers. In
this setup, we fix M = 20, s = 5 and set K ≤ 20.

As shown in Figure 6.8, decreasing f leads to higher nominal accuracy but lower
certified percentage. Repeating the experiment using FA instead of DPA as the ag-
gregation mechanism produces the same trend, though with significantly tighter
certification bounds.
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Figure 6.8: We run DPA and FA with varying fractions f of models trained with AGT, de-
creasing from left to right, with K ≤ 20 in all cases. In both figures, from left to right on
the top row, we observe that the decision boundary becomes closer to the ground truth,
but the uncertified (white) region increases. The corresponding nominal accuracies and
certified percentages (multi-sample) are plotted in the second row of each figure. We
observe that the nominal accuracies increase and certified percentages decrease as f de-
creases.
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6.4 Discussion

In this chapter, we first showed that multi-sample analysis improves AGT ensemble
bounds. Using these improved bounds, we demonstrated that intrinsic robustness
offers substantial potential gains. The ability to obtain tight certification bounds
with smaller ensemble sizes by leveraging intrinsic robustness highlights a promising
direction for reducing training cost and improving scalability in future research.

We investigated the effect of ensemble size M on certification bounds, showing in
Figures 6.5 and 6.6 that bounds improve as M increases, provided each partition’s
size remains constant. This highlights the strength of intrinsic robustness guaran-
tees when batch size limitations, like those in AGT, are absent. Notably, intrinsic
robustness methods like DP-based approaches [12] do not suffer from batch size
constraints and represent a promising direction for future work, where, similar to
DPA, increasing ensemble size could yield further improvements.

In Section 6.3.3, we observed that ensembles with smaller ensemble sizes are more
sensitive to intrinsic robustness guarantees, as shown by the variation in certified
accuracy with Rj(x

(i)) and s in Figures 6.4, 6.6 and 6.7. This indicates that im-
provements in intrinsic robustness can have a disproportionately large impact on the
certified robustness of smaller ensembles. Enhancing intrinsic robustness guaran-
tees could therefore enable comparably tight certification bounds while using much
smaller ensemble sizes. This is an important insight given the accuracy–robustness
trade-off in ensemble methods, where reducing M can help preserve higher nominal
accuracy.

Finally, acknowledging the inherent trade-off between robustness and accuracy found
in intrinsic robustness approaches such as AGT [10] and DP-based methods [12], we
propose a novel hybrid strategy to better balance this trade-off. While AGT currently
scales only to simpler datasets like half-moons, the strong performance observed
suggests this may be a promising direction for future research. Furthermore, the in-
herent diversity of models in the hybrid strategy may enhance ensemble robustness
since adversarially poisoned points affect each model differently. This aspect could
be a valuable direction for future investigation.
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Chapter 7

Conclusion

The aim of this thesis was to advance the state of the art in certified defenses against
data poisoning by extending existing ensemble-based methods. We explored two
orthogonal yet complementary directions for certification: aggregation-based de-
fenses (such as DPA, FA and ROE) and model-level intrinsic robustness techniques
based on bound propagation, such as AGT. To unify these approaches, we proposed
a novel and principled framework that formulates the adversary’s optimal strategy
as a Mixed-Integer Linear Program (MILP), enabling the computation of tight multi-
sample certificates that overcome a key limitation of prior works that rely on overly
conservative per-sample bounds.

Our MILP-based approach flexibly supports a wide range of aggregation mecha-
nisms and integrates model-level certified robustness into a single unified formu-
lation. This generality allows it to subsume existing methods and go beyond their
limitations. Empirical results on standard benchmarks demonstrate that our frame-
work achieves substantial improvements—certifying up to 14% more predictions
than prior state-of-the-art methods on CIFAR-10. Furthermore, the framework re-
mains effective under practical constraints on adversarial budgets and batch sizes,
highlighting its robustness and scalability in real-world settings.

In the final part of the thesis, we explored how intrinsic robustness, specifically
through AGT, can be incorporated into our MILP formulation. While AGT provides
meaningful robustness guarantees, we identified key limitations, such as its sensitiv-
ity to model complexity and batch size. Nonetheless, our analysis shows that intrin-
sic robustness holds great potential when paired with ensemble-based certification.
This motivates future research into more scalable and effective intrinsic certification
methods that can be tightly integrated with aggregation-based frameworks.

Overall, this work lays a strong foundation for developing more robust, scalable, and
certifiable ensemble defenses against data poisoning. By integrating aggregation-
based strategies with intrinsic robustness techniques, this work highlights a promis-
ing direction for advancing certified defenses and lays the groundwork for future
improvements in robustness certification against data poisoning. We hope this paves
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the way toward a new generation of certifiably robust training pipelines grounded
in optimal, principled analysis.

7.1 Future Work

7.1.1 Other Intrinsic Robustness Certification Methods

In our experiments, we only explore AGT as a certification method for intrinsic ro-
bustness. Future work may explore other methods such as differential-privacy based
models [12, 14], randomised smoothing [9] and influence function-based methods
[68]. These alternatives could potentially address some of the limitations inherent
to AGT. Additionally, as current work is already underway to improve the scalability
of AGT, further efforts in this direction could make it more broadly applicable to
larger datasets and complex architectures.

7.1.2 Other Machine Learning Architectures and Settings

A natural extension is to investigate how the proposed certification bounds apply to
other model classes and learning paradigms, such as large language models or rein-
forcement learning agents. These alternative settings introduce distinct challenges
and adversarial objectives, which may require adapting the certification framework
to accommodate different threat models and training dynamics. Further work could
even extend these bounds to adaptive adversaries where attackers obtain informa-
tion about the learning algorithm and adapt their poisoning strategies accordingly,
as discussed in Bose et al. [11].

7.1.3 Hybrid Ensemble Strategies for Tighter Certification Bounds

In Chapter 6, we proposed a hybrid ensemble certification method that aims to bal-
ance robustness and accuracy by mixing robustly trained and standard classifiers
within an ensemble. This design allows the ensemble to benefit from intrinsic robust-
ness while maintaining strong nominal accuracy. A key advantage of this approach
is that the adversary cannot easily determine which models have been trained with
robustness guarantees, introducing uncertainty that weakens targeted attacks. Fu-
ture work can dive deeper into this robustness-accuracy trade-off, exploring how
to optimally allocate model capacity or training strategies across ensemble mem-
bers to further tighten certification bounds in practical settings. Additionally, the
diversity among models in the hybrid ensemble may itself improve robustness, as
adversarially poisoned points impact each model differently, making this an impor-
tant direction for future research.
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Chapter 8

Declarations

8.1 Use of Generative AI

I acknowledge the use of ChatGPT (version: GPT-4o, by OpenAI, https://chat.
openai.com/) to assist with providing language suggestions and proofreading sup-
port for improved clarity. I confirm that no content generated by AI has been pre-
sented as my own work.

8.2 Ethical Considerations

Our experiments are conducted on publicly available datasets (CIFAR-10, GTSRB
and MNIST), and do not involve any private or sensitive data. We do not engage with
real-world deployment or personal user data, and no human subjects are involved.
This mitigates any direct negative societal impacts of the publication of numerical
results.

Indirect negative societal impacts are always possible when works publish security
protocols, as publicly improving defenses reveals defense strategies to adversaries
who may leverage them to effect negative outcomes. Given that this work focuses
particularly on provably robust defenses, we argue this work has very limited poten-
tial for negative societal impacts.

8.3 Sustainability

All experiments were conducted using two NVIDIA L40 GPUs. To promote computa-
tional efficiency and limit energy consumption, each MILP solve was restricted to a
maximum time of 30 minutes per batch. This time limit was set to balance thorough-
ness with practical resource usage, avoiding excessively long runs that yield dimin-
ishing returns. Instead of performing exhaustive grid searches over hyperparame-
ters such as ensemble size and perturbation budget, values were selected iteratively
by running individual experiments and observing their effects before proceeding.
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8.4. AVAILABILITY OF DATA AND MATERIALS Chapter 8. Declarations

By enforcing these constraints and utilising shared GPU resources, the experiments
aimed to maintain reasonable energy use while achieving reliable results. Although
the scope of sustainability measures is limited, these practices reflect an effort to
manage computational resources responsibly.

8.4 Availability of Data and Materials

The code for this thesis can be found in this public repository: https://github.

com/S-Pei/multi-sample-certification.
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Appendix A

Experimental Variance

Table A.1: Average certified accuracy of 1 batch over 3 runs of DPA, DPA+ROE, FA and
FA+ROE on CIFAR-10 with M = 50. The certified accuracies are reported as (mean ±
std). (The batch sizes used are consistent with those reported in Table 5.1.)

method d avg certified accuracy (± std)

K ≤ 3 K ≤ 5 K ≤ 10 K ≤ 20

DPA 66.30%(±0.29%) 64.00%(±0.29%) 53.35%(±0.98%) 21.50%(±0.41%)

DPA+ROE 67.20%(±0.22%) 64.87%(±0.12%) 53.75%(±0.74%) 29.17%(±1.03%)

FA
16

69.67%(±0.47%) 67.67%(±0.47%) 68.33%(±1.18%) 10.00%(±0.00%)

FA+ROE 70.00%(±0.00%) 69.00%(±0.00%) 72.50%(±0.00%) 16.67%(±4.71%)

Table A.2: Average certified accuracy of 1 batch over 3 runs of DPA, DPA+ROE, FA and
FA+ROE on GTSRB with M = 50. The certified accuracies are reported as (mean ± std).
(The batch sizes used are consistent with those reported in Table 5.1.)

method d avg certified accuracy (± std)

K ≤ 5 K ≤ 10 K ≤ 15 K ≤ 20

DPA 85.22%(±0.22%) 79.00%(±0.45%) 69.42%(±0.59%) 51.07%(±0.82%)

DPA+ROE 85.08%(±0.17%) 79.87%(±0.42%) 71.58%(±0.24%) 55.47%(±0.50%)

FA
16

88.33%(±0.47%) 76.00%(±0.00%) 70.67%(±1.89%) 60.00%(±0.00%)

FA+ROE 89.33%(±0.47%) 75.33%(±0.94%) 72.00%(±0.00%) 80.00%(±0.00%)

Table A.3: Average certified accuracy of 1 batch over 3 runs of DPA and DPA+ROE on
MNIST with M = 1200. The certified accuracies are reported as (mean ± std). (The
batch sizes used are consistent with those reported in Table 5.1.)

method avg certified accuracy (± std)

K ≤ 100 K ≤ 200 K ≤ 300 K ≤ 500

DPA 93.00%(±0.00%) 86.50%(±0.00%) 81.00%(±0.00%) 33.67%(±1.25%)

DPA+ROE 92.83%(±0.24%) 86.50%(±0.00%) 82.17%(±0.24%) 43.33%(±0.94%)
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