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Abstract

Verifying multi-agent systems is essential to ensure their correctness and safety. Formal verification
techniques such as model checking are effective tools for this purpose, especially when combined
with logics like ATL* that can express strategic reasoning among agents. While multi-agent systems
are often modelled using infinite traces to capture ongoing interactions, many scenarios naturally
lend themselves to finite-trace modelling where executions terminate after a finite number of steps.
In such cases, model checking can avoid the complexities of w-automata and instead use finite au-
tomata, yielding simpler algorithms.

This project proposes a novel symbolic algorithm for finite-trace verification of ATL*, and imple-
ments this along with the explicit-state algorithm introduced by Belardinelli et al. For infinite traces,
we design and implement two hybrid algorithms for ATL* model checking over infinite traces: one
based on the classical nondeterministic Rabin tree automata (NRTA) construction, and another by
a novel symbolic reduction to parity games. We evaluate these algorithms using a synthetic bench-
mark. Our results demonstrate that the symbolic approach significantly outperforms the explicit-
state representation, highlighting the advantages of symbolic techniques in mitigating the state
explosion problem. Furthermore, we find that the NRTA-based approach incurs substantial com-
putational overhead, making it impractical for large systems. In contrast, our parity-game-based
algorithm offers a more scalable and efficient solution for infinite-trace verification, also outper-
forming MCMAS’ SL[1G] model checker.

These results confirm that finite-trace model checking yields substantial performance benefits over
infinite-trace verification, and provide a comprehensive toolset for verifying multi-agent systems
with ATL*.
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Chapter 1

Introduction

1.1 Problem Statement

Ensuring the safety and reliability of artificial intelligence (AI) systems is a critical challenge, par-
ticularly as AI becomes increasingly integrated into high-stakes applications. While traditional ap-
proaches - such as peer reviews and automatic testing - remain the standard techniques for soft-
ware verification ([4], [9]), their limitations have become more evident in the context of advanced
Al frameworks, like large language models (LLMs). Despite extensive pre-deployment testing,
LLMs can still produce unsafe content that bypasses their safety mechanisms through sophisticated
prompt engineering techniques, such as “jailbreak” attacks [2]. This highlights a critical gap: while
empirical testing may identify known vulnerabilities, it often fails to anticipate novel adversarial
techniques. As Al systems become more advanced and are deployed in dynamic environments,
formal methods of verification have gained increasing traction in software verification, due to the
mathematically rigorous methods they offer to ensure safety and reliability of the systems.

1.2 Proposed Solution/Methodology

Formal verification techniques provide a rigorous framework for ensuring system reliability. Among
these, model checking has emerged as a robust approach, enabling the exhaustive exploration of
all possible system states to verify the validity of specified properties [4]. At the heart of formal
verification are three essential components as defined by Mcmillan [56]: a formal model of the
system, a specification language to express desired properties, and an algorithmic methodology for
verifying these properties.

Central to model checking is the use of temporal logics as specification languages, such as Linear
Temporal Logic (LTL), Computation Tree Logic (CTL), or Alternating-Time Temporal Logic (ATL).
Each variant offers unique capabilities for reasoning about system behaviours over time, with ATL
incorporating strategic reasoning, enabling the verification of what components of a system can
individually or collectively achieve under specific strategies - a key focus of this work.

For decades, formal verification techniques - such as model checking - have been instrumental in
verifying concurrent systems like cache coherency protocols, which face challenges similar to those
of Al systems, including complex interactions and nondeterministic behaviour ([4]; [44]). Building
on their success, these techniques offer a rigorous approach to ensuring safety in Al environments,
particularly for multi-agent systems (MAS).
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MAS consist of autonomous agents that interact and collaborate to achieve shared or individual
goals [30]. Their decentralised decision-making and strategic interactions make them ideal can-
didates for formal verification, using logics like ATL. To give a real example, Nam and Kil [59]
demonstrated how ATL model checking can verify the correctness of blockchain smart contracts,
which are inherently multi-agent systems. ATL enabled the detection of vulnerabilities, such as the
DAO (Decentralised Autonomous Organisation) attack, which exploited a re-entrancy flaw in the
contract code. This vulnerability allowed recursive withdrawals, leading to the theft of approxi-
mately $50 million worth of Ether [68]. This underscores once again the critical role of temporal
logics in ensuring correctness in systems with strategic interactions.

In addition to a specification language, model checkers require a formal model of the system to
be verified. Traditionally, system behaviours in model checking have been modelled as infinite
interactions with the environment, reflecting the nature of reactive systems that continuously re-
spond to inputs over an unbounded timeline [41]. While this accurately represents domains such
as operating systems or network protocols where ongoing behaviour is critical, many other domains
naturally exhibit finite behaviours, with executions that terminate upon achieving a specific out-
come.

Adopting finite executions for modelling these systems not only provides a more intuitive repre-
sentation, but also addresses significant computational challenges associated with infinite traces.
For instance, model checking properties over infinite traces requires Biichi automata complementa-
tion, which has a lower bound blowup of n! [71]. In contrast, modelling over finite traces allows
the use of automata over finite words, significantly simplifying the algorithms involved in the model
checking procedure [7].

Temporal logic over finite traces provides a powerful framework for expressing properties in
planning problems, where the goal is to generate sequences of actions that transition a system from
an initial state to a desired goal state [35]. Camacho et al. demonstrated the advantages of using
Linear Temporal Logic over finite traces (LTL;) in nondeterministic planning tasks, such as robot
navigation or task scheduling, offering a concise and computationally efficient way to handle finite
episodes [15]. In business process management, temporal logics like LTL facilitate the specification
and monitoring of compliance with high-level meta-constraints, such as regulatory requirements or
operational deadlines [37]. Similarly, in automated negotiation protocols, which require agents
to interact and reach agreements within finite interactions [48], temporal logic over finite traces
provides a formal framework for specifying rules, for instance ensuring that counteroffers are made
within a bounded number of steps. These applications illustrate the versatility and computational
efficiency of temporal logics over finite traces in addressing temporally extended behaviours across
a range of domains characterised by finite executions.

Building on these insights, the goal of this project is to define and develop efficient model checking
algorithms for ATL*, a more expressive variant of ATL, over both finite and infinite traces, recognis-
ing that many real-world systems exhibit behaviours best captured by either semantics, depending
on the application domain. By supporting both semantics, the project aims to provide a unified
framework for the verification of strategic reasoning under different execution models and to assess
their practical differences in terms of computational performance.
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1.3 Contributions

This project aims to advance the state of the art in formal verification for multi-agent systems by
developing, adapting and evaluating model checking algorithms for both finite- and infinite-trace
variants of ATL*. The core contributions of this work are:

1. Symbolic Algorithm and implementation for ATL}; model checking: We present a novel symbolic
model checking algorithm for the ATL} logic in Chapter 3, building on the theoretical foun-
dations proposed in [7]. The symbolic formulation developed here includes several design
choices that differ substantially from the theoretical presentation and enable scalable imple-
mentation. This is followed by a complete implementation of both the explicit and symbolic
versions, comprising the first working tools for verifying ATL* over finite traces.

2. Hybrid symbolic-explicit model checking algorithms for ATL* over infinite traces: Two new algo-
rithmic approaches for verifying ATL* over infinite traces are presented in Chapter 4. The first
is based on a hybrid construction of Rabin tree automata and a symbolic CGS execution tree.
The second develops a novel ATL*-specific symbolic reduction to parity games.

3. Modelling of a strategic cybersecurity scenario: In Chapter 6, a concrete attacker-defenders
multi-agent system is modelled to demonstrate the applicability of the symbolic ATL} model
checker to realistic verification tasks.

4. Comparative analysis of finite vs. infinite-trace verification: The project empirically investigates
the practical performance trade-offs between finite- and infinite-trace ATL* model checking,
as well as between different algorithms in both domains. The results of these evaluations are
presented in Chapters 5 and 7.

These algorithms are integrated into the final product of this project: a C++ model checking tool
that supports both finite and infinite-trace verification of ATL*. Users can provide a system specifi-
cation and select among the implemented algorithms to verify the property. This tool encapsulates
the project’s theoretical and practical contributions, offering a flexible and scalable solution for
verifying strategic properties in multi-agent systems.




Chapter 2

Background

To provide the necessary context for understanding the development and application of the ATL*
model checking algorithms, this background section introduces the foundational concepts under-
pinning the methodology. We begin with the introduction of alternating-time temporal logic (ATL)
with its syntax and semantics over concurrent game structures (CGSs), followed by an overview of
automata theory as a tool for representing system models and specifications expressed in temporal
logic. This leads into a general discussion of model checking, including its challenges - most no-
tably the state explosion problem - and strategies for their mitigation. Finally, we give an overview
of state-of-the-art model checkers which highlights the current landscape and provide the complex-
ity results for the model checking problem for several relevant logics.

2.1 Alternating-Time Temporal Logic

The origins of temporal logics can be traced back to philosophical inquiries into the nature of time
and its relationship with truth. Aristotle’s famous “sea battle” paradox, which questions whether
statements about future events (e.g. “There will be a sea battle tomorrow”) are currently true or
false, inspired centuries of debate on the interplay between time and determinism. In the mid-20th
century, Arthur Prior formalised these ideas through tense logic, a precursor to modern temporal
logics, emphasising the relationship between propositions and their temporal contexts [38], [12].
Initially developed to reason about natural language, temporal logics were later adapted for compu-
tational systems, providing a powerful framework for specifying and verifying system behaviours.
Today, they play a pivotal role in system verification, enabling rigorous analysis of critical properties
such as safety (“nothing bad ever happens”) and liveness (“something good eventually happens”)
across domains ranging from hardware design to distributed systems and multi-agent interactions

[4].

Linear Temporal Logic (LTL), Computation Tree Logic (CTL), and Alternating-Time Temporal Logic
(ATL) are three widely used variants. While LTL focuses on reasoning along linear sequences of
events, making it well-suited for properties like “event B must eventually follow event A’, CTL ex-
tends this by reasoning over branching time structures, allowing properties to be expressed across
multiple possible futures.

Alternating-Time Temporal Logic (ATL), introduced by Alur, Henzinger, and Kupferman, extends
traditional temporal logics like LTL and CTL by enabling reasoning about the strategic abilities of
agents or coalitions in open systems. While CTL allows existential (3) and universal (V) quantifica-
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tion over possible paths in a computation tree, ATL introduces strategic quantifiers ({(4))) to express
whether a coalition of agents has a strategy to achieve a desired outcome, regardless of the actions
of other agents. ATL*, a more expressive extension of ATL, allows the nesting of both strategic
and temporal operators, so it can express more complex properties than ATL [1]. Interpreted over
Concurrent Game Structures (CGS), ATL* is particularly powerful for modelling and verifying
multi-agent systems, where outcomes are determined by the interactions of multiple agents.

2.1.1 ATL and ATL* Syntax

We now state the syntax for the language ATL* and its fragment ATL as introduced in [1]. Let P
be the set of atomic propositions and Ag the set of agents. ATL* formulas are the set of state (¢)
formulas, which are built using path formulas (¢)) with Boolean operators and strategic quantifiers.

@ n=true|p| @ |p1 A g2 | (A)Y

Y= | [ Arba [ Xeh |91 Uthe
where p € P and A C Ag.
The temporal operators X (next) and U (until) are interpreted as follows:
* X¢p: o holds in the next state.
* 1 Upa: o holds at some future state, and ¢; holds at all states up to that point.

Other propositional operators, such as false, V (or), — (implies), and <+ (double implication), can
be derived in the conventional manner from the core operators true, A, and —. Additional temporal
operators are also derivable from X and U:

* Fy (finally): ¢ holds at some point in the future. Fp = trueUyp
* Gy (globally): ¢ holds now and at every future moment. Gy = —F—¢

For simplicity, this report includes these derived operators in the syntax.

The strategic quantifier ((A))y (“the agents in A can enforce”), means that the agents in A can
collaborate with each other to achieve a joint strategy such that, no matter what the other agents
do, the property 1) will hold. We introduce its dual strategic quantifier [A]y ::= —{(A4)— (“no
matter what the agents in A do”), meaning that the agents in A cannot cooperate to avoid ).

The syntax of the ATL* fragment ATL changes the path formulas to avoid nesting Boolean con-
nected with strategic quantifiers. ATL is strictly less expressive than ATL*. Consider the following
property, “The defenders (D, D) have a strategy to ensure that it is always possible for the system
to eventually reach a safe state”. This can be expressed in ATL* as

(D1, D2)) GFSafe

However, it is impossible to express this property in ATL because the formula requires a nesting of
the temporal operators which ATL does not support.
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Linear Temporal Logic

Linear-Time Temporal Logic (LTL) was introduced by Amir Pnueli in [61] as a formalism for rea-
soning about the temporal behaviour of reactive systems. In the context of ATL, LTL can be seen as
a special case where the system consists of a single agent, and reasoning is confined to linear paths
rather than branching strategies. The syntax of LTL formulas, as defined in standard references
[61], [4], is presented below.

(p:::true\golA(pg]—'SO\XSO|<P1U<P2

where p € P represents an atomic proposition from the set of atomic propositions P.

While LTL was originally developed over infinite traces for systems with unbounded executions,
its semantics over finite traces was proposed in [26] to apply it in verification for systems with fixed
execution lengths.

2.1.2 Concurrent Game Structures

Linear-Time Temporal Logic (LTL) and Computation Tree Logic (CTL) are typically interpreted over
Kripke structures, which model the system being verified as a closed entity where all transitions are
determined by the state of the system. However, this framework is insufficient for open systems,
where the system interacts with the environment or other agents, and its behaviour is influenced
by the choices of these external actors [1]. To address this limitation, Alur et al. introduced Con-
current Game Structures (CGS) as a generalisation of Kripke structures. CGS model the system
as a multi-agent framework, where the next state is determined by the joint actions of all agents
operating concurrently, rather than a predefined global transition, making them particularly suited
for reasoning about strategic interactions in open systems.

We now give the formal definition of a CGS following [1].

Definition of a CGS
Definition 1. A Concurrent Game Structure is a tuple G = (Ag, P, Actacag, S, 50, 0, \) where:
* Ay is the finite non-empty set of agents
* P is the finite non-empty set of atomic propositions
* Act, is the finite non-empty set of actions for each agent a € Ag
» S is the finite non-empty set of states, and sy € S is the initial state of the system

e §: S x Jact — S is the transition function where the set of joint actions Jact is defined as
Jact = [], ¢ a4 Acto where each member of Jact is a tuple with one action per agent

e \: S — 2 is the labelling function that assigns to each state s the set of propositional atoms
that are true in s.

To model check ATL} we extend this definition with a set of final states F' C S to identify terminat-
ing executions, as in [7].
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Following [7], we define the following concepts related to CGS on both finite and infinite sys-
tems, but only considering perfect recall systems.

A history is a finite sequence of states 7 = w(1)7(2)...7(n), where each 7 (i) satisfies the
transition function §. Formally, for every i < n there exists a joint action J € Jact such that:
d(m(i),J) = w(i+ 1). An infinite run is an infinite such sequence. In the finite-trace setting, we
additionally define a path as a history ending in a final state 7(n) € F. The set of all histories and
runs are defined as Hist and Run respectively.

A strategy for an agent « is a function o, : Hist — Act,, mapping histories to actions. In infinite-
trace settings, strategies are similarly defined over prefixes of runs. A strategy is considered to have
perfect recall if the action selected depends on the entire history/path and not just on the current
state. The set of all perfect recall strategies is denoted as ) (G).

A joint strategy 04 : A — ) 5 (G) is a function that associates to a subset A of the agents of
the system a set of strategies, one for each agent.

For a state s € S, the finite (resp. infinite) outcome of a joint strategy o4 from s, denoted
outy (s,04) (resp. outs(s,04)), is the set of finite paths (resp. runs) = consistent with s and
oa. A path (resp. run) is consistent if

e (1) =s

* For every i < length (), there exists a joint action J € Jact such that 7 (i + 1) = § (7w (¢) , J)
and J(a) = oa(a)(n<;) for each agent a.

Intrusion Detection Scenario as a CGS

To illustrate the concepts of CGSs, we model a simple intrusion detection system involving two
agents: a defender (D) and an attacker (A). The attacker attempts to compromise the system, and
the defender may scan or remain idle. The CGS G = (Ag, P,{Act.}, S, so, F,d,\) is defined as
follows:

* Ag={D, A}, P = {Compromised,Detected}

* Actp = {Scan, Idle}, Act4 = {Exploit,Wait}

* States: S = {so, s1, S2, s3}, with s as initial and F' = {s2, s3}

Labelling: A(s2) = {Compromised}, A(s3) = {Detected}, A(sg) = A(s1) =0

The transition function § is defined in Table 2.1:

State | Joint Action (Actp, Act4) | Next State
S0 (Idle, Exploit) s1
S0 (Scan, Exploit) s3
S0 (Idle, Wait) S0
s1 (Idle, Wait) $9
s1 (Scan, Wait) 83

Table 2.1: Transition function § for the intrusion detection CGS.
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Example histories and paths include: m; = sys1s2 representing a successful compromise, and 7o =
s0s3 showing immediate detection.

2.1.3 ATL* Semantics

The syntax of ATL} is identical to that of ATL*, but their semantics differ due to the distinction
between finite and infinite traces. Following [7], we define a parameterised semantics using x €
{00, f} to denote infinite and finite trace interpretations, respectively.

1. State formulas ¢: (G,s) =, ¢ denotes that ¢ holds at state s € S in CGS G, which is
extended with final states if x = f.

2. Path formulas ¢: (G, 7) =, ¢ denotes that ¢) holds along a trace 7, where = € Run if x = oo,
and 7w € Path if x = f.

Let 7>; denote the suffix of r starting at index ¢. The semantics are defined recursively as follows:

(G.s) Fap < pEAS)
(G7 S) ’::L“ P = (G’ S) %x ¥
(G,s) Fa ¢ = (G,s) e pand (G 5) o ¢f
(G, s) E» (A)Y <= there exists a joint strategy o4 € X r(G) such that
for all 7 € out,(s,04), (G, 7) =z ¢

(G,7) |z ¢ = (G,m(0) Fa ¢
(G,7) e 2 = (G,7) Fa ¥
(G,7) Fz Y1 N = (G, 7) |=¢ 01 and (G, 7) =5 Y2
(G,7) Ex X¢p <= |n| > 1and (G,7>1) =z ¢
(G,m) = 1 Uy <= there exists j < || such that (G, 7>;) = ¥,

and for all 0 < k < j, (G, 7>) 2 1

We write G |=, ¢ as shorthand for (G, so) =, ¢, Where s is the initial state of G.

2.1.4 ATL* over Finite Traces in Intrusion Detection

To illustrate the semantics of ATL}, we revisit the intrusion detection scenario from Section 2.1.2.
Consider the formula:

((A)) F Compromised

This states that the attacker A has a strategy to ensure that the system is eventually compromised
on all finite executions consistent with that strategy.

In the CGS, if the defender D remains idle in sy and A chooses to Exploit, the system reaches
s1. Then, if A waits again and D continues to idle, the system transitions to s, where Compromised
holds. Thus, there exists a strategy for A leading to compromise, and the formula is satisfied.

This example illustrates how ATL} captures strategic reasoning over finite executions, and how
system outcomes depend on the interplay between agent strategies.

9
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2.2 Automata Theory

Automata play a central role in model checking, offering a formal mechanism for representing sys-
tem behaviours and verifying temporal logic properties. By capturing properties as languages over
words, automata enable the translation of logic specifications into computational models. These
techniques form the basis of many model checking algorithms for verifying both finite and infinite-
state systems. The concepts introduced here follow the explanations in ([4], [46]).

2.2.1 Automata on Finite Words
Definition 2. A nondeterministic finite automaton (NFA) is a tuple A = (Q, %, §, Qo, F') where
* () is a finite set of states

* Y is an alphabet, i.e. a finite set of symbols

e §:Q x X — 29 is a transition functions which determines from the current state and an input
symbol what are the possible next states of the system

* Qo C Q is a set of initial states
* F C Q is a set of final states

Definition 3. Let w be a finite word w = A; ... A,, € ¥* and A an NFA as defined in Definition 2. A
run for w in A is a finite sequence of states qoq - . . ¢, such that

* o € Qo (the run starts in an initial state)

® gi+1 € (5(6]2',141' + 1)forall 0<i1<n
A run q is accepting if it ends in a final state, i.e. if q, € F. A finite word w is accepting if any of the
runs for w in A are accepting.
The accepted language of an NFA A, L(A) is the set of all finite words w that are accepted by A.

NFAs are nondeterministic since for every word there may be more than one possible run. In
contrast, a deterministic finite automaton (DFA) has one unique run for each input word.

Definition 4. A deterministic finite automaton is a tuple A = (Q, X%, J, qo, F') where the symbols are
defined in the same way as for an NFA but with the following changes

* (o is the single, unique initial state
* |5(q,A)| <1 forallstates q and input symbols A
A DFA is considered total if |0 (¢, A)| = 1 for all states ¢ and input symbols A.

NFAs and DFAs are equivalent in expressive power, meaning they both recognise the class of regu-
lar languages. We can obtain an equivalent DFA from an NFA through the powerset construction
which has a worst-case complexity of O (2" - |3]) [63].

Given a DFA, the process of minimisation produces an equivalent DFA with the minimal num-
ber of states. The minimisation algorithm operates in O (NlogN) time for a DFA with N states
[45].
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2.2.2 Automata on Infinite Words

While finite automata accept finite words and recognise the class of regular languages, certain
systems require the representation of infinite behaviours, such as those in reactive systems. To
address this, automata on infinite words, or w-automata, are used. The simplest variant is the
nondeterministic Biichi automaton (NBA), which accepts the class of w-regular languages and forms
the foundation for verifying properties of infinite-state systems.

Definition 5. A nondeterministic Biichi automaton (NBA) is a tuple A = (Q, X%, §, Qo, F') with the
same syntax and interpretation of the symbols as an NFA (see Definition 2).

Definition 6. A run for o = Ag, A1,... € X¥ denotes an infinite sequence of states in () such that
qo € Qo and consecutive states are related through the transition relation 6. A run o is accepting if
q; € F for infinitely many indices i € N. This is known as the Biichi acceptance condition. The
accepted language of an NBA, denoted L (A), is the set of all w-words o where there exists one accepting
run for o.

It is worth noting that while Deterministic Blichi Automata exist, they have a lower expressive
power than their nondeterministic counterparts. This is not the case with Deterministic Rabin or
Parity Automata.

Biichi automata are essential in the automata-theoretic approach to model checking, particularly
for verifying LTL formulas over infinite traces. The process as presented in [73] involves construct-
ing a Biichi automaton that represents the behaviours satisfying the LTL formula, which is at most
exponential in the size of the formula [4]. To obtain an automaton that represents the violating
behaviours of the formula, the Biichi Complement is performed. This automaton is combined with
the system model into a product automaton, whose emptiness is checked to determine whether
the formula holds. If the product automaton’s language is empty, the system satisfies the formula;
otherwise a counter example exists. Efficient algorithms for the emptiness check are described in
[24], [72].

We also have other types of acceptance conditions. Here we present the Rabin and Parity con-
ditions, which are all equally expressive and recognize the class of w-regular languages.

A Rabin acceptance condition is a set F' = {(G1,Bi),...,(Gn, By)} where each B;,G; C S. A
run o is accepting if

i e N1 <i<nA(Inf(e) N F; =0) A (Inf(o) N G; # 0)

Parity acceptance is a special type of Rabin acceptance where the accepting pairs can be ordered
with respect to set inclusion. A parity acceptance is a set F' = {P;, P,,..., P,} where each P, C S,
and a run is accepting if
min P; NInf(o) # 0
7

is odd. This is considered a min-odd parity condition; other types exist such as max-odd or min-
even. We will use these different types of acceptance conditions in the ATL* over infinite traces
model checking algorithms, since their different structures give rise to different algorithms.

2.2.3 Alternating Automata

Alternating Automata generalise nondeterministic automata by allowing transitions to be expressed
as positive Boolean formulas over successor states. This expressiveness enables both existential and

11
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universal branching within the same model, making them especially suitable for symbolic automata
constructions and LTL-to-automata translations. We follow the general framework in [18, 72] and
define alternating automata over words in a way that encompasses both finite and infinite trace
semantics.

Definition 7. An Alternating Automaton over words is a tuple A = (Q, %, 6, qo, F), where:

* () is a finite set of states,
e Y is the input alphabet,
* ¢o € Q is the initial state,

* §:Q x X — BY(Q) is the transition function, mapping a state and input symbol to a positive
Boolean formula over @),

e Fis an acceptance condition over infinite or finite branches

Runs. A run of A on aword w = agaias... € X* UX¥ is a rooted tree where:
* Each node at depth i is labelled by a state in (Q and corresponds to the symbol a; in the input
word.

* The children of a node labelled ¢ at depth i are determined by the satisfaction of the Boolean
formula 0(q, a;). For instance, if 6(q,a;) = q1 A (g2 V ¢3), the run must branch to satisfy this
structure.

Acceptance. The acceptance condition F determines whether a run is accepting:

* For finite traces, F = F' C @), and a run is accepting if all leaves are in F.

* For infinite traces, 7 may be a Biichi, Rabin, or parity condition. Each branch of the run must
satisfy the condition individually.

A word is accepted if there exists a run tree rooted at gy where all branches satisfy the acceptance
condition.

Definition 8 ([58]). An alternating automaton A = (Q, 3, 0, qo, F') is a Weak Alternating Automa-
ton (WAA) if:

* The state set () is partitioned into disjoint subsets, such that each Q); is either:

— Accepting: Q); C F, or
- Rejecting: Q; N F =10

* There exists a partial order < over the set of partitions {Q;} such that for any ¢ € Qi and ¢’ € Q;
where ¢' appears ind(q, a), it holds that Q; < Q,

This means that every run of the automaton eventually remains in a single partition Q;, and the run is
accepting if and only if this partition is accepting.

12
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Translation of LTL; formulas to NFA through Alternating Automata

In [26], an efficient algorithm is presented for the conversion of LTL over finite traces (LTL;) into
alternating finite automata (AFA). First the LTL; formula is translated into a more expressive logic,
Linear Dynamic Logic over finite traces. (LDLs). This process can be done in linear time.

Then, the LDL; formula is converted into negation normal form (NNF). The resulting formula ¢
is used to construct an AFA that accepts the language of ¢. The number of states in A, is linear in
the size of ¢.

Theorem 1 (Complexity of LTL; to AFA Translation, [26]). The translation of LTLy to AFA is linear
in time and space with respect to the size of the input formula.

Then in [27], the existence of an alternating finite automaton for an LTL; formula is used to present
an algorithm for the translation of LTL; formulas into NFA.

Theorem 2 (Complexity of LTL; to NFA Translation, [27]). The overall translation from an LTL;
formula ¢ to an NFA A, formula such that 7 = ¢ iff 7 € L (A,) is exponential in time and the size
of the states in A, is at most exponential in the size of the original formula.

2.2.4 Automata on Infinite Trees

Automata on trees generalise word automata to tree-shaped inputs and are central to automata-
theoretic model checking of branching-time and strategy logics, such as ATL*. In particular, Buchi
Tree Automata are used to characterise the set of strategy trees for a coalition of agents.

We focus here on nondeterministic automata over infinite, full d-ary trees labelled over an input
alphabet ¥, following the classical framework in [72, 1].

Definition 9. A d-ary tree over an alphabet ¥ is a function t : D* — %, where D = {0,1,...,d — 1}
and D* is the set of all finite sequences over D. The domain of the tree corresponds to the nodes, with
the root at the empty sequence ¢, and each node v € D* has d children at positions v - i for i € D.

Definition 10. A nondeterministic tree automaton over d-ary trees is a tuple A = (Q, X%, 4, qo, F),
where:

* () is a finite set of states,

* X is the input alphabet,

* qo € Q is the initial state,

e §:Q x X — Q% is the transition function, mapping a state and input symbol to a set of d-tuples
of successor states,

* Fis an acceptance condition over infinite branches (e.g., Biichi, Rabin, parity).
Arunof Aonatreet: D* — Y isatreer: D* — () such that:

* r(e) = qo,

e Forallv € D*, if r(v) = ¢ and t(v) = a, then (r(v-0),...,7(v-(d—1))) € d(q,a).

Each infinite branch of the run tree yields a sequence of states. The tree is accepted if at least one
run exists such that all infinite branches of the run satisfy the acceptance condition F, as defined
previously.

13



2.3. MODEL CHECKING: CONCEPTS AND CHALLENGES Chapter 2. Background

2.3 Model Checking: Concepts and Challenges

2.3.1 The Model Checking Problem

Formal verification is a critical approach for ensuring the correctness, safety, and reliability of sys-
tems by rigorously proving that a system satisfies its specifications. Unlike traditional testing, which
examines a limited set of scenarios, formal verification explores all possible system behaviours, pro-
viding exhaustive guarantees ([4], [47]). Within formal verification, model checking, introduced
by Clarke and Emerson [22], and independently by Queille and Sifakis [62], is an automated tech-
nique that systematically analyses whether a system model satisfies certain desired properties.

Model checking relies on three core components: a formal model of the system (e.g., a Kripke
structure or a Concurrent Game Structure for multi-agent systems), a specification language (usu-
ally temporal logics like LTL, CTL, or ATL), and an algorithmic procedure to verify whether the
properties hold [56]. Models of the system describe its behaviour, typically through finite state
automata, where a set of states and transitions between them capture how the system evolves over
time [4]. To use these model checkers, the formal model is often translated into a model description
language such as Promela (used by SPIN), ISPL (used by MCMAS), or SMV (used by NuSMV).

Properties about the system are described using temporal logic, which allows the expression of
constraints and requirements over time. The choice of temporal logic depends on the nature of the
system and the properties to be verified. The model checking algorithm systematically explores the
state space of the system, often using optimisations to manage complexity, and provides rigorous
guarantees about the properties of the system.

Thus, we can define the model checking problem formally, following the standard definition as
in [47].

Definition 11. Given a model of the system M and a property ¢ expressed in temporal logic, the model
checking problem involves determining whether M, s |= , i.e. whether the property ¢ holds at a given
state s of the model.

2.3.2 State Explosion Problem

One of the primary challenges in model checking is its reliance on exhaustive exploration of the
system’s state space. The size of this state space grows exponentially with the complexity of the
system being modelled; a phenomenon commonly referred to as the state explosion problem [56].
Traditional model checkers that use explicit state exploration can typically handle models with up
to 10% to 10? states [4]. However, for larger and more complex systems, such as those encountered
in industrial applications, this approach becomes computationally infeasible. To address this limi-
tation, several techniques have been developed, including symbolic model checking, partial order
reduction, and abstraction. In this work, we focus on symbolic model checking, which is well-suited
to the ATL* model checking algorithms developed here. For completeness, we briefly summarise
the other two techniques below.

Partial Order Reduction. Partial order reduction (POR) aims to reduce redundant interleav-
ings of independent concurrent actions during state exploration [60]. While highly effective for
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interleaving-based temporal logics like LTL, POR is less applicable to ATL*, where the semantics
are based on strategic reasoning. In ATL, agent strategies are generally interdependent, making it
difficult to identify independent transitions and limiting the effectiveness of POR techniques in this
setting.

Abstraction. Abstraction reduces the state space by creating a simplified model that over-approximates
the behaviour of the original system [23]. If the abstract model satisfies a property, then the con-
crete model does as well. However, the converse does not hold, and false negatives may arise.
Techniques such as Counterexample-Guided Abstraction Refinement (CEGAR) address this by iter-
atively refining the abstraction when spurious counterexamples are detected [21].

Symbolic Model Checking

Symbolic model checking was a solution presented by Mcmillan in [56] to address the state ex-
plosion problem. It avoids the explicit enumeration of all states and transitions by representing
the state space and transition relations of a system compactly using Boolean functions and effi-
ciently manipulating them with Ordered Binary Decision Diagrams (OBDDs). We define OBDDs as
presented by Bryant in [13].

Definition 12. An OBDD is a reduced directed acyclic graph (DAG) representing a Boolean function
with f (z1,z2,...,zy), where:

* Each internal node corresponds to a variable
* Each edge represents a true or false assignment to the variable
* Leaf nodes represent the function’s output (true or false)

* The variables appear in a fixed order along all paths in the graphs.

To construct an OBDD, a boolean function is recursively decomposed into:
f(x1, 20, z0) =21 A fr + 2w A fo
Where f and fq are the subfunctions for x1 = 1 and x1 = 0 respectively.

OBDDs eliminate redundancies by merging identical subgraphs and removing unnecessary nodes,
significantly reducing memory usage for large functions. Boolean operations (e.g. conjunction,
disjunction and negation) as well as quantifiers (e.g. existential quantification) can be performed
directly on OBDDs, and efficient algorithms for composing and applying functions to OBDDs are
given in [13]. A fixed variable ordering ensures that OBDDs provide a canonical representation for
each boolean function, which means that equivalence checking can be reduced to constant time
[4]. However, the disadvantage of OBDDs is that the size of the OBDD relies heavily on the variable
ordering. For some functions, an optimal ordering can result in a linear-sized OBDD, while a poor
ordering can lead to exponential growth [13]. Determining the best ordering is often a manual
process that requires intuition about the system, although some heuristics for its implementation
in symbolic model checkers have been proposed in [14]. Additionally, BDD libraries such as CUDD
[25], which we use in this work, employ such efficient variable ordering heuritiscs to avoid the
worst-case blow-up.

Symbolic model checking using OBDDs has been widely adopted due to its scalability for verify-
ing systems with very large state spaces, and it plays a central role in the symbolic algorithms
presented in this work.
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2.4 Literature Review

2.4.1 Overview of Model Checking Tools

Model checking tools have been developed to address a wide range of verification challenges, from
hardware design to distributed systems and multi-agent interactions. Prominent model checkers
like SPIN and MCMAS cater to different domains and methodologies, leveraging some of the tech-
niques previously discussed such as explicit-state exploration, symbolic representations and the use
of various temporal logics for the specification of properties. We provide an overview of these tools,
highlighting their core features, applications and contributions to formal verification.

The SPIN model checker is a widely used tool for verifying distributed systems and communica-
tion protocols, developed by Gerard Holzmann at Bell Labs. It employs explicit-state exploration
to detect errors such as deadlocks and race conditions in concurrent systems. SPIN uses Promela
(Process Meta Language) to model system behaviour, and properties to be expressed are in Linear
Temporal Logic (LTL), which SPIN translates into Biichi automata for verification. The verifica-
tion process involves computing the synchronous product of the Biichi automaton representing the
converse property and the automaton representing the system. Model checking then reduces to
checking whether the product automaton is empty - i.e. whether no behaviours in the system sat-
isfy the converse property. SPIN’s efficiency is enhanced by techniques like partial order reduction
and state compression to manage memory usage [43]. Over the years, SPIN has been used to verify
a wide range of systems, and more recently, it was applied to analyse and identify flaws in the
ADAPRO C+ + software framework developed at CERN [52].

While SPIN demonstrates the strengths of explicit-state model checking in analysing concurrent
systems and protocols, the MCMAS model checker is a specialised tool that focuses on symbolic
techniques for the verification of multi-agent systems (MAS), supporting the analysis of temporal,
epistemic, and strategic properties. MCMAS models MAS using the Interpreted Systems Program-
ming Language (ISPL), which allows the specification of agents, their local states, protocols and
their interactions. It uses symbolic model checking techniques with OBDDs to efficiently manage
large state spaces, and fix point computations to iteratively compute the set of states where the
required property holds. MCMAS supports properties expressed in CTL, ATL and ATLK (ATL with
epistemic operators). Over the years, MCMAS has been applied to diverse scenarios, such as verify-
ing authentication protocols to detect vulnerabilities like man-in-the-middle attacks [53].

Due to its complexity there are currently no model checkers specifically for ATL*. However,
model checking algorithms for more expressive logics like Strategy Logic (SL), which strictly sub-
sumes ATL*, have had practical implementations. Strategy logic (SL) allows explicit quantification
and binding of strategies to agents, enabling the specification of complex game-theoretic properties,
such as Nash equilibria, which are not expressible in ATL* [19]. The model checker MCMAS-SLK
supports SL and its extension SLK (Strategy Logic with Knowledge), which adds epistemic reasoning
capabilities. This tool allows verification of SLK properties by combining symbolic model checking
techniques with epistemic modalities to synthesise strategies for agents under imperfect information
[16]. By supporting SL, MCMAS-SLK can also verify ATL* formulas as a subset of SL specifications.
However, the enhanced expressiveness of SL comes at the cost of higher computational complexity,
making specialised algorithms to verify only ATL* potentially more efficient in practice.

Furthermore, approximation methods have also been proposed to address the lack of ATL* model
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checkers. These methods translate ATL* formulas into ATL and use ATL model checkers such as
MOCHA [65] but they provide only approximate results, yielding strong and weak bounds rather
than precise verification. Additionally, certain subsets of ATL* cannot be translated into ATL due to
ATL*’s strictly greater expressiveness, limiting the effectiveness of such approximations [40].

2.4.2 Model Checking Complexity

The computational complexity of model checking varies significantly depending on the logic used
and its expressive power. Table 2.2 summarises the complexities of model checking for some key
logics under the assumption of perfect recall strategies.

Table 2.2: Model Checking Complexity of Various Logics

Logic Complexity Reference
ATL PTIME [1]

ATL* 2EXP-TIME-complete | [1]

ATL} 2EXP-TIME-complete | [7]
Strategy Logic (SL) Non-elementary [57]
One-alternation fragment of SL | 2EXP-TIME-complete | [19]
One-goal fragment of SL 2EXP-TIME-complete | [57]

The results highlight the trade-off between expressiveness and computational complexity. For ex-
ample, pure Strategy Logic (SL) offers unmatched expressiveness but suffers from non-elementary
complexity, limiting its applicability for model checking ATL* to small systems. However, the one-
alternation and one-goal fragments of SL, which are double exponential, match the complexity of
model checking ATL* over finite traces.
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Chapter 3

Finite Trace Model Checker Development

This chapter details the development of a model checker of ATL}, including both an explicit-state
implementation and a novel symbolic algorithm and implementation. Building on the theoretical
framework proposed in [7], this work presents the first complete model checking tool for ATL},
capable of verifying whether an input ATL* formula holds over a finite-trace interpretation of a
multi-agent system specified in ISPL.

The development began with an explicit-state version, using concrete data structures to represent
both the system and the automata derived from temporal subformulas. To improve scalability and
reduce memory overhead, a symbolic model checker was designed. The symbolic version reshapes
the algorithm around Binary Decision Diagrams (BDDs), requiring new design decisions for state
encoding and formulas for fixpoint computation, while preserving the recursive evaluation strategy.

Both implementations share a common modular architecture, including an ISPL parser, integration
of external tools for translating LTLy subformulas into DFAs, construction of the synchronous prod-
uct between the system and the automaton, and a fixpoint-based procedure to solve the strategic
safety game defined by the formula. These components are fitted within a recursive model checking
procedure that evaluates ATL} by structural decomposition. Figure 3.1 illustrates this process across
four stages: input, formula decomposition, the solution to the strategic formula through DFA and
product contruction, and game solving, and the final evaluation to determine satisfiability.

Safety Game Set of States
Solving Satisfying the Formula

Concurrent Game

Structure (CGS) Product Graph

Decompose into
subformulas

Initial State
i Yes ifi
Multi-Agent Input Model o satifies
System (1sPL) Deterministic Finite formula?
to be verified Automaton (DFA)

Boolean?
AV

No
¥
Strategic

Subformula A Output True Output False

A)
Property ATL* Formula {ANw MEd M
to verify

MODEL CHECKER INPUT ModelChecking FUNCTION GameSolving FUNCTION MODEL CHECKER OUTPUT

Figure 3.1: Overview of the modular architecture and main components of the ATL}; model checking
process
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This chapter begins with a description of the system input, followed by the implementation details
of the explicit and symbolic versions respectively. The performance of both implementations is
evaluated comparatively in Chapter 5.

3.1 Multi-Agent System Input

The model checker accepts system specifications written in ISPL (Interpreted Systems Programming
Language), a high-level language for synchronous multi-agent systems originally developed for the
MCMAS model checker [53]. ISPL was selected to enable potential future integration with the MC-
MAS ecosystem and to leverage existing modelling conventions for agent-based systems. It offers a
flexible syntax for describing agents, protocols, local state variables, and an environment process to
capture system dynamics.

For this project, a subset of ISPL has been implemented, tailored specifically for ATL} model check-
ing over Concurrent Game Structures (CGSs). This design aligns naturally with the semantics of
CGSs, which describe global-state transitions based on joint actions rather than individual local
states or agent-specific transitions. As such, certain ISPL features are restricted or interpreted dif-
ferently:

* Boolean variables: The current implementation supports only Boolean variables. While stan-
dard ISPL allows integers and enumerated types along with arithmetic expressions, these can
be incorporated in future extensions without altering the underlying CGS semantics.

* No explicit local agent states: Local state declarations are omitted, as CGSs do not model
agent-local states explicitly. Instead, agent protocols are interpreted over global conditions, in
line with CGS-based reasoning.

* Global evolution: Transitions are defined through the environment’s global Evolution sec-
tion. Agent-specific evolution blocks, which are meaningful in interpreted systems semantics,
are excluded here to maintain consistency with the CGS model.

A central extension introduced in this project is the ability to specify ATL* formulas within the ISPL
input. While standard ISPL supports only ATL and epistemic logic (ATLK), it lacks support for the
full ATL* syntax. To address this, the Formulae section is extended with a custom recursive descent
parser that has been implemented to translate ATL* formulas into an internal representation used
by the model checker. Additionally, a FinalStates section has been added to explicitly declare the
final states of the system, which are required to support the finite trace semantics of ATL}.

Currently, syntactic validation is performed for ATL* formulas, while validation of other ISPL sec-
tions remains limited.

3.2 Explicit-State Model Checker

The explicit-state model checker provides a concrete implementation of the ATL} algorithm using
data structures that enumerate all reachable system states and transitions. The system model is
parsed into a Concurrent Game Structure (CGS), internally represented using the Boost Graph
Library (BGL). Global states form the vertices of the graph, and edges are labelled with joint actions
over all agents. The use of BGL’s adjacency_list with vecS for both vertices and edges enables
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compact storage and efficient traversal during product construction and fixpoint evaluation [10].
Proposition valuations and final state sets are encoded as boost::dynamic_bitsets to support
compact and efficient set operations. The remainder of this section describes the architecture and
implementation of each core component.

3.2.1 GameSolving Algorithm

The GameSolving Algorithm is the core component of the model checker responsible for evaluating
strategic subformulas of the form ((A))+), where 1 is an LTL; formula. Given a CGS and such a
formula, the algorithm determines the set of states from which the coalition A has a strategy to
ensure that ¢ is satisfied on all resulting execution paths.

The algorithm proceeds in several stages. First, the linear temporal goal v is converted into a
Deterministic Finite Automaton (DFA), which accepts all finite traces that satisfy the formula. Then,
a synchronous product is constructed between the CGS and this DFA, capturing all valid system exe-
cutions and the corresponding progress of the formula. From this product, a safety game is derived
and solved via a greatest fixpoint computation to determine the coalition’s winning region.

DFA Construction

The first stage of the algorithm involves translating the LTL; formula ¢ into a DFA. To ensure robust
and efficient performance across a range of input formulas, the implementation adopts a paral-
lelised translation strategy, which integrates three external tools—Lydia, Lisa2 and LTLf2DFA—all
of which generate DFAs for LTL; formulas.

To leverage the complementary performance characteristics of these tools, they are executed asyn-
chronously and in parallel. The output of whichever tool completes first is used, while the other
processes are terminated. This design choice is based on empirical evaluation results (discussed
in Appendix A), which show that each tool performs better on different classes of formulas. By
exploiting this parallel execution model, the overall latency of DFA construction is reduced in many
cases.

Tool Outputs and Parsing Challenges

Lydia and LTLf2DFA output the resulting automaton in Graphviz .dot format. A custom parser
was implemented to convert this representation into the internal graph structure used by the model
checker. Lisa2, in contrast, generates automata in the Hanoi Omega Automata (HOA) format, typ-
ically used to describe Biichi automata. Although the automaton produced is deterministic, its
structure is defined using Biichi acceptance conditions. In particular, Lisa2 introduces a special
atomic proposition alive, which appears in the transition labels of all non-terminal transitions. A
designated sink state, reachable via transitions labeled with —alive, encodes the termination of
the trace. The custom HOA parser identifies all states that have an outgoing transition to this sink
state as the accepting (final) states of the DFA, aligning with the intended semantics of finite trace
acceptance.
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Transition Label Representation

Once the DFA corresponding to the LTL; formula is parsed into an internal BGL graph structure,
a key challenge arises in interpreting its transitions. Figure 3.2 illustrates an example DFA output
by the external tools. Each transition is guarded by a vector over atomic propositions, where each
position may specify a required value (0 or 1) or a don’t-care symbol (X). These labels are inter-
preted as Disjunctive Normal Form (DNF) formulas and must be checked against the proposition
assignment of the CGS state during product construction.

Figure 3.2: Example DFA for the formula G(a — Fb) A F(c A —b)

This check is performed repeatedly and at scale, both in the breadth-first construction of the prod-
uct graph and later in the fixpoint computations. Therefore, the structure used to represent and
evaluate these transition labels must be efficient in both space and time, to avoid performance bot-
tlenecks.

Several approaches were considered. Direct DNF representations are intuitive and compact but rely
on set comparisons that are difficult to optimise. Binary Decision Diagrams (BDDs) offer compact-
ness and reuse but introduce overhead and complexity for the small formulas typically encountered.
SAT-based approaches, involving CNF encoding and solver invocations, were also explored but re-
jected due to their high runtime overhead and integration cost.

The adopted solution encodes each transition label as a binary vector paired with a mask, where
each bit corresponds to an atomic proposition. The label vector specifies required values (with X
values in don’t-care positions), while the mask indicates which positions are relevant. The set of
propositions true at a state is likewise represented as a bit vector. The satisfiability check then re-
duces to a bitwise masking and comparison: if the masked assignment matches the masked label,
the transition is satisfied.

This representation is compact, efficient, and integrates naturally with the existing boost: :dynamic_bitset-
based infrastructure. In addition to constant-time evaluation, it supports straightforward paralleli-

sation via SIMD techniques (e.g., AVX2), making it well suited to large-scale model checking tasks.

While storing both a label and a mask incurs some overhead, the trade-off yields strong practical
performance across a broad range of DFA encodings.
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Product Graph Construction

Once the CGS and the DFA corresponding to the LTL; formula are available, the next step is to
construct their synchronous product. The product graph encodes all valid system executions along
with the corresponding progress through the temporal formula, and forms the basis for solving the
strategic game.

Each node in the product graph is a pair (s, q), where s is a state of the CGS and ¢ is a state of
the DFA. The initial node is given by (so,d(qo, A(s0))), where A(sg) denotes the set of propositions
true in the initial CGS state and ¢ is the DFA transition function. The product graph is constructed
using a breadth-first search (BFS), restricted to reachable states only, in order to avoid unnecessary
exploration of unreachable regions of the state space.

A practical challenge encountered during this stage arises from the structure of the DFAs generated
by Lisa2, which do not explicitly include transitions for every possible valuation of propositions.
This creates a problem during product graph construction: when moving from a CGS state s to a
successor s, the product construction requires a corresponding DFA transition from the current au-
tomaton state ¢ on the valuation \(s’). If no such transition exists, the construction would become
incomplete, and would affect the correctness of the fixpoint solution. To handle this, the implemen-
tation does not modify the DFA itself by adding missing transitions since checking whether every
single evaluation is mapped would incur a high overhead. Instead, it introduces a single global
sink node into the product graph, which is only used if a DFA transition is missing, in which case
the product graph includes a transition to the sink node (s’, sink). The sink node represents failure
to satisfy the temporal formula and is treated as a non-accepting, absorbing state. This approach
ensures that all product transitions are well-defined, while avoiding unnecessary overhead and en-
suring that processing latencies are similar between outputs from all three tools.

Safety Set and Fixpoint Computation

Once the product graph is constructed, the final step of the GameSolving algorithm is to identify
the set of states from which the coalition can ensure satisfaction of the temporal goal ¢. This is for-
mulated as a safety game over the product graph and solved using a greatest fixpoint computation.

The first step is to define the safety set. A product state (s,q) is safe if it satisfies one of two
conditions: the CGS state s is not marked as final (i.e., the execution has not yet terminated), or
the CGS state s is final and the DFA state ¢ is also accepting.

To compute the set of winning states for the coalition, a greatest fixpoint is computed over the
product graph. At each iteration, the current set Y is intersected with its predecessor set:

Y «+ Y NPre(Y),

where Pre(Y') contains all states from which the coalition has a joint action such that every possible
successor (under all completions by non-coalition agents) remains in Y.

A key challenge in this step is the efficient evaluation of the predecessor operator. While the prod-
uct graph is represented using an adjacency list of nodes and outgoing edges, computing Pre(Y")
requires identifying, for each coalition action at a node, the full set of resulting successors. A naive
approach would involve re-computing this set repeatedly for every node in every iteration, which
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would be prohibitively expensive.

To address this, the implementation builds an auxiliary index during product graph construction.
For each product node, it records, for each coalition action, the set of successors reachable under
all completions of that action. This preprocessing step takes O(|E|) time, but allows constant-time
access during the fix-point computation, significantly reducing overall runtime.

The fixpoint iteration continues until convergence. The resulting set of winning states is projected
onto the CGS component to determine the states where the coalition can enforce the formula, i.e.
the states s for which M, s = ((A)) holds.

3.2.2 ModelChecking Algorithm

The ModelChecking function performs recursive labelling of the input ATL} formula based on its
syntactic structure. Each formula node is handled according to its type, which may be either a
propositional operator (e.g., -, A, V) or a coalition operator of the form {(A))1).

Propositional operators are evaluated recursively using their standard semantics. For example, a
conjunction is satisfied in the intersection of the states satisfying its operands, and negation is
interpreted as set complement. These cases are implemented directly as recursive calls over the
subformulas.

When the formula is of the form ((A))«), the algorithm first extracts all maximal state subformulas
from . These are evaluated and replaced by fresh atomic propositions, which are then marked as
true in precisely the states where the corresponding subformulas hold. This ensures that 1) becomes
an LTL; formula, suitable for DFA construction and evaluation using the GameSolving algorithm
described in Section 3.2.1.

Formulas are internally represented using a recursive data structure that mirrors the design of
formulas in the MCMAS tool [53]. Each formula is stored as a node containing an operator tag and
up to two operands, represented as shared pointers to subformulas. This representation is concise
and flexible, allowing for efficient traversal and transformation during evaluation.

3.3 Symbolic Model Checker

While the explicit-state implementation of the ATL}; model checker provides a faithful realisation of
the algorithm, explicit techniques are inherently limited in their ability to scale to large or complex
systems. As the number of states grows, so does the cost of storing and traversing them, quickly
leading to performance bottlenecks. To address these challenges, this chapter introduces a sym-
bolic variant of the model checker, designed to mitigate state explosion through the use of Binary
Decision Diagrams (BDDs). Although symbolic model checking is a well-established technique, this
work presents the first symbolic formulation and implementation of the automata-theoretic algo-
rithm for verifying ATL} formulas.

The symbolic model checker adopts a semi-symbolic approach: the Concurrent Game Structure
(CGS) is encoded symbolically, while the Deterministic Finite Automaton (DFA) representing the
LTL path formula ¢ remains explicit. This design reflects the fact that CGSs typically have much
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larger state spaces than the formulas being verified, making symbolic encoding more beneficial on
the model side. Moreover, as DFA construction is handled by external tools and often dominates the
formula-related cost, a symbolic encoding of the DFA would offer limited advantage.

The overall structure of the model checker is preserved. The recursive labelling algorithm used
to evaluate the ATL} formulas remains conceptually identical to the explicit implementation, in-
cluding the decomposition of temporal and Boolean operators. The key modification lies in the
symbolic implementation of the GameSolving procedure, which replaces its explicit counterpart
and is detailed in the remainder of this chapter.

3.3.1 Symbolic Encoding of the CGS

The symbolic encoding of the CGS is based on BDDs. Each structural component of the CGS—states,
actions, transition relation, and labelling function—is encoded as a BDD to enable scalable manip-
ulation and fixpoint computation. This section describes the encoding of each component.

The implementation uses the CUDD library [25], which provides efficient operations for BDD con-
struction and manipulation, including conjunction, disjunction, existential quantification, and dy-
namic variable reordering. Its performance and widespread use in symbolic verification make it
well-suited for this use case.

State Encoding

Let S denote the set of states in the CGS, with |S| = NN. Each state s € S is represented as a binary
vector of length n = [log, N|, using Boolean variables ¢ = (qo,q1,-.-,qn—1). Thus a single state
s; corresponds to a unique conjunction over these variables. For example, the state s3 in a 3-bit
encoding corresponds to the assignment gy A ¢1 A —qo. Sets of states are then naturally represented
as disjunctions of such conjunctions and encoded compactly as BDDs. Bit-level encoding is used
instead of one-hot encoding to minimise the number of Boolean variables, thereby improving BDD
efficiency and scalability.

To describe transitions, a second copy of the state variable vector qJ = (40,445 - - -, 4,,_) is intro-
duced to represent the destination state in a transition.

Action Encoding

Let Ay, Ay, ..., A, be the agents in the system, and let agent A; have a set of available actions
Act; with |Act;| = N;. The action of each agent is encoded using n; = [log, N;| Boolean variables,
denoted a; = (ai0,ai1,...,ain,—1). A global joint action is therefore represented using the union

of all agent’s action variables:

—

a;

ST
I
3

1

7

Transition Function Encoding

A transition §(s, a, s'), where o € Act; X - - - X Act,,, is represented by a conjunction over:

* current state variables ¢
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* joint action variables @
* next state variables ¢/

The entire transition relation § C S x Act; x --- X Act,, X S is then encoded as a BDD defined as the
disjunction of BDDs for individual transitions. Symbolically:
§(7,@,q) = \/ [enc.(s) A ency(a) A ency(s')]
(s,a,8")€S

where enc., enc, denote the Boolean encoding of a state over the current or next states respectively,
and enc, is the encoding of a joint action.

Labelling Function and Propositions

The atomic proposition labelling function X\ : S — 247 is inverted to suit symbolic processing.
Specifically, we define \' : AP — B(q), where B(q) denotes BDDs over state variables, and A (p)
gives the set of states in which proposition p holds. This reformulation allows us to substitute
propositions in LTL or DFA transition labels with the BDDs of the corresponding states, facilitating
the symbolic product computation described in the next section.

The labelling function is implemented as a mapping from each atomic proposition p € AP to a
BDD representing the set of states in which p is true.

Initial and Final States

The initial state sy € S is encoded as a BDD over ¢ corresponding to a single valuation. The set
of final states F' C S is similarly represented as a BDD over ¢, supporting efficient set operations
during fixpoint computations and safety checks.

3.3.2 Product Graph Computation

To verify a formula of the form ((A))¢, where ¢ is an LTL formula, we construct a symbolic repre-
sentation of the product between the CGS and the corresponding DFA for . The CGS is encoded
symbolically using BDDs, as described in Section 3.3.1, while the DFA remains explicit but is trans-
lated into symbolic form during product computation.

This section outlines the symbolic construction of the product transition relation and incorporates
essential components such as sink state handling (required for correctness in automata generated
by tools like Lisa2) and reachability pruning to improve symbolic performance.

DFA Transition Representation

Each DFA transition is labelled with a propositional formula in Disjunctive Normal Form (DNF) over
atomic propositions. To evaluate such transitions symbolically, we reinterpret these formulas as
Boolean functions over the CGS state variables.

Given the symbolic labelling function \' : AP — B(q), each literal in a DFA label is replaced as
follows:
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* A positive literal p is replaced with the BDD X (p)
* A negative literal —p is replaced with =\ (p)

These replacements yield a BDD that captures the set of CGS states satisfying the DFA transition
label.

However, due to the semantics of the product construction, the truth valuation of atomic propo-
sitions must be determined in the destination CGS state, not the source. Therefore, the resulting
BDD is composed over the next-state variables (f’, rather than the current-state variables ¢. This is
achieved through a variable substitution using a VectorCompose operation that maps each ¢; to ¢;.

Variable Setup for DFA encoding
Let D be the set of DFA states with |D| = M. We introduce:

* A set of Boolean variables d = (do, . . ., dp—1) with m = [logy M| to represent the current DFA
state, and

* A corresponding set d to represent the next DFA state.

Each DFA transition d % & is thus represented as a conjunction over:
* enc.(d) over d,
+ the BDD for the translated formula ¢ over ¢/, and

* ency(d') over d.
- o

The full DFA transition relation A becomes a BDD over (d, ¢, d').

Coalition Abstraction

—

The symbolic CGS transition relation §(¢, @, ¢’) encodes all possible transitions for all joint actions.
However, when verifying a coalition A C Agents, we are interested only in those transitions that
can be enforced by some joint action of the coalition.

To account for this, we existentially quantify over the action variables of agents not in A. Let
a_ 4 denote these non-coalition action variables. Then:
"]

54(q,da,q) =3 a.0(T, AN _a,q)

which yields a BDD that captures all transitions that the coalition A can enforce.

Product Transition Relation

The final symbolic transition relation of the product is defined over the combined variable set
((j: aA? q’? d’ d/) as:

8'(q,da,q',d,d") = da(q,da,q) NA(d, ¢, d)
This BDD encodes all valid transitions in the product system from a pair of CGS and DFA states
under coalition actions.
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Sink Handling for Missing Transitions

As described in Section 3.2.1, product construction requires a special handling of DFA states gener-
ated by Lisa2 with incomplete transition coverage. In contrast to the explicit setting where this is
handled directly in the product, in the symbolic setting this must be addressed during the transla-
tion of the DFA to BDDs.

For each DFA state d, we compute the disjunction of the BDDs of all its outgoing transition la-
bels. If this disjunction does not cover the full Boolean space (i.e. its negation is not the zero
function), we add a synthetic transition from d to a special sink state dg, with the negated BDD as
guard. This ensures totality of the DFA transition function in the symbolic product while avoiding
the need to inspect individual CGS states explicitly.

Reachability Pruning

To avoid unnecessary operations over unreachable product states, we apply a symbolic reachability
analysis after constructing the product transition relation. The reachability set is computed using a
standard fixpoint algorithm.

1. Let Ry be the BDD for the initial product state (so, A(dp, A(s0)))
2. At each iteration i, compute the set of successors:
Riy1=R; V POSt(RZ'),

where Post(R) is computed by conjoining R with the transition relation ¢’, then projecting the
next-state variables (¢’, d') back to current-state variables (¢, d) via VectorCompose.

3. Repeat until convergence : R;11 = R;

The final reachable set R is then used to trim the transition relation ¢’ to only include transitions
between reachable states.

Safety Set for Fixpoint Solving
The symbolic safety objective is encoded as
Yo=RA(-FVF),

where R is the set of reachable product states, F' is the BDD for the CGS final states, and F’ is the
BDD for the final (accepting) states in the DFA. This set defines the initial domain of states from
which the safety fixpoint algorithm (described in Section 3.3.3) will operate.

3.3.3 Symbolic Fixpoint Computation

Following the construction of the symbolic product between the CGS and the DFA, the verification of
a formula of the form ((A))y reduces to solving a safety game over the product transition relation.
The objective is to compute the set of product states from which coalition A can ensure staying
within a designated safe set. This is done via a fixpoint computation using a symbolic pre-image
operator. LetY C S x D dﬁenote the current set of safe product states, encoded as a BDD over the

current-state variables (¢, d). The symbolic pre-image of Y under the product transition relation ¢’
is computed as follows:
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1. Encode unsafe successors by negating Y over next-state variables to obtain =Y.

2. Identify transitions to unsafe states:

—

Tpad(q,d@Asq

-
/

d) =0 A=Y’

3. Abstract away next-state variables to obtain the states from which there is an action that leads
to an unsafe state:
B(q,da) =3¢, d" Toaa

4. Negate to identify safe transitions, states in which there is an action that leads only to safe
states:
G(q,ds) =B

5. Quantify over coalition actions to obtain the pre-image:

—

Pre(Y)(q,d) = 3aa. W

The fixpoint is computed by repeatedly applying the pre-image operatior start from the initial safety
set Y and iterating:
Yit1 =Y; APre(Y))

until convergence: Y; 1 = Y;. The resulting BDD Y represents the set of product states from which
coalition A can enforce satisfaction of psi. To extract the CGS states satisfying ((A))), we perform
the following:

1. Conjoin transitions from dy with the fixpoint set Y, encoded over next-state variables
2. Abstract away both current and next DFA variables
3. Use VectorCompose to map the next-state CGS variables to current-state variables.

This resulting BDD, encoding the states satisfying ((4))1, is then used in the recursive model check-
ing procedure exactly as in the explicit implementation, detailed in Section 3.2.2.

28



Chapter 4

Infinite Trace Model Checker
Development

Although the model-checking problem for ATL* is 2EXPTIME-complete over both finite and infinite
traces, practical performance often diverges: finite-trace procedures manipulate word automata,
whereas infinite-trace procedures must handle w-automata, with inherently more complex accep-
tance conditions [7]. We therefore first implemented a finite-trace ATL* model checker, anticipating
that its simpler intermediate automata would admit a more efficient engine despite the same worst-
case complexity. To determine whether this expectation holds in practice, however, it is essential to
develop and evaluate a complementary infinite-trace verifier.

Moreover, certain systems such as non-terminating reactive processes or protocols with liveness
guarantees cannot be soundly captured by any fixed bound on trace length. Some examples of such
systems are autonomous vehicles, where self-driving cars in a city must continuously cooperate
to avoid crashes, or algorithmic trading systems whose never-ending interaction with the market
could be verified to ensure that undesirable states never occur, regardless of the strategies followed
by other agents. For these, full infinite-trace semantics of ATL* are required, and so an ATL* model
checker is not just a benchmarking tool but a necessity for broader applicability. While it is possible
to reduce ATL* model checking to more expressive frameworks—e.g. Strategy Logic (SL) or SL with
one-goal specifications (SL[1G]), each of which strictly subsumes ATL* [57]—the extra generality
of these logics may incur significant algorithmic overhead that is avoidable when one only needs
ATL*. A dedicated infinite-trace ATL* algorithm thus stands to offer both conceptual simplicity and
performance benefits.

In this chapter, we present two algorithmic approaches for model checking ATL* over infinite traces.
The first follows the classic construction of alternating tree automata over Rabin acceptance, as in
the seminal work of Alur et al. [1]. To make this construction more tractable in practice, we in-
troduce a hybrid symbolic-explicit implementation. The second approach reframes the verification
problem as the solution of a parity game between the coalition and its complement. This algorithm
provides a new formulation of ATL* model checking that avoids Rabin acceptance altogether, en-
abling tighter integration with symbolic methods and the use of modern parity game solvers. We
detail both constructions and discuss the design decisions behind their symbolic implementations.
Both implementations are evaluated in Chapter 7.
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4.1 Rabin Tree Automata Approach

In this infinite-trace procedure, we keep the same recursive labelling scheme used in the finite-trace
model checker. The difference lies when we encounter a strategic formula of the form ((A))1), where
we replace the finite-trace automaton for an w-automaton to represent . In particular, to decide

q = (A)y

for each state ¢ € Q, we follow the original NRTA construction and non-emptiness of Alur et al. [1]
in four steps:

1. Execution-tree automaton. Construct a nondeterministic Biichi tree automaton A , 4 whose
accepted trees are exactly the execution trees rooted at ¢ under all strategies of A.

2. Specification automaton. Translate the LTL formula 1) into a Deterministic Rabin Tree Au-
tomaton (DRTA) A, that accepts precisely those infinite paths satisfying ). We use the tool Ra-
binizer4 [49] in this construction, since it employs a Safra-less method that generates smaller
DRAs than classic approaches. We then apply a lifting construction to obtain a tree automaton
from the word automaton generated by the tool.

3. Product NRTA. Form the synchronous product
-Aprod = AG,q,A ® Aw

yielding a nondeterministic Rabin tree automaton whose language is non-empty exactly when
A can enforce v from gq.

4. Decide emptiness of A4 via the Kupferman-Vardi algorithm [50]. L(Apreq) # 0, then ¢ =
{(A)1. To do this we construct a Weak Rabin Alternating Automaton from the NRTA, apply
the construction in [50] to generate a Weak Alternating Automaton and use the algorithms
defined in [51] to solve its non-emptiness.

This algorithm is reworked into a hybrid approach. To mitigate state-space blow up, we carry out
steps 1-3 symbolically, encoding both the CGS transition relation and the RTA using BDDs, in order
to compute the execution-tree BTA and the product efficiently. However, since the Kupferman-Vardi
emptiness test requires dualising the transition function - a transformation that resists efficient
BDD encoding - we extract an explicit representation of the product automaton for step 4 and
perform the non-emptiness check explicitly on this structure. In the following section we provide
the symbolic encoding for the tree automata used in the first 3 steps, and the details of the symbolic
re-formulations of the steps above are deferred to Appendix B.

4.1.1 Symbolic Encoding of Fixed-Degree Tree Automata

All three automata in our pipeline, the execution-tree Biichi automaton, the Rabin automaton for
the specification, and their product NRTA, share the same fixed-degree d-ary structure. Concretely,
each has a transition function of the form

§:QxyY — 20"

which we encode symbolically using Binary Decision Diagrams (BDDs) as follows:
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 State variables. Let n = log, ||, introduce n Boolean variables ¢ = (qo, ..., qn,—1) to encode
the current state and d distinct copies ¢V, . .., ¢%! for the successor-state slots.

* Proposition variables. Since transitions are labeled by arbitrary Boolean combinations of
atomic propositions, we assign one BDD variable p; per proposition P;. The full proposition
variable vector is p’= (py, . . ., py—1) when there are V' propositions.

* Transition relation. We represent § as a single BDD over

—

q_;ﬁ q07"'7qd_17

whose satisfying assignments enumerate all valid tuples (g, a) — (¢°, - -- , ¢%"!) in the automa-
ton’s transition relation.
Encoding all three automata under this uniform scheme allows us to perform boolean operations

symbolically and on-the-fly during the product construction.

4.1.2 Theoretical Complexity

Although ATL* model checking is known to be 2-EXPTIME-complete [1], we extract concrete
bounds here to enable a fine-grained comparison with our finite-trace and parity-game approaches,
which share the same complexity class. Concretely, let G be a CGS of size |G| and let ¢) be an LTL
formula of length |¢|. Then:

1. Transforming the LTL formula « into a DRA yields in the worst case a DRA with

N = 22" states, K = 2/¥/ Rabin pairs.

2. Embedding into a full d-ary tree automaton incurs only linear overhead, so the DRTA also has
N states and K pairs.

3. The synchronous product with the execution-tree BTA (size |G|) yields an NRTA of

n = |G| x N states, K pairs.

4. Solving the non-emptiness of an NRTA with n states and & pairs takes
O(nzK K !)

[50].

5. Since we solve emptiness separately for each of the |G| source states, the overall cost is mul-
tiplied by |G]|.

Substituting n = |G| - 22" and K = 2/¥I gives the explicit time complexity

O(|G\ ) (]G\ _ 22\w\)2.2\w\+1 ) (2|w|)!) _ O<|G‘2Iw|+1+2 o211 (21¥1+141) (QW’\)[)_

This bound is polynomial in |G| with degree exponential in ||, and doubly exponential in |¢|,
confirming the overall 2-EXPTIME complexity.
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4.2 Parity Game Approach

As an alternative to the Rabin-automata pipeline, we reduce ATL* model checking to solving a
parity game, which is a two-player game of infinite duration on a graph. Parity games provide a
uniform framework for fixpoint-logic verification, model checking the modal y-calculus is equivalent
to solving a parity game [32], and they are polynomial-time equivalent to tree-automata emptiness
[50], which makes them suitable for application to ATL* model checking. Moreover, modern solvers
achieve excellent performance in practice [29]. Although parity-game methods have been used in
implementations of model-checkers for fragments of strategic logics (e.g. one-counter ATL* [74],
SL[1G] [17]), and in LTL synthesis tools [54], no previous work has directly reduced full ATL*
model checking to symbolic parity game solving. We address this gap by designing a three-phase
symbolic construction that transforms a CGS G and LTL path formula ¢ into a finite parity game
whose winning strategies correspond to ATL* satisfaction.

1. LTL—DPA. Translate the LTL subformula ¢ into a deterministic parity word automaton (DPA).

2. Product construction. Synchronously compose the DPA with G to obtain a parity game
96,

3. Game solution. Invoke an external parity-game solver to compute the winning region, and
interpret the result to decide which states satisfy ((A))v.

This algorithm is presented in a hybrid manner: we represent both the DPA and the CGS symboli-
cally (using BDDs) and perform the product construction on these symbolic structures for efficiency,
then export the resulting game explicitly to the external solver. After solving, we re-import the
winning set as a symbolic BDD of satisfying states. Unlike the algorithm over Rabin automata, this
single construction is sufficient. In the following, we briefly introduce parity-game basics and then
present each phase in turn, including implementation notes and optimisations.

4.2.1 Parity Game Preliminaries

A min-parity game is a tuple
g: (‘/7 ‘/07 ‘/17 E7 Q))

where (V| F) is a finite directed graph, V' = V{jUV partitions positions between Player 0 (Even) and
Player 1 (Odd), and ©: V — N assigns each vertex a priority. A play is an infinite path vovivg - - +;
Player O wins if the minimum priority occurring infinitely often is even, otherwise Player 1 wins.
Max-parity games are defined similarly.

4.2.2 Deterministic Parity Automaton Construction

We begin by translating the LTL subformula ¢ into a DPA A = (S, ¥, 6, qo, ¢) again using the tool Ra-
binizer4 which implements the Safra-less construction from LTL to DPA through Limit-Deterministic
Buchi Automata (LDBA) from [33]. Here c¢: 6 — {0,...,k — 1} assigns priorities to transitions, and
thus is a transition-based acceptance DPA.

Since parity-game solvers require a state-based priority function Q2: S — {0,...,k — 1}, we con-
vert A into an equivalent state-based DPA A’ in two stages.
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Symbolic DPA Representation We encode any state-based DPA A’ = (57, %, A, ¢, ) symbolically
using BDDs over four variable vectors: § and s’ for the current and next-state variables, p from the
CGS for the propositional variables and ¢ = (cy, ..., ¢,—1), where p = [log, k| for the priority values.

—

The transition relation is a BDD A(s, p, s’) and the priority map is a BDD (5, ¢).

1. Spot’s autfilt Lift We first invoke Spot’s autfilt tool [31] to convert ¢ into a state-based
parity acceptance on an automaton in HOA format. When successful, the resulting DPA already
carries €) on states; we parse its states, transitions, and 2 into the symbolic structure above via our
existing HOA parser.

2. Priority-Tracking Fallback If autfilt instead returns a Rabin or Biichi acceptance because
it cannot encode certain transition-based parity conditions purely as state-based parity without
changing the structure of the automaton, we develop a custom transformation based on the priority-
tracking idea mentioned in [69]:

1. Explicit parsing. Read the HOA into an explicit list triples (s, o, s, ¢(s, 0, s')) representing the
transitions. For any transition without a defined c-value, assign a dummy priority

)k k even,
Pmax = 41, kodd,

so that pyax is the largest even number > k. This preserves the min-parity acceptance seman-
tics.

2. State-space expansion. Let &’ = py.x + 1. Define
S ={(s,p)|s€S, pe€0.pmaxl}, As,p)=p.

Perform a breadth-first search from (qo, pmax): for each (s,p) and each parsed (s,o,s’,p'),
emit ((s,p),o, (s',p’)) and enqueue any unseen (s’,p’). Encode each pair (s, p) as the integer
s - d + p. Encode the transitions and priority function symbolically using the structure above.

In both cases, we obtain a fully symbolic, state-based DPA A, with transition BDD A and priority
BDD (), ready for the parity-game product construction.

4.2.3 Parity Game Construction
We now build the turn-based parity game G = (Vp, Vi, E, Q) as defined in [34] for ((A))y by sym-
bolic BDD operations on the CGS state variables ¢, the DPA state variables s, and the coalition-action
variables .
Let Reach(q, 5) be the BDD of reachable product states. Then

Vo(q,5) = Reach(q,5), Vi(q.5,d@) = Vo(4,5) N Acta(q,d),

where Act 4(5, @) encodes exactly the coalition’s joint moves available in CGS state g.

We construct two BDDs for the edge relation E:
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1. Vj — V4. Coalition picks an action, and that action is encoded into the next state.
Eo1 = Vo(@.8) A 1d(@.d)) A 1d(5,5') A Acta(d,d')

where 1d are identity BDDs linking current and next-state copies of ¢, 5, and we use the next-
state version of the coalition joint actions BDD Act 4.

2. Vi — V;. Edges from a V; vertex (¢, s, a) to a Vj vertex (¢, s") exist exactly when there is some
opponent move a_ 4 such that the CGS evolves to ¢’ under (a,a_4) and the DPA moves from
s to s’ on the labeling of ¢. This is encoded symbolically as

—

Evisvo = Vi(,5,@) AS(q,@,a"a,q) ANA(5, G, 87

where ¢ is the CGS transition BDD, and A the DPA transition BDD where again the transitions
are encoded over the CGS current state variables rather than propositions. This transformation
yields a fully symbolic parity game that can be exported and solved with a parity game solver,
as described in the next section.

The game’s priority map Q2: V' — N is inherited from the DPA.

4.2.4 Parity Game Solving

We solve the explicit parity game using Oink [29], a high-performance C++ solver supporting
many algorithms for parity solving such as Zielonka’s recursion [79], small-progress measures, pri-
ority promotion, and quasi-polynomial-time tangle-learning (the one used) [28].

To export our symbolic game, we iterate over all satisfying assignments of the edge-relation BDD,
decode each assignment into its CGS state ¢, DPA state s, and (for V) coalition action a, and write
the corresponding vertex and edges in Oink’s input format. We also extract the priority p of each
vertex and invert it via p’ = pnax — p (since Oink expects a max-parity objective).

After Oink computes the winning player for every vertex, we re-import the result: we collect all
Vy vertices marked as winning for Player O into a BDD over ¢, . This final BDD precisely character-
izes the set of states satisfying ((A))v), completing the parity-game model-checking procedure.

4.2.5 Theoretical Complexity

Similarly to Section 4.1.2, we provide a concrete theoretical complexity for the implementation of
ATL* model checking through parity games. Let G be a CGS of size |G| and let ¢ be an LTL formula
of length |¢)|. We have:

1. The LTL to DPA transformation for ¢ yields a DPA with transition-based acceptance and

N = 22" states, K = 2l¥l priorities.

2. Transforming the transition-based acceptance into state-based acceptance yields a DPA with
in the worst-case through the priority tracking algorithm

ol

N = 22" . o¥lstates, K = 2¥l 41 priorities.
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3. The product parity game thus has (assuming the number of joint actions is negligible com-
pared to the number of states)

ol

n = |G| x 22" x 2%l vertices, K priorities.

4. Solving a parity game with n vertices and k priorities can be done in quasi-polynomial time
O(nlogk)
Substituting n = |G| x 22! x 2/¥| and k = 2/¥! 4 1 yields the following time complexity.
O((|G] - 22" . glvhyles@I41)y — (| q|1¥] . 9@+ vl

This shows that the algorithm is polynomial in |G| with degree linear in |¢| and double exponential
in |¢|, which is the same overall 2-EXPTIME complexity but with different constants.
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Evaluation of
Finite-Trace Model Checkers

This section presents an evaluation of the explicit and symbolic versions of the ATL} model check-
ing algorithm developed in this project, focusing on two main aspects: correctness and performance.

Correctness was assessed by constructing a suite of small, hand-crafted CGS instances designed
to exercise specific edge cases of the ATL%, semantics. The expected outcomes for these instances
were verified manually, and the tool’s output was confirmed to match the theoretical results in all
cases.

To assess performance and scalability, a synthetic benchmark was constructed, and two experi-
ments were conducted: one evaluating scalability with respect to the size of the CGS, and another
with respect to the size of the input formula.

All experiments in this chapter were run on the same hardware setup described in Section A.2.1.
The following sections describe the synthetic benchmark developed, present the methodology used
in each experiment, and analyse the results in terms of runtime, memory usage, and failure be-
haviour.

5.1 Benchmark Description

While temporal logics such as LTL and CTL have established benchmark suites, no such benchmark
currently exists for ATL* model checking, particularly in the finite-trace setting. Thus, to evaluate
performance and scalability, a custom benchmark suite was developed based on a scalable multi-
agent counter system. This design was inspired by the single-counter scenario used in the LTL
synthesis benchmark suite [75], but adapted to a multi-agent setting suitable for strategic reason-
ing in ATL}.

The system models two agents, A and B, each of which can either increment a shared counter
(action i) or wait (action w). The global state is defined as a pair (curr_count, step), representing
the current value of the counter and the number of steps elapsed. The evolution is deterministic
and synchronous: at each step, both agents choose an action, and the system updates the state ac-
cordingly. The system terminates once the number of steps reaches a maximum value S, and these
states are treated as final states for the purpose of formula evaluation.
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The benchmark is parameterised by two values: the maximum counter value C, and the maxi-
mum number of steps S. Together, these control the size and shape of the resulting CGS, enabling
systematic scalability. The simplicity of the model makes it easy to generate automatically, while
still being rich enough to support strategic temporal goals of increasing complexity.

(i,w)/(w,i)

(any joint action)

Figure 5.1: Example CGS instance from the benchmark with C=2,S=3

(any joint action)

An example instance from the benchmark is shown in Figure 5.1, where each state is labelled with
its (curr_count, step) value, and transitions are labelled with the joint actions of the agents.

This benchmark serves as the basis for the two experiments described in the rest of this section:
one varying the size of the CGS while keeping the formula fixed, and the other varying the formula
complexity while holding the CGS fixed.

5.2 Experiment 1: Scaling the CGS

The goal of this experiment was to evaluate how the performance of the model checkers scales with
the size of the underlying CGS, while keeping the temporal formula fixed. For this purpose, the
benchmark generator was used to construct a series of counter systems by varying the parameters
C (maximum counter value) and S (maximum number of steps). The ATL} formula used was:

((A)) F counter max

where counter max is a proposition that holds in states where the counter reaches its maximum
value. This formula remains fixed across all runs.

For each combination of C' and S, the model checker was run five times and the average runtime
and peak memory usage were recorded. The results are presented as a function of state count.

5.2.1 Runtime Scaling

The runtime performance of the explicit and symbolic model checkers was evaluated as the number
of CGS states increases. Figure 5.2 presents the results for both implementations.
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Figure 5.2: Runtime of the explicit (left) and symbolic (right) model checkers as the number of CGS
states increases.

The explicit model checker exhibits a steep increase in runtime, with performance degrading rapidly
beyond 100,000 states. This behaviour reflects the cost of constructing the full product state ex-
plicitly and performing repeated fixpoint computations over large sets. For the largest instance
evaluated (nearly 500,000 states), the explicit model checker required over 100,000 seconds (27
hours) to complete.

In contrast, the symbolic model checker scales much more effectively. Despite also showing poly-
nomial growth (approximately quadratic), the absolute runtimes remain far lower. The model with
over 3 million states completes in under 5,500 seconds (approximately 1.5 hours), demonstrating
far greater practical feasibility for verifying large systems. The improved performance is primarily
due to the use of BDDs to encode the CGS and the product structure compactly, enabling efficient
symbolic fixpoint operations without explicit state enumeration.

To highlight the comparative performance, Figure 5.3 overlays the results of both implementations.
As the plots show, the symbolic model checker begins outperforming the explicit implementation
at relatively modest system sizes, and the gap widens dramatically for larger models. This demon-
strates the clear scalability advantage of the symbolic approach. While both versions follow similar
algorithmic logic, the underlying representation of the state space plays a crucial role in determining
practical performance.
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Figure 5.3: Comparison of runtime performance between the explicit and symbolic model checkers.
Left: zoomed view (runtime < 250s); right: full range.
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5.2.2 Memory Usage

Figure 5.4 shows the peak memory usage of the explicit and symbolic model checkers as the number
of CGS states increases.

Explicit Model Checker Performance Symbolic Model Checker Memory Use

Explicit Model Checker m  Symbolic Model Checker .
800 Best-fit (degree 1) Best-fit (Power-Law fit)

Peak Memory Use (MB)
8
S

Peak Memory Use (MB)

°
ol mg

3 100K 200K 300K 400K 500K 500K 1.0M 1.5M 2.0M 2.5M 3.0M
Number of States Number of States

Figure 5.4: Peak memory usage of the explicit (left) and symbolic (right) model checkers as the number
of CGS states increases.

The explicit model checker exhibits approximately linear memory growth, consistent with its use of
boost: :dynamic bitset for storing state sets and an adjancency list representation for the prod-
uct graph. For the largest instance, the peak memory consumption reaches about 830 MB. While
the memory footprint is more manageable than the runtime at this scale, the high absolute cost
and predictable growth suggest that state explosion remains a serious concern for even moderately
large CGSs.

The divergence in time and space scaling for the explicit checker is notable. Although memory
usage grows predictably with the size of the product graph, runtime increases far more sharply
due to repeated fixpoint computations over explicit structures. This mismatch reflects the fact that
memory costs are dominated by graph size, while computational costs are tied to how often those
structures are traversed during verification.

In contrast, the symbolic model checker exhibits sublinear memory growth. The power-law trend
observed in Figure 5.4 (right) reflects the compactness of Binary Decision Diagrams (BDDs), which
exploit shared substructures to represent large sets and transitions efficiently, resulting in more no-
ticeable space savings as the underlying state space grows. For the largest tested instance (over 3
million states) the peak memory usage remains below 500 MB, significantly lower than that of the
explicit model checker on much smaller instances.

This efficiency, however, is not purely tied to state count. As is common with BDD-based tools,
memory consumption also depends on the structural regularity of the underlying system, the or-
dering of variables, and dynamic optimisations such as caching and reordering within the CUDD
library. These factors lead to a more irregular growth pattern but enable much better scalability in
practice.

Overall, the symbolic model checker achieves substantial memory savings compared to the ex-
plicit implementation. Together with its superior runtime performance, these results underline the
practical advantages of symbolic representations for large-scale systems.
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5.3 Experiment 2: Scaling the Formula

The second experiment investigates how the model checker’s performance scales with increasing
temporal formula complexity, while keeping the underlying CGS fixed. This complements the first
experiment by isolating the cost associated with the construction and processing of the temporal
objective itself, particularly the DFA synthesis stage and the subsequent product graph and fixpoint
computation.

5.3.1 Experimental Setup

The CGS used for all runs in this experiment was a multi-agent counter system with parameters
C' = 40 and S = 35, resulting in a graph with approximately 1,000 states. This size was chosen
to keep the underlying state space small enough to avoid timeouts or memory exhaustion from the
CGS alone, ensuring that the formula size was the primary variable affecting performance.

The temporal formula used was a nested conjunction, each conjunct targeting a specific counter
value. Formally, the formula has the shape:

(A, B) Fpr AX(Fpa AX(Fp3 A... AX(Fpn)))

where each proposition p; holds at states where the counter equals i. The depth of nesting (n)
was varied from 1 to 20, increasing the size of the formula and the resulting complexity of DFA.
Each instance was again run 5 times, and average runtime was recorded. Memory usage was not
included in this experiment, as the dominant memory cost stems from the DFA construction phase,
which is delegated to external tools and thus not captured in internal profiling data. Furthermore,
the tool (Lydia, Lisa2 or LTLF2DFA) used to construct the DFA was tracked for each formula size.

5.3.2 Results

Figure 5.5 shows the average runtime for formulas of size 1 < n < 20, including the tool used
for DFA construction and lines of best fit for both implementations. Both implementations exhibit
similar scaling behaviour. For small to moderately sized formulas (n < 11), runtime grows approx-
imately linearly. However, the symbolic model checker consistently achieves lower runtime in this
range, with a noticeably flatter slope. This reflects the efficiency gains of symbolic product con-
struction and fixpoint solving, which dominate the verification cost when the LTL formula remains
relatively small.

From n = 12 onwards, an exponential growth trend emerges in both implementations. This shift is
attributed to the rising cost of DFA construction, which becomes the dominant factor in total run-
time. The increasing size and complexity of the generated automata not only affect translation time
but also slow down the subsequent model checking phases. Nevertheless, the symbolic checker con-
tinues to outperform the explicit one throughout the range, maintaining a practical runtime even
for the largest successful instance (n = 18).

The performance of LTLF2DFA in this range exhibits some erratic behaviour: the runtime for n = 15
is unexpectedly lower than that of Lydia at n = 14, which reflects trends already observed in the
evaluation of LTLf-to-DFA tools in Appendix A. Specifically, LTLF2DFA has previously shown lower
translation times for certain larger formulas despite struggling with smaller ones.
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Figure 5.5: Runtime of the explicit and symbolic model checkers as formula size increases. Marker
colour indicates the tool used for DFA generation. Dashed lines show fitted curves for linear and expo-
nential trends.

For n > 19, all tools fail to construct the DFA within resource limits. This reflects the sharp ex-
ponential growth in automaton size and translation time, making verification infeasible beyond this
point. Notably, the total runtime never exceeds 50 seconds for any successful instance, including
those with larger formulas. This suggests that the verification cost after DFA construction remains
efficient, likely due to the relatively small size of the CGS. The failure for n > 19 is therefore not
attributable to excessive runtime, but rather to memory exhaustion during the DFA synthesis phase.

The distribution of selected tools across formula sizes also reinforces the decision to use a par-
allelised translation strategy. Lydia and Lisa2 are preferred at smaller sizes, consistent with their
superior performance on structured formulas in Chapter A, while LTLF2DFA is better at larger for-
mulas. Without this hybrid strategy, the model checker would have failed at n = 17; thus by
leveraging the strengths of all three tools, the system remains faster and more robust across the full
range of inputs.

In summary, Experiment 2 confirms the symbolic model checker’s advantage in both efficiency and
scalability, particularly for small to moderately complex formulas. While both implementations are
ultimately bounded by the limitations of the external DFA translation phase, the symbolic backend
remains consistently faster and better suited for realistic specifications.

5.4 Evaluation Summary

The evaluation results highlight the scalability advantages of the symbolic model checker across
different dimensions of the verification problem. In Experiment 1, which varied the size of the
CGS, the symbolic implementation consistently and significantly outperformed the explicit version
in both runtime and memory usage. This demonstrates the effectiveness of symbolic techniques in
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mitigating state explosion, allowing verification to scale to models with millions of states.

In Experiment 2, which varied the size of the temporal formula, both model checkers encoun-
tered limitations due to the external DFA synthesis step. However, the symbolic checker remained
more efficient across the range of successful instances, particularly for smaller and moderately sized
formulas that are most common in practice. The use of a parallel tool strategy for DFA generation
proved to be an effective design choice, combining the strengths of different synthesis tools to im-
prove both performance and robustness.

Together, these experiments confirm that symbolic model checking offers practical benefits in perfor-
mance, scalability, and robustness. The results also motivate further evaluation in domain-specific
settings. The next section explores this in the context of a cybersecurity training ground scenario,
where the symbolic model checker is applied to a real-world-inspired system to verify complex
strategic properties.
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Modelling of a Multi-Agent
Cybersecurity Defense Scenario

In this chapter, we present the formal modelling of a realistic cybersecurity scenario in which multi-
ple defensive agents cooperate to detect and mitigate an intelligent attacker. Beyond benchmarking
the scalability of the symbolic ATL} model checker in a complex, real-world setting, this chapter also
aims to demonstrate the practical benefits of formal verification for strategic defense planning. The
key objectives of this modelling are to determine the minimum budget required by the defenders
to guarantee absolute protection against the attacker, ensuring that no server can be compromised
under any possible attack strategy and to identify the most cost-effective defense strategy among
several heuristics. We base our scenario on the Multi-Agent Reinforcement Learning (MARL) cy-
bersecurity training ground introduced by Wiebe et al. [77], representing the core interactions in
a CGS and abstracting low-level details. This provides a suitable and structured environment for
verifying ATL} properties related to defense guarantees while serving as a benchmark for assessing
the performance of the symbolic model checker under realistic conditions.

6.1 Model Description

6.1.1 Scenario Overview

We consider a protected network of five interconnected servers, monitored by two cooperative
defender agents and contested by a single intelligent attacker. In practical terms, each server rep-
resents a critical service or host within an enterprise infrastructure, defenders model intelligent
Intrusion Prevention Systems (IPSs) with limited time and budget, and the attacker represents an
Advanced Persistent Threat (APT) seeking to achieve one of three classic objectives:

1. Confidentiality Breach: gain administrator-level access to exfiltrate sensitive data.

2. Integrity Violation: insert or modify files to corrupt system behaviour.

3. Availability Attack: deploy denial-of-service malware to render a host unusable.
Defenders may monitor individual servers-analogous to querying host-based sensors-to observe a
fixed set of six Boolean flags, detailed in Section 6.1.2. Based on these observations and a finite
budget, they can remove malicious processes or fully restore a server image. The attacker, in turn,

can scan for vulnerabilities, exploit or escalate privileges, and, depending on its goal, tamper with
files or install a DoS-style payload.
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This abstraction captures key trade-offs in real deployments: limited visibility, resource constraints,
and the need for timely reaction. In the following sections we show how these elements are encoded
in a Concurrent Game Structure suitable for ATL} verification.

6.1.2 State Space and Observables

The following state components describe the availability scenario; the confidentiality and integrity
scenarios use a similar structure, with only the goal-specific variables (e.g. tamper flags, data-repair
actions) differing.

The system is modelled as a global state s € S comprising the following components:

* Attacker position p € {0,...,4}: the server on which the attacker currently resides.

* Privilege levels priv[i] € {0, 1,2} for each server i: 0 = no access, 1 = user, 2 = admin.
* Vulnerability map scanned|[i] € {0, 1}: whether server i has been scanned.

* Availability map down[i] € {0,1}: whether server 7 is unavailable due to a DoS payload.
* Defender budgets B: remaining combined budget for defenders D; and Ds.

* Suspicion buckets o;; € {0,1,2}: current suspicion level that defender D; assigns to server
1.

* Step counter ¢: the current time step, 0 <t < T.

 Server flags F; = (F; 1, ..., Fi¢): six Boolean indicators per server i, defined below.

In a real-world defense system, defenders do not have direct access to most of these components;
instead, they may invoke a monitor action on server i to observe its current flag vector F;. The six
flags, which abstract common intrusion-detection and host-monitoring alerts, are:

F;1: “server i was scanned last turn”,
F;o: “exploit ran on ¢ last turn”,

Fi3: “no attacker session on 7”,

F;4: “iis currently unavailable”,

Fi5: “user-level process running on 7”,
F;¢ : “admin-level process running on i”.

These flags are part of the global state but are only revealed to a defender when they choose to
monitor the corresponding server. All other variables remain hidden until inferred via subsequent
actions and observations.

6.1.3 Agent Action Sets

At each step, each agent selects one action from its individual set. Each defender action has a
cost, associated with it’s level of disruption on the system. Logical preconditions such as requiring
scanned|i] = 1 before exploit or sufficient suspicion before restore are enforced by the protocol
function (Section 6.1.4).
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Defender actions

* monitor(7): query server i to observe its flag vector F;.

* remove(i): evict any user-level malicious process on i.

* restore(:): re-image i, clearing all sessions and processes.
* do_nothing: skip action.

In the integrity scenario, defenders also have an analyze(i) action to inspect file-system metadata
to detect tampering and a data repair(i) action to remove or revert modified files on .

Attacker actions

* scan(7): probe i for vulnerabilities.
* exploit(z): leverage a known vulnerability to obtain user-level access.
* escalate(i): promote from user to admin privileges on i.

* do_nothing: skip action.

Additionally in the integrity scenario: tamper (i), modifying or corrupting files (requires appropriate
privileges) and in the availability scenario: deny(7), install a DoS-style payload to render 7 unavail-
able.

6.1.4 Abstraction of Imperfect Information

By default, ATL} model checking operates over perfect-information Concurrent Game Structures,
where all agents observe the full global state. In our cybersecurity scenario, granting defenders this
level of visibility would allow unrealistic reactions—for example, always removing the attacker from
the exact node. Unfortunately, the model checking problem for ATL* under imperfect-information
semantics is undecidable [8], so it is necessary to simulate this restricted information within the
perfect information model.

To approximate partial observability while retaining a decidable perfect-information framework,
we use a dynamic action-restriction mechanism via the protocol function. Each defender D; main-
tains per-server suspicion buckets o;; (Section 6.1.5), computed only from the flags it has actually
observed. The protocol function then permits high-impact actions (e.g. remove, restore) on server
i only if 0;; meets the required threshold. In this way, we capture realistic uncertainty: defenders
cannot act on an attacker’s true position until sufficient evidence has been gathered, yet remain
within a perfect-information CGS suitable for symbolic ATL} verification.

6.1.5 Suspicion Heuristics

To simulate realistic uncertainty under perfect-information model checking, each defender D; as-
signs a suspicion bucket ¢;; € {0, 1,2} to each server i based only on the flags F; it has observed
via monitor actions. The bucket determines which defensive actions D; may legally invoke on
i. The following are the decision heuristics for the availability scenario; other scenarios follow a
similar structure, although the integrity scenario, for instance, uses four buckets to account for two
additional defender actions.

0j; =0 = {monitor}, o¢;; =1 = {monitor,remove}, o0;; =2 = {monitor,remove,restore}.

We implement four heuristic strategies for computing o ;:
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1. Conservative Heuristic. Each flag F;; € {0,1} carries a danger weight w;, (e.g. higher for
exploit or admin-process flags). Defender D; computes the weighted sum

6
Si = Y wyFi,
k=1

and applies thresholds 0 < 77 < Ty so thato;; = 0if S; < T4, 0j; = 1if Ty < S; < T5, and
0j; = 2 otherwise.

2. Aggressive Heuristic. Inspired by modern zero-trust architectures [66], any critical flag,
specifically, F; » (“exploit ran”) or F; ¢ (“admin-level process”), immediately elevates o;; to 2.
Otherwise if F; 4 (“scanned”) or F;; “user-level process” is set we set the suspicion level to 1,
and O otherwise.

3. Proportional Heuristic. We compute the weighted sum as for the conservative heuristics,
and divide this by the maximum possible danger weight to get a normalized danger score.
Thresholds are then applied to this ratio to set the suspicion levels. This is inspired by risk-
matrices approaches where the severiy scores are normalized into percentiles.

4. Diversity Heuristic. We categorise each flag by its type (i.e. recon, exploit, user, none), and
set the suspicion level based on the number of different types seen. This is inspired by the
MITRE cyber kill-chain description, where an attack is divided into phases [55].

Each heuristic reflects different operational philosophies (risk-weighted analysis, aggressive zero-
trust or conservative postures, stage-based detection) and allows us to compare their impact on
verified defender guarantees.

6.2 Evaluation on Symbolic Model Checker

An evaluation was conducted on the symbolic model checker by increasing the number of steps n
and the defender budget b to increase the total number of reachable states (i.e. number of reachable
combination of the variables defined in Section 6.1.2) and assess its practical scalability. The ATL
formula verified is ((Attacker))FG compromised 1 The evaluation was conducted over the three
attacker goals (confidentiality, availability and integrity). Results are presented in Figure 6.1.
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Figure 6.1: Model Checking Runtime as number of states increases for each attacker-goal scenario.
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The symbolic model checker shows strong scalability in this complex, real-world model. For models
with over one million states, verification remains under an hour, demonstrating that it can handle
large-scale inputs efficiently. Runtime growth is consistent across the three scenarios, but lower
overall in the availability setting. This is likely due to a more constrained action space: defenders’
choices depend on both the current suspicion bucket and previously executed actions (e.g. a file
must be identified before it can be removed), reducing the branching factor and simplifying sym-
bolic operations.

In contrast, the confidentiality scenario permits a wider range of actions at each state due to its
more limited suspicion partitioning, resulting in a larger joint action space and increased runtime.
These results confirm that both the size of the reachable state space and the branching factor sig-
nificantly influence performance.

6.3 Verification of Properties

To also give insights into the kind of useful strategic ATL* properties that can be verified within the
model, we propose to find the minimum budget needed for the defenders to be able to prevent the
compromise of 1 or more servers in 10 steps in the confidentiality scenario. This property can be
expressed in ATL* as

(D1, D2))FG—compromised_1

which expresses that the coalition Dy, D, can eventually ensure that no server remains compro-
mised.

We perform a binary search over budget values in the range b € [1..20] to find the minimum value
for which the model checker returns true for the formula above. This is repeated for each of the
four heuristics used by the defenders to determine the suspicion score as defined in Section 6.1.5.

Heuristic | Minimum Budget

Proportional 10
Aggressive 12
Conservative 14
Diversity 14

Table 6.1: Minimum budget required for each heuristic to satisfy the formula.

The results show that the most cost-effective heuristic in this confidentiality scenario is the pro-
portional strategy. This heuristic is effective since it can identify all kinds of threats and escalates
suspicion quickly. The aggressive strategy performs slightly worse, likely due to its narrower detec-
tion strategy. The conservative and diversity-based are not very effective, since they are too slow at
escalating suspicion levels which reduces the possibilities of intervention before compromise.

These results show the practical benefits of ATL* for verification, demonstrating how it can pro-
vide absolute formal guarantees regarding properties which in a broader context can be relevant
to MARL agent training and can provide safe operational thresholds on the training ground being
modelled.
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This chapter presents an experimental evaluation of the two infinite-trace ATL* model checkers
developed in this work: the Rabin tree automata—based approach and the parity game-based ap-
proach. The evaluation focuses on assessing their performance on a synthetic benchmark based on
the multi-agent counter model introduced in the finite-trace setting, adapted here for infinite traces.
For this benchmark, we conduct two experiments: one measuring scalability with respect to the size
of the concurrent game structure (CGS), and another measuring scalability with respect to the size
of the ATL* formula.

Additionally, to contextualise the performance of the parity-based model checker, we compare it
against two relevant baselines: the finite-trace model checkers from Chapter 5, using their respec-
tive counter benchmarks, and the SL[1G] module of MCMAS on a family of fair scheduler synthesis
models, which are naturally suited to infinite traces.

All performance measurements are based on wall-clock execution time, and all model checkers
were run under identical hardware conditions as described in Appendix A. The following section
describes the infinite-trace counter benchmark used throughout these experiments.

7.1 Infinite-Trace Counter Benchmark

The benchmark used to evaluate the infinite-trace model checkers is based on a modulo-m counter,
extended from the finite-trace version introduced earlier. It is parameterised by the number of
agents n and the maximum counter value m, and is designed to be both simple and scalable.

Each state encodes a single counter value s € {0,...,m—1}, and agents jointly update the counter
by selecting actions from {inc, wait}. At each step, the next counter value is given by:

s’ = (s + number of inc actions) mod m.

This results in a CGS with m states and a branching factor of 2", making it suitable for controlled
experiments on both structural and formula complexity. Each state is labelled with a unique proposi-
tion ps, allowing ATL* to refer directly to counter values. Figure 7.1 illustrates an example instance
with n = 3 agents and m = 4 counter values.
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Figure 7.1: Example CGS with n = 3 agents and counter values modulo m = 4.

7.2 Experiment 1: Scaling the CGS

This experiment evaluates how the two infinite-trace ATL* model checkers scale with respect to the
size of the concurrent game structure (CGS). We consider two orthogonal ways to grow the CGS:

* Experiment la: Increase the number of states by varying the counter modulus m.
* Experiment 1b: Increase the branching factor by varying the number of agents n.

In both cases, the verified formula is fixed as:

(A1) GF pr—1,

which expresses that the coalition can ensure that the counter reaches its maximum value infinitely
often.

We now present the results for each subexperiment independently.

7.2.1 Experiment la: Increasing the Number of States

Figure 7.2 reports the runtime of both model checkers as the value of m increases while keeping
n = 2 fixed.

Time vs Number of States (Rabin Tree Non-Emptiness) Time vs Number of States (Parity Game)

@ Averaged Data ° 5001 @ Averaged Data

25000 Poly Fit (deg=4)

Exp Fit: ae*
(a=8.01e+00, b=0.73)
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e
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Figure 7.2: Runtime of the Rabin-based (left) and parity-game-based (right) ATL* model checkers as
CGS size increases via the counter modulus m.
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The Rabin-based checker scales poorly: models with more than 10 states already lead to pro-
hibitively long runtimes (e.g., nearly 7 hours for m = 11). This bottleneck originates in the
non-emptiness algorithm, where automata transformations introduce exponential blow-up in the
number of states and the complexity of the transition function. The BTA, DRTA, and symbolic prod-
uct construction are efficient at this scale, but the cost of operations such as co-WRBAA to co-WRAA
conversion and simple-WAA construction becomes dominant, as illustrated in Figure 7.3.

Normalized Time Breakdown by Function per Number of States
10

Figure 7.3: Normalised time spent per function of the Rabin non-emptiness algorithm.

mmm WRAAFromProdConstruction
== WRBAAFromWRAAConstruction
mmm \WRBAADualization

mmm CoWRAAFromCoWRBAA

mmm coWRAADualization

= SortingPartitions

mm SimpleWAATransformation

mmm  SimpleWAANonEmptiness

100%

Number of States

Proportion of Non-Emptiness Algorithm Time per Function

11

This unfortunately renders the Rabin-based model checker unsuitable for practical verification of
ATL* specifications, at least in its current form. By contrast, the parity-game approach exhibits much
better scalability, solving models with thousands of states in under 10 minutes. This is likely due to
three key factors: the efficient symbolic construction of the parity game, the use of highly optimised
external solvers (in this case, Oink) and the fact that the algorithm only needs to be applied once
per strategic subformula, rather than once per state. Figure 7.4 further highlights the performance
gap between both approaches.

ATL* over Infinite Traces: Rabin Tree vs Parity Game

All States Zoomed View (NumStates 1-10)

—e— Rabin Tree =—e— Rabin Tree

25000 —=— Parity Game —=— Parity Game
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10000 /

5000 /
/’

0 250 500 750 1000 1250 1500 1750 2000 2 4 6 8 10
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Figure 7.4: Comparison between Rabin and parity approaches. Left: full range of counter values tested.
Right: zoom on m < 10.
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This difference can be partly attributed to the theoretical complexity bounds of the two approaches
(see Sections 4.1.2 and 4.2.5). Although both are 2EXPTIME-complete in the worst case, the struc-
ture of the complexity expressions differs substantially. In the Rabin approach, the size of the CGS
appears in the base of an exponential term dependent on the formula size. In contrast, in the
parity-game approach, the size of the CGS appears only as a multiplicative factor whose polynomial
degree depends linearly on the formula size. This structural difference, along with the factorial
term in the Rabin case, both due to better complexity of solving parity games compared to NRTA
non-emptiness, leads to significant performance divergence in practice. Moreover, the parity-game
solution benefits from decades of algorithmic and engineering optimisations, whereas the Rabin
pipeline uses a custom, less mature implementation.

7.2.2 Experiment 1b: Increasing the Number of Agents

In this experiment, we evaluate how performance scales with the number of agents by increasing
both n (agents) and m (maximum counter value), which together determine the size and branching
factor of the CGS. Higher agent counts result in larger joint action spaces and more complex suc-
cessor sets per coalition action. This experiment is performed only on the parity-game-based model
checker, as the Rabin-based version does not scale to models of this size. The results are shown in
Figure 7.5.

Time Taken vs Number of States for Each Agent Count

Number of Agents
—8— 2 agents
3 agents
—8— 4 agents
—e— 5 agents
500{ —®— 6agents

Time Taken (s)

250 500 750 1000 1250 1500 1750 2000
Number of States

Figure 7.5: Runtime vs. CGS size for varying numbers of agents.

The results indicate that although runtime increases slightly with the number of agents, particularly
in the n = 6 case, the overall scaling behaviour remains consistent. The runtime curves follow
similar polynomial trends across agent counts, suggesting that the symbolic construction handles
increases in joint action space and branching factor efficiently. This reinforces the scalability of the
parity-game—based model checker with respect to both state space size and action space complexity.

7.3 Experiment 2: Scaling the Formula

This experiment follows the methodology of the finite-trace counterpart presented in Section 5.3,
evaluating scalability with respect to formula size under a fixed CGS. The model consists of n = 2
agents and m = 100 counter values, resulting in a CGS with 100 states. The ATL* formulas are
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constructed to increase in nested depth from n = 1 to n = 20, following the pattern:
«Al, A2>> GF p; A X(GFp2 VAN X(GFpg VANCERWAN X(GFpn)))

Due to the poor scalability demonstrated in Experiment 1a, the Rabin-based model checker is omit-
ted from this experiment. We evaluate only the parity-based model checker. The results are shown

in Figure 7.6.
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Figure 7.6: Runtime of the parity-based model checker as formula size increases. Failures due to memory

exhaustion are marked.
The model checker performs efficiently for small formulas, with runtime increasing roughly lin-
early up to n = 12. This scaling behaviour implies that in this region the main computational effort

lies in symbolic product construction and parity game solving, rather than in automaton generation.

Beyond this point, however, runtime grows exponentially. For instance, verifying the formula with
n = 17 takes over 14 hours. This steep growth is primarily due to the LTL-to-DPA translation
step, which begins to approach its worst-case double exponential theoretical complexity. The size
of the generated DPA increases rapidly with formula depth, and the subsequent conversion from
transition-based to state-based acceptance also becomes a significant bottleneck. Additionally, the

1t12dpa tool (Rabinizer4) fails with out-of-memory errors for n > 17, indicating that the construc-
tion of DPAs is not only significantly slower but also slightly less robust than analogous finite-trace

translations to DFAs.
Overall, while the parity-based approach handles moderately complex formulas well, it faces signif-

icant limitations when faced with deeply nested temporal specifications.

7.4 Comparison with Finite-Trace Model Checkers

In this section, we compare the performance of the infinite-trace ATL* model checker based on par-
ity games with the two finite-trace model checkers developed in Chapter 3, using explicit-state and
symbolic representations. The goal of this comparison is to quantify the practical impact of trace

semantics on performance.
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To ensure a fair evaluation, we replicate the finite-trace experiments from Section 5.3 using a
CGS with 100 states (achieved by setting ¢ = 20, s = 9), matching the model size used for the
infinite-trace experiments. We evaluate all three implementations on both model-size scaling (Ex-
periment 1) and formula-size scaling (Experiment 2). The results are shown in Figure 7.7, using a
logarithmic scale to accommodate the wide range of runtimes observed.

Average Time vs Number of States Across Model Checkers Average Time vs Formula Size (n) Across Model Checkers

Average Time Taken (s)
Average Time Taken (s)

0 500 1000 1500 2000 1 2 3 4 s 6 7 8 9 10 1 12 13 14 15 16 17 18
Number of States Formula Size (n)

Figure 7.7: Comparison of finite-trace (explicit and symbolic) and infinite-trace (parity-game-based)
model checkers. Left: runtime vs. CGS size. Right: runtime vs. formula size. Log scale used.

The results confirm that finite-trace model checkers offer substantial performance benefits across
both axes of scalability. Both the symbolic and explicit finite-trace implementations outperform
the parity-based infinite-trace checker by several orders of magnitude. The gap is especially pro-
nounced in model-size scaling, where the parity-based checker encounters increased overhead from
parity game solving. In the formula-scaling experiment, although all approaches eventually exhibit
exponential growth, the infinite-trace version reaches much higher runtimes more quickly, scaling
significantly worse.

Importantly, this does not indicate a failure of the infinite-trace approach, but rather reflects the in-
herent complexity of reasoning over infinite behaviors. The symbolic parity-based checker remains
a viable and correct method for ATL* verification, particularly in domains where infinite-trace prop-
erties are required and no finite abstraction is appropriate. Indeed, as shown in the next section, it
compares favourably to existing tools that handle more expressive logics.

Although both model-checking problems are 2EXPTIME-complete in theory, these results again un-
derscore how theoretical complexity classes often conceal significant practical differences. The
finite-trace algorithm incurs only linear dependence on the size of the model, and the doubly expo-
nential term in the formula size is comparatively lightweight in both its structure and in the actual
size of the generated automata. In contrast, the parity-based infinite-trace checker incurs a polyno-
mial dependence on model size with degree linear in the size of the formula and suffers from more
complex and less predictable growth in automata size. In practice, LTL-to-DFA conversions often
yield automata far smaller than their worst-case bounds, while the corresponding w-automata for
LTL can remain large even when generated with optimized tools like Rabinizer4.

Thus, these results confirm that, when a finite-trace abstraction is applicable to the scenario be-
ing modelled, it should be strongly preferred due to the substantial performance advantages it
provides. However, the parity-based checker remains an effective and scalable option within its
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domain, offering a principled and automata-theoretic solution to full ATL* model checking over
infinite traces.

7.5 Comparison with SL[1G] Model Checker

While no existing tools implement model checking specifically for ATL*, there are tools for more ex-
pressive logics that subsume it. One such logic is the one-goal fragment of Strategy Logic (SL[1G]),
whose semantics strictly generalise ATL* and whose model checking problem is also 2EXPTIME-
complete [57]. This makes SL[1G] a compelling basis for indirect ATL* verification, especially
when paired with an efficient implementation.

In this section, we compare our parity-game-based ATL* model checker against the SL[1G] model
checker implemented as an extension to MCMAS [16], using a common benchmark. This com-
parison is motivated by both tools targeting strategic reasoning under perfect information and full
recall using symbolic parity game constructions over LTL path formulas. However, there are impor-
tant differences. SL[1G] supports nested quantification over strategies and agent bindings, while
ATL* restricts quantification to agent coalitions.

The SL[1G] model checker in MCMAS is fully symbolic and based on the construction of determin-
istic parity automata (DPAs) for the temporal components of the formula. These are then combined
with a symbolic representation of the interpreted system to build a parity game, which is solved
using a symbolic implementation of Zielonka’s algorithm [16].

7.5.1 Fair Scheduler Synthesis Benchmark

To evaluate both model checkers, we use the fair scheduler synthesis problem which is a standard
benchmark for strategic reasoning over infinite traces. The system consists of n processes (agents
Py,...,P,) and a dedicated Scheduler agent, which arbitrates access to a shared resource. The
Scheduler must ensure mutual exclusion (only one process may access the resource at a time) and
fairness (no process waits indefinitely).

The global state includes:

* Process states: Each process is either in (idle), wt (waiting), or rs (using resource).
* Scheduler state: Either fr (free) or a (allocating).

* Request flags: Boolean variables indicating which processes have requested access.
Agents act as follows:

* Each process can: id (do nothing), rq (request), rn (renegue), or rl (release), depending on
its current state.

* The Scheduler chooses one waiting process to grant access, using actions p1 through pn if the
corresponding process has requested access.

The property to be verified expresses fairness for each process: if a process is waiting, it will even-
tually no longer be waiting (i.e., it either gets access or gives up). This is encoded in SL[1G] as:

n

#PR«J}» [[yl]] [[yQH t [[yn]] (Environment, l‘)(Pl, yl) t (Pna yn) /\ G(wti — F_‘wti)
=1
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We translate this into an equivalent ATL* formula:

n

A (P Gwt; — Fwt;)

i=1

Under the shared assumption of perfect information and recall, this translation is sound and pre-
serves the intended fairness semantics for each process.

7.5.2 Model Encoding and Tool Differences

To ensure comparability, we use the benchmark ISPL models provided with the SL[1G] model
checker. These are defined using local agent modules and are automatically flattened into global
interpreted systems by MCMAS when requiring perfect information. In contrast, our ATL* model
checker expects a fully flattened global-state representation as input since we always have the as-
sumption of perfect information. We therefore generate equivalent global-state ISPL files for use in
our tool, preserving agent behaviors and action availability.

We compare against the optimised SL[1G] mode in MCMAS, which splits the top-level SL[1G]
formula into independent goals and generates a parity game for each [16]. This structure is closest
to our recursive labelling approach in ATL*, where each strategic subformula is verified indepen-
dently.

The results of this comparison are presented below.

7.5.3 Results

Figure 7.8 presents the runtime comparison between the SL[1G] model checker and our parity-
game-based ATL* model checker, as the number of processes in the scheduler benchmark increases
from 1 to 6. A logarithmic scale is used to accommodate the wide variation in runtimes.

ATL* vs. SL(1G) Model Checker Comparison (Fair Scheduler)

—8— ATL* Model Checker
SL(1G) Model Checker

Time Taken (s)

2 3 4 5 6
Number of Processes

Figure 7.8: Runtime comparison between SL[1G] and ATL* model checkers as the number of processes
increases. Logarithmic scale used.

The ATL* model checker outperforms SL[1G] for all cases with n > 2, with the difference becoming
increasingly pronounced as the model size grows. At larger values of n, the performance gap spans
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several orders of magnitude. For n = 1, the SL[1G] tool is marginally faster, likely due to fixed
overheads in file I/0O and symbolic setup that dominate runtime for very small parity games. Both
tools exhibit exponential growth, indicated by the linear slope in the log-scale plot, but the ATL*
checker shows a significantly flatter gradient, confirming superior scalability.

Several factors contribute to this improvement. First, our tool leverages modern external compo-
nents for both DPA generation and parity game solving. In particular, the DPA is constructed using
the Safra-less translation through Limit-Deterministic Blichi Automata (LDBA) [33], which has been
shown to produce smaller automata in practice than the traditional approach implemented in the
SL[1G] model checker based on nondeterministic Generalised Biichi automata. For game solving,
we rely on parity solvers that implement quasi-polynomial time algorithms, which outperform the
older symbolic implementation of Zielonka’s algorithm used. Second, the logic itself plays a role:
ATL* formulas are less expressive than full SL[1G] and result in structurally simpler and more com-
pact parity games. These combined improvements in both algorithmic backend and logic design
result in significantly better performance and scalability in practice.

These results clearly demonstrate that a dedicated ATL* model checker, tailored to the specific
structure of the logic and leveraging modern automata tools, can significantly outperform general-
purpose tools for more expressive logics, even when they share the same theoretical complexity
class.

7.6 Evaluation Summary

This chapter presented a comparative evaluation of the two implemented ATL* model checking al-
gorithms using the multi-agent counter benchmark. The parity-game-based approach significantly
outperformed the Rabin tree automata—based approach, which was found to be impractical due to
state space explosion during the non-emptiness check, even on small models.

We then compared the parity-game approach against the finite-trace model checking algorithms
developed earlier in the thesis. These experiments confirmed the substantial performance and
scalability benefits of finite-trace verification, driven by simpler automata constructions and more
tractable model-checking procedures.

Finally, we compared our ATL* model checker to an existing SL[1G] model checker, demonstrat-
ing that a dedicated tool for ATL*, built around state-of-the-art automata and parity game solvers,
can achieve orders-of-magnitude improvements over general-purpose tools for more expressive log-
ics. These results highlight the effectiveness and practical viability of our algorithm for verifying
multi-agent systems with ATL* properties.
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8.1 Conclusions

The growing adoption of Al agents and multi-agent systems in security-critical, autonomous, and
strategic environments makes formal verification more essential than ever. In particular, model
checking of multi-agent logics such as ATL* provides rigorous guarantees about the strategic capa-
bilities of agents in complex systems. This project contributes to this goal by developing, imple-
menting, and evaluating scalable model checking algorithms for ATL* over both finite and infinite
traces.

The project focused on two core verification problems: model checking ATL*, the finite-trace variant
suitable for terminating behaviours, and ATL*, the classical infinite-trace semantics for reasoning
over ongoing system executions. For ATL}, we designed and implemented both an explicit-state
and a symbolic-state model checker. The symbolic version is based on a novel adaptation of the
automata-theoretic approach to a symbolic setting, introducing a fully symbolic product construc-
tion and fixpoint algorithm for ATL}. The resulting model checker showed a substantial scalability
advantage, verifying models with millions of states efficiently. This was demonstrated not only in
synthetic benchmarks (Chapter 5) but also in a detailed, realistic cybersecurity case study (Chap-
ter 6). These results confirm both the expressiveness of ATLY for goal-oriented multi-agent scenarios
and the effectiveness of symbolic techniques for handling state space explosion.

In the infinite-trace setting, two algorithmic approaches were evaluated. The first was based on
the classical automata-theoretic construction using Rabin tree automata, combining execution-tree
automata for the CGS with deterministic Rabin automata for the formula. This approach required
non-trivial reinterpretation of theoretical constructions to support symbolic data structures, but still
suffered from combinatorial blowup due to state annotations, rendering it impractical for large-scale
verification (see Section 7.2). The second approach reformulates ATL* model checking as a two-
player parity game between the coalition and its complement. This parity-game-based algorithm
exhibited much superior performance than the Rabin-tree-based approach, scaling to significantly
larger models and handling a broad range of formulas efficiently, as demonstrated in Section 7.3.

Furthermore, our parity-game algorithm also outperformed the SL[1G] model checker in MCMAS
on the fair scheduler synthesis benchmarks (Section 7.5). While SL[1G] has the same theoretical-
complexity as ATL*, the results demonstrate that using a logic-specific verification engine rather
than relying on a more general-purpose tool can offer major practical advantages. By designing

57



8.2. FUTURE STEPS Chapter 8. Conclusions and Future Work

algorithms that target ATL* directly, we avoid unnecessary overhead and can better exploit its struc-
tural properties and semantic requirements.

All of the algorithms developed in this work share the same theoretical worst-case complexity
(2EXPTIME-complete), primarily due to the translation of temporal formulas to automata. To
handle this efficiently, we integrated external tools for automata generation: in the finite case,
a parallelised translation strategy leveraging multiple translators, and in the infinite case, recent
Safra-less techniques. As shown in Sections 5.3 and 7.3, this modular translation strategy signifi-
cantly improved performance and robustness across formulas of varying sizes.

An important insight from the evaluation is that theoretical complexity does not fully predict prac-
tical performance. Although all approaches are 2EXPTIME-complete, their implementability differs
substantially depending on symbolic representations, automata structure, and game-solving tech-
niques. The symbolic representation of the state space was crucial for the success of the finite-trace
model checker, and the move from Rabin to parity-based reasoning in the infinite case resulted
in major performance gains. These results are also partially justified by the concrete theoretical
bounds derived in Sections 4.1.2 and 4.2.5.

In summary, the results clearly support the use of finite-trace verification when possible, due to
its simpler automata and more tractable verification procedures. The resulting model checking tool
integrates both of the ATLY algorithms and the parity-game-based ATL* checker, providing efficient
and scalable verification across both semantic domains.

8.2 Future Steps

There are, however, steps that could be taken to improve the quality of the final product, as well as
further avenues of research that could be explored to evaluate their effect on the performance of the
checkers. These focus on improving the usability of all tools through the input format and potential
algorithmic changes to improve the performance of both the Rabin tree automata and parity-game
approach to model checking ATL*.

* Extended ISPL Input Format. While the current ISPL format is sufficient to successfully
represent models, it could be extended to handle additional constructs. These include integer
variables, conditional transitions and multiple state variables, all of which are available in
the standard ISPL syntax. The parsing for these constructs could be re-used from MCMAS,
although it would have to be adapted for the perfect information semantics and global states
and evolution that we require in our models. This would not affect the performance of the
model checkers, but it would lead to an improved user experience, requiring less effort from
the user in modelling scenarios to be verified.

* Improvements to the NRTA Non-Emptiness Algorithm. The algorithm for NRTA non-
emptiness was implemented explicitly due to the difficulties in performing the dualisation
steps on the transition function symbolically. However, function-level performance measure-
ments (see Figure 7.3) show that one of the two functions dominating execution time is out-
side the Rabin pair elimination loop, specifically the transformation from a WAA to a Simple
WAA. This suggests that a conversion back into symbolic form at the point where we obtain a
WAA with & = 0 Rabin pairs could improve the performance of this step. In fact, a symbolic
implementation would potentially remove the need for this step, since an alternative to the
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stack labelling algorithm in the last step could be used to remove the structural requirement
of simple transition functions. Although this conversion would add overhead in terms of time
and BDD variable usage, the potential performance benefits could justify the additional effort
and lead to a more efficient approach to ATL* model checking through Rabin tree automata.

Alternatively, a more ambitious but potentially more scalable improvement would be to re-
place the explicit implementation of the NRTA non-emptiness algorithm with a formulation
based on fixpoint equations. These equations, inspired by those presented in [50] for non-
deterministic parity tree automata, avoid the need to explicitly construct intermediate weak
alternating automata and perform annotations on states and transition functions. While the
construction for the Rabin case is more complex and involves additional automata and steps
thus making the adaptation to fixpoint equations non-trivial, developing such equations could
yield an efficient, fully symbolic implementation of the algorithm and significantly enhance
the performance of the ATL* model checking process.

Symbolic Parity Game Solving Algorithms. Most of the research in solving parity games
focuses on explicit algorithms, and hence most parity solvers including the one used in this
project, Oink, are explicit. However recent papers ([20]) have presented set-based symbolic
algorithms with quasi-polynomial performance, although this is measured in terms of the
number of symbolic operations. This leads to a potential improvement to the parity-game-
based approach to model checking ATL* by replacing the parity game solving through Oink
with a custom implementation of one of these algorithms. This would enable a fully symbolic
solution, without requiring the conversion into an explicit format to send as input to Oink,
and thus might result in better performance.
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Declarations

9.1 Use of Generative Al

I acknowledge the use of GPT 4 (OpenAl, https://chat.openai.com/) for getting feedback on some
parts of this report, and for fixing C++ compilation issues in the development of the code, as well
as for summarising and understanding some of the papers read through the course of the project. I
confirm that no content generated by Al has been presented as my own work.

9.2 Ethical Considerations

While this project does not raise direct ethical concerns, it contributes to the broader societal effort
to develop trustworthy and verifiable Al. These goals are increasingly reflected in emerging regu-
latory frameworks, such as the UK’s Bletchley Declaration on Al safety and transparency [39]. By
advancing scalable verification techniques for agent-based systems, this work aligns with the ethi-
cal imperative to ensure that intelligent systems behave as intended, particularly in contexts where
failures can lead to significant harm.

9.3 Sustainability
This project can be considered fairly sustainable since we did not use any GPUs for the benchmark-

ing and evaluation steps, thus using less processing resources. The report was written completely
online using the Latex editor Overleaf, which avoided the use of papers.

9.4 Data and materials
All the code for the model checking algorithms, the results from the evaluations and the mod-

elling scripts used in Chapter 6 for the cyber-security scenario can be found in the following repo:
https://gitlab.doc.ic.ac.uk/sg2922/atlf model _checker.git
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Appendix A

Preliminary Results on
LTL f-to-DFA Conversion

As we have seen in Section ??, the conversion of LTL formulas into deterministic finite automata
(DFA) is the most computationally expensive part of the ATL} model-checking algorithm. This step
has a theoretical worst-case complexity of double exponential time with respect to the size of the
input formula [27]. Nevertheless, it has been observed that the resulting DFA is often manageable
in practice, particularly when determinisation is applied to automata over finite words ([70]).

Given the importance of this transformation step, extensive research has been done on developing
tools that optimise the process and reduce its practical implementation overhead. In this section,
we review the current state-of-the-art tools for LTL,-to-DFA transformation and present the results
of an experimental comparison to evaluate their efficiency and scalability.

A.1 Overview of the Tools for LTL; to DFA Conversion

To approach the computational challenges of translating LTL; formulas into DFA, various tools have
been developed, each employing different methodologies and intermediate structures. We provide
an overview of five prominent tools — Spot [31], Itlf2dfa [76], Lisa[6], Lydia [36] and Lisa2 [5] —
highlighting their underlying principles, methodologies and key optimisations.

Several LTL¢-to-DFA conversion tools use MONA, a specialised tool for transforming formulas in
monadic second-order logic (MSO) - and hence first order logic (FOL) as well - into finite-state
automata. MONA uses a semi-symbolic representation of the automata by leveraging shared multi-
terminal Binary Decision Diagrams (shMTBDDs) to compactly represent transition functions (see
section 2.2.1) [42].

Spot, introduced by Duret-Lutz et al., is one of the earliest tools developed for automata-based
verification. It translates LTL; formulas into DFA by first converting them into equivalent LTL for-
mulas, then to a nondeterministic Biichi automaton (NBA), which is determinised into a determin-
istic Biichi Automaton (DBA) and finally reduced to a DFA [31] However, the determinisation of
Biichi automata and the complexity of handling temporal logics over infinite traces often make Spot
slower and less scalable than newer approaches tailored specifically to finite traces.
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Itlf2dfa, developed by Francesco Fuggitti, is a tool designed to translate LTL; formulas into deter-
ministic finite automata (DFA). The translation process begins by converting the LTL; formula into
an equivalent formula in First-Order Logic (FOL). The resulting FOL formula is then transformed
into a DFA using the MONA tool [76]. The FOL-to-DFA transformation handled by MONA is theoret-
ically nonelementary, meaning it can involve multiple nested exponentials in the complexity due to
successive determinisations and projections introduced by handling quantifiers and negations [36].
However, this worst-case complexity rarely materialises, thus making 1tlf2dfa a competitive tool for
LTL ¢-to-DFA conversion.

Lisa is a compositional tool that begins by unrolling the input LTL; formula to produce its ab-
stract syntax tree (AST), splitting only on the outermost conjunctions. To manage the intermediate
DFAs, Lisa employs a hybrid state-space representation, alternating between explicit-state represen-
tations and symbolic representations using reduced ordered BDDs. Explicit state is initially used as
it is computationally efficient for small DFAs, but when minimisation becomes too expensive, Lisa
transitions to symbolic representation to handle larger state spaces. This delays the use of symbolic
operations as much as possible, therefore minimising the number of symbolic products required to
generate the final DFA [6].

Another compositional method is Lydia, developed De Giacomo and Favorito. Lydia takes a fully
compositional approach by unrolling the formula down to its propositional operators. It transforms
propositional literals into DFA and uses automata operations specific to the operator being pro-
cessed to compose the partial DFAs. Lydia uses Mona’s shared multi-terminal BDD representation
of intermediate DFAs to manage a larger state space. Although the worst-case complexity of this
technique is again nonelementary, the aggressive minimisation performed on the partial automata
ensures that this complexity rarely manifests in practice, making Lydia highly effective for real-
world use cases [36].

Lisa2, the most recent LTL;-to-DFA tool developed by Bansal et al., strikes a balance between
the compositional approaches of Lisa and Lydia. Lisa2 unrolls formulas at the outermost Boolean
operators, optimising the processing of sub-formulas while reducing composition steps. The tool
introduces additional optimisations, such as duplication removal of sub-formulas in the AST and
syntactic transformations to reduce the complexity of the input formula. Lisa2 supports both ROB-
DDs and shMTBDDs for representing the intermediate DFAs. This is due to each representation
having advantages: shMTBDDs are faster but more memory intensive, whereas ROBDDs offer a
slower but more memory-efficient alternative [5]. This flexibility enables Lisa2 to adapt to various
computational constraints and problems.

A.2 Experimental Results and Evaluation

To assess the performance of the tools described earlier and determine their suitability within the
implementation of the ATL} model checking algorithm, a comprehensive evaluation was conducted,
and the results are presented below.

A.2.1 Experimental Setup

The evaluation was conducted on a Linux-based lab machine equipped with an Intel Core™ i7-
10700 CPU at 2.90GHz, 16GB of RAM, and SSD storage. Each tool was executed with a time limit
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of 3 minutes per test case, after which a timeout was reported. No explicit memory constraints were
imposed during the experiments.

The following metrics were recorded for each test case: runtime — the time taken by each tool
to complete the transformation and success/failure/timeout - whether the tool successfully con-
verted the formula, failure to an error, or exceeded the time limit. The size of the DFAs returned
was not recorded since all tools return minimal DFAs.

Benchmarks: the experiments used the Whitemech finite synthesis dataset [75], which includes
a mix of structured and random benchmarks:

1. SingleCounter: A benchmark modelling a counter whose behaviour is entirely determined
by the actions of the environment. The length of the formula corresponds to the maximum
count, with n ranging from 1 to 20.

2. Random: conjunctions of n randomly generated LTLf formulas based on a set of basic cases,
with 50 test cases for each n, where 3 <n < 10 [78].

3. Nim: A generalised version of the game of Nim [11] with n heaps, where 1 < n < 20, though
only cases up to n = 5 were executed.

A.2.2 Results

Single Counter Benchmark

SingleCounter Benchmark

|

-
o

Tools
—e— Lisa
Lisa2_Mona_OptsOff
—e— Lisa2_Mona_OptsOn
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—e— LisaExplicit
1074 / Lydia
/ —e— Spot

Itif2dfa

Cumulative Time (seconds)
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Number of bits

Figure A.1: Cumulative runtime for each formula length across all tools, excluding failed cases.

FigureA.1 shows the cumulative average runtime for the SingleCounter benchmark. In this bench-
mark, 1tlf2dfa achieves the best success rate, solving 80% (16/20) of cases, whereas the rest of
the tools time out or fail with formulas larger than 11 bits, demonstrating its suitability for solving
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complex structured benchmarks. However, in lower-bit formulas, Itlf2dfa is up to 10 times slower,
resulting in a cumulative runtime worse than Lydia and Lisa2 for n < 10. For performance in
the lower range, Lydia and Lisa2 (Spot representation) are the most efficient tools, consistently
handling smaller formula sizes with lower runtimes.

Random Benchmark

Random Benchmark Results
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Figure A.2: Caption

Figure A.2 (left) presents the cumulative average runtime for the random benchmark, while Fig-
ure A.2 (right) shows the success rate for formulas of varying lengths. The tools that perform best
in terms of runtime are Lisa2 (Mona representation) and Lydia, which handle increasing formula
lengths efficiently. Again, 1tlf2dfa is consistently about 10 times slower, reflecting its computational
overhead, and in this case its resolution rate is not particularly better than that of other tools Lydia
and Lisa2, which have similar performances in terms of resolution rate, although they show a sig-
nificant drop in success rates, mostly due to timeout, declining to 50% by length 10.

The slower performance of Lisa2 (Spot representation) and LisaExplicit is notable, particularly in

the lower length cases. This is likely due to the computational cost of determinising explicit state
representations in LisaExplicit and the slower performance of ROBDDs in Lisa2 with Spot.

Nim Benchmark

Nim Benchmark Results
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Figure A.3: Caption
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The results for the Nim benchmark are depicted in Figure A.3. As shown, the success rate de-
clines sharply for all tools as formula length increases, reflecting the inherent difficulty of encoding
strategic game behavior. The best tools in terms of success rate are Lisa2 with Spot and Mona rep-
resentations, which solve the most cases for the shorter formulas (lengths 1 and 2), though their
performance drops significantly for longer formulas.

In terms of runtime, Itlf2dfa starts slower than most tools but demonstrates better scalability, main-
taining a relatively stable growth compared to the steeper increases observed for Lisa2, Spot, and
Lydia. By formula length 4, 1tlf2dfa achieves the lowest cumulative runtime among tools that still
solve a non-trivial number of instances, suggesting greater efficiency on complex inputs. Lydia, in
contrast, performs poorly both in runtime and success rate, likely due to the cost of constructing and
combining numerous intermediate DFAs in its full-decomposition strategy. While LisaExplicit and
Lisa remain relatively efficient in runtime, their consistently low success rates limit their practical
utility for this benchmark.

Focusing on the first two formula lengths where success rates are above 25% and thus more re-
liable, the best-performing tools in terms of runtime and coverage are the Lisa2 variants with Spot
representation. However, the sharp decline in solved cases for these tools at higher lengths high-
lights the challenge of generalising their effectiveness to more complex game scenarios

Overall Trends
Several patterns emerge across the benchmarks:

1. Spot: the overhead of translating formulas through infinite-trace automata is evident in Spot’s
consistently poor performance in both runtime and success rate.

2. Lisa vs. LisaExplicit: Lisa with hybrid state space representations performs better and scales
more effectively than its explicit state counterparts like LisaExplicit, although it perform worse
than other more recent tools like Lydia or Lisa2.

3. Lydia and Lisa2: these tools exhibit the best runtime efficiency with Lisa2 (Spot representa-
tion) performing well in structured benchmarks whereas Lydia and Lisa2 (Mona representa-
tion) performing better in unstructured benchmarks (random dataset).

4. Effect of Optimisations in Lisa2: The choice of optimisation settings in Lisa2 (both for Spot
and Mona representations) has only a marginal impact on both runtime performance and
success rate, suggesting that its core performance characteristics are largely unaffected by
these configuration options.

5. Ltlf2dfa: Despite its slower runtime, Itlf2dfa achieves the highest success rate of all tools,
reliably solving difficult cases that other tools fail to handle within the 3-minute limit.

A.3 Conclusion

The results demonstrate a clear trade-off between reliability, as observed with 1tlf2dfa, and per-
formance for smaller, more manageable formulas, where tools like Lydia and Lisa2 excel. Given
the structure of formulas anticipated in model checking ATL%, which aligns more closely with the
characteristics of structured benchmarks, we decided to prioritise tools that perform well in these
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benchmarks.

To balance both reliability and efficiency, we would like to explore an approach in which the imple-
mentation of the ATL} model checking algorithm uses a flexible parallel strategy. This would involve
launching three tools in parallel: Lydia, for its exceptional performance in structured benchmarks
like SingleCounter; Lisa2 with Spot, for its consistent results across structured benchmarks; and
Itlf2dfa, to ensure reliable outcomes for complex formulas where the other tools may time out. The
algorithm would then use the first result returned by any of the tools, enabling us to exploit the
speed of Lydia and Lisa2 for simpler formulas, while maintaining the robustness of 1tlf2dfa for more
challenging cases. This approach aims to achieve an optimal balance between performance and
reliability.
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Appendix B

Rabin Tree Automata
Approach Development

B.1 Construction of the Execution-Tree Biichi Automaton
To decide whether ¢ |= ((A))), we first build a nondeterministic Biichi tree automaton Ag, 4 whose

language is exactly the set of A-controlled execution trees from ¢. The construction proceeds in
three phases, as defined in [1]:

1. Computing Post(q, A). Let Acty be the joint actions of coalition A. For each a € Acty, we
symbolically compute

pa = {q |3 €Act_4:0g(q,and)=¢q"}
as follows:
1. Conjoin the CGS transition BDD g (q, «, ¢') with the encoding enc.(q) of the current state.
2. Existentially abstract away ¢ and the action-variables, yielding a BDD over 7.
3. Reinterpret ¢ as the “current” variable set § via a VectorCompose operation.
We collect all such p,, into a candidate list, then minimise it by removing any p that is a superset of
another: symbolically, we drop p; if p; = p; in BDD form. Finally, we extract each minimal p

into its constituent satisfying singleton-state BDDs assignments (one assignment per state) so that
each p becomes a k-tuple of next-state encodings.

2. Automaton parameters. We now have for every ¢ and A:
Post(q, A) = {p1,...,pm}, wherem <|Acta]

Set
Q = Sa Y= Zg7 q0 = ¢, F = Qa d = mlax\pz|
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3. Transition function. For each state ¢ and its labeling \(¢q), we define

(e Mg) = \/  (encs(p),

pEPost(g,A)

where if p = {s1,...,s;} (with i < d) then

i d
encs(p) = (/\ encyj—1(s5)) A ( /\ ency, j—1(si)),
j=1 j=it+1

duplicating the last state to fill all d successor slots, which maintains correctness and ensures the
branching factor is fixed. Here enc,, ;(s) binds the jth next-state variable set ¢’ to the singleton {s}.
This yields the symbolic definition of Ag, 4 = <Q, >, n, qo, F>

B.2 Formula DRTA Construction

The next step is to obtain a Deterministic Rabin Tree Automaton (DRTA) A, that accepts exactly
those infinite d-ary trees whose every branch satisfies the LTL formula ). We break this construction
into three main phases:

1. LTL — Deterministic Rabin Word Automaton We first invoke Rabinizer4 [49] to translate
1y into a Deterministic Rabin word Automaton (DRA). Rabinizer4 employs a two-stage pipeline
via deterministic generalised Biichi automata (DGBA), avoiding Safra’s determinisation on NBAs
[67] and yielding substantially smaller automata in practice [3, 71]. We process the external-tool
output in HOA format, which specifies states, transitions A(q,a) = ¢/, and transition-based Rabin
acceptance pairs.

2. Transition- to State-Based Acceptance The remainder of our pipeline assumes state-based
Rabin acceptance. We therefore apply Spot’s autfilt tool [31] to convert the transition-based DRA
into an equivalent state-based DRA:

Ace = {(G1,B1),...,(Gk, Bg) },
where each G;, B; C . In our implementation, we encode each G; and B; as a BDD over the

current state variables of the DRTA, d.

3. Lifting to a d-ary Tree Automaton Finally, we embed the deterministic word automaton
into a fixed-degree d-ary tree automaton to align with the execution-tree automaton’s branching
structure. The state set, alphabet, initial state and acceptance condition remain the same. However,
each word-automaton transition A(q, a) = ¢ is lifted into a transition

8(g,a) = (ds--.,q") €Q

i.e. we replicate the single successor ¢’ across all d child-slots. Since the word automaton is deter-
ministic, each (g, a) has exactly one such d-tuple.

74



Chapter B. Rabin Tree Automata
Approach Development B.3. PRODUCT AUTOMATON CONSTRUCTION

Parsing and Integration We implement a custom HOA parser similar to the one used in our finite-
trace checker to read the DRA, extract Q, X, A, and Acc, and then perform the above lifting. The
transition labels are encoded over the CGS proposition variables {p;} and the next and current states
are encoded as in Section 4.1.1. Because the branching degree d is determined by the execution-
tree automaton, this lifting is performed once per state g € S, whereas the translation is only done
once for all the states.

B.3 Product Automaton Construction

We form the synchronous product A,oq = Agga ® Ay, a d-ary tree automaton over the state

space S x () with initial state (q,qép ) and Rabin acceptance inherited from A,. Symbolically, its
transition relation is obtained by conjoining the BDDs of the two component automata:

Sprod (@, d, 5, ¢, d) = 8(4,5,d) N Ad,p,d),

so that each satisfying assignment pairs the ith successor of the execution-tree automaton with the
ith successor of the formula automaton.

To eliminate unreachable states, we lift the forward-reachability pruning from Section 3.3.2 to
the product’s d-ary successor relation: we compute the least fixpoint of reachable (s,p) € S x @
from (qo, do), then restrict d,,0q to transitions whose source and all d successors lie in this reachable
set. The resulting pruned BDD defines the final product automaton, ready for the emptiness check.

B.4 NRTA Non-Emptiness Algorithm

Determining emptiness of the product NRTA A4 is the most intricate step of our pipeline. We
follow Kupferman and Vardi’s alternating-automata approach [50], which achieves the best-known
bound for this problem of O(n?**1 . k!) (where n = |A,0q| and k is the number of Rabin pairs).
The core idea is to successively weaken the Rabin acceptance condition, encoding one pair at a time
into an additional Biichi condition while alternating between dualisation steps, and finally reduce
to emptiness of a weak alternating automaton.

Throughout this algorithm two key annotations are used on states of each intermediate alternating
automaton constructed in Steps 3(a) and 3(c) in the algorithm below:

* Pair index p € {1,...,k} indicates which Rabin pair (G,, Bp) the state in the automaton is
currently enforcing.

* Rank r € [0,2n] measures “distance” to acceptance along a run and guides the transition
function transformations.

B.4.1 Algorithm Overview

Below is a high-level overview of the five phases; full technical details can be found in [50, 51]. In
the following section we focus on our own implementation structures and optimisations.

1. Tree—ARA. Flatten the d-ary NRTA into a one-letter alternating Rabin word automaton (ARA),
at which point we convert from our symbolic BDD representation to an explicit positive-
formula representation.

75



Chapter B. Rabin Tree Automata
B.4. NRTA NON-EMPTINESS ALGORITHM Approach Development

2. ARA—WRAA. Collapse all the ARA states into a single partition (Theorem 3.4 of [50]), yield-
ing a weak Rabin alternating automaton (WRAA) with one global Rabin condition.

3. Pair-elimination loop.

(a) Use Theorem 5.1 of [50] to encode the acceptance sets of all Rabin pairs G, into an
additional Biichi v, producing a weak Rabin Biichi alternating automaton (WRBAA) with
k — 1 pairs.

(b) Dualise WRBAA (swap A/V, TRUE/FALSE, and simple-state acceptance «) to co-WRBAA.

(c) Apply Theorem 5.2 of [50] to embed the now co-Biichi condition ~ into transitions,
yielding a co-WRAA.

(d) Dualise back to WRAA with one fewer Rabin pair.

4. WAA conversion. Once k = 0, reinterpret all remaining Rabin partitions as rejecting to obtain
a pure weak alternating automaton (WAA).

5. Emptiness of WAA. Solve emptiness via the procedure of [51]:

(a) Totalise the partition order of the WAA with Kahn’s algorithm.

(b) Rewrite transitions into “simple” binary formulas (Theorem 3.1) through subformula
extraction

(c) Perform the stack-based iterative labelling algorithm on the states to obtain the set of
non-empty NRTA states (Theorem 4.7).

B.4.2 Alternating Automaton Representation

We represent each intermediate alternating automaton A = (Q,{a},d, a, P) explicitly, with the
transition function

§5:Q — BY(Q)

encoded as shared directed acyclic graphs (DAGs) of positive Boolean formulas over state atoms.
Concretely:

State Structure FEach automaton state is stored in a lightweight struct containing the underlying
BTA state ID and DRTA state ID, a small vector of pair indices p € [1..k] and a small vector of ranks
r € [0..2n].

New annotations are simply pushed to the end of these vectors, so the most recent p and r are
always at the back. It is necessary to keep the history of these annotations since we sometimes
require previous annotations in the transition formula transformations.

Formula DAGs Transition formulas reside in a global hash-encoded DAG whose nodes are of five
kinds:
{TRUE, FALSE, ATOM(q), AND, OR}.

Each AND or OR node holds a vector of child ids (FormulalDs), and each ATOM node refers to a
single state struct.

To ensure maximal sharing of subformulas, we use a global hash-encoding scheme: each time
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we construct a new DAG node, we compute a key consisting of its node type (TRUE, FALSE, ATOM,
AND, OR) together with its child FormulaIDs, and look it up in a hash map from these keys to exist-
ing FormulalDs; if the key is present, we simply reuse the existing ID, otherwise we allocate a fresh
node and record it in the map. This memoisation not only reduces memory usage by collapsing
identical substructures, but also accelerates all subsequent transformations such as dualisation and
annotation substitution since shared subformulas are processed only once. With this representation,
key operations become simple recursive traversals:

* Dualisation: swap every AND <+ OR and TRUE < FALSE.

* Annotation substitution: replace ATOM(q) with a small formula encoding a disjunction or
conjunction over several annotated versions of ¢.

B.4.3 Symbolic-to-Explicit ARA Conversion

Emptiness of a nondeterministic tree automaton can be reduced to the one-letter emptiness problem
for alternating automata [64, 51]. Accordingly, we convert our BDD-encoded NRTA product into an
explicit one-letter alternating Rabin word automaton by the following steps.

First, we traverse each transition BDD and decode satisfying assignments for the current-state vari-
ables ¢ and the d successor-state vectors qﬁ, .. .,qdi1 into integer identifiers (s,d) using binary
operations. Next, for each source (s, d), we assemble its transition formula in our shared DAG rep-
resentation: each successor tuple (s, ..., ss—1) becomes the conjunction /\f:_o1 ATOM(s;), and we
disjoin these over all tuples p € dpr04(s, d) to yield

Sara(s,d) = \/ (/\ ATOM(s’)).

pe(sprod(szd) s'ep

We parse each Rabin acceptance pair (G;, B;) C @ into two bitsets, enabling O(1) membership
tests; an additional Biichi acceptance is added as a single bitset, initially empty. Finally, since the
alternating automaton operates over a singleton alphabet, we discard all original proposition labels
and assume every transition is labeled by the dummy symbol a. The result is an explicit ARA whose
transition map  — B (Q) uses FormulalDs in our DAG, and whose acceptance vector of k Rabin
pairs (plus the Biichi set) fully encodes the original NRTA's acceptance conditions.

B.4.4 Simple WAA Conversion

After eliminating all Rabin pairs in Step 4, we obtain a weak alternating automaton (WAA) whose
transitions are arbitrary DAGs. To apply the stack-based emptiness algorithm, we require each
transition to be in “simple” form: 6; A 65 or 67 V 65, with each 6; an ATOM. We therefore apply the
following:

1. Binary flattening. Recursively rewrite every AND/OR node with more than two children into
a binary tree of A/V nodes, introducing no new subformulas, simply changing the structure.

2. Subformula extraction. Perform a depth-first traversal of each transition DAG to collect all
non-atomic subformulas. For each unique subformula ¢, create a fresh automaton state g4
and redirect occurrences of ¢ in parent formulas to ATOM(qgy).

3. Partition-aware ordering. Assign each ¢, to the same weak partition index as its “parent”
state with the lowest partition, ensuring the WAA's total order on partitions is respected.
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Although this step can be expensive due to the high number of subformulas our shared-DAG rep-
resentation, combined with hash-based caching of extracted subformulas, attempts to contain the
blowup and make the final WAA emptiness more tractable in practice.

Once we have obtained a Simple WAA, we apply the stack-labelling algorithm in Theorem 4.7
of [51] to label each state in the simple WAA by true or false. If the initial state is labelled by
true, we can conclude that the NRTA is non-empty and thus G, ¢ = ((A))¢ holds, i.e. the formula is
true at state ¢. By applying this entire procedure to every state ¢ € (Q we obtain the set of states for
which the formula holds.
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