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PARTICIPANT PRIVACY INFORMATION (Text only)

Research Study Title: COSMOS cohort study of mobile phone use and health

IRAS 145713

HOW WILL WE USE INFORMATION ABOUT YOU? 

Imperial College London is the sponsor for this study will act as the Data Controller for this study. Being a Data Controller means that we are responsible for looking after your information and using it appropriately plus are responsible for explaining this to you. 

Imperial College London will keep your personal data for:
• 30 years after the study has finished in relation to data subject consent forms.
• 30 years after the study has completed in relation to primary research data.

The study data will then be fully anonymised and securely archived or destroyed.

The study is expected to follow participants for 20–30 years.

For more information / confirmation regarding the end date please contact the study team, see ‘WHERE CAN YOU FIND OUT MORE ABOUT HOW YOUR INFORMATION IS USED’ for contact information.

We will need to use information from you, from your medical records, and from your mobile network operator for this research project. This information will include your:

1. Personally identifiable information, including, but not limited to: 
· Name 
· Email address 
· Date of birth
· Sex
· Gender
· Mobile phone number(s) 
· Address 

2. We also collect other personal information, including, but not limited to:
· Your mobile phone usage which includes frequency and duration of calls and messaging, amount of data usage
· Information about your physical and mental health  
· Sociodemographic information (e.g. ethnicity, employment) 
· Information about your lifestyle
· Information about your home environment
· Cognition test
· Hearing test

People within the College and study team (see section sharing your information with others) will use this information to do the research or to check your records to make sure that research is being done properly and the information held (such as contact details) is accurate.

People who do not need to know who you are will not be able to see your name or contact details. Your data will have a code number instead. 

Imperial College London is the sponsor of this research and is responsible for looking after your information. We will keep all information about you safe and secure by:

· Data management plans have been created and reviewed in line with Imperial’s Information Governance Policy Framework. This covers the collection, movement, processing and storage of the data.
· Data to be stored in a dedicated secure environment which underpins security measures.
· Data will be stored in an ISO 27001 certified environment 
· Robust pseudonymisation has been implemented to prevent identification
· Access controls have been implemented to ensure only key personnel can access the identifiable data, only where essential

Once we have finished the study, we will keep some of the data so we can check the results. We will write our reports in a way that no-one can work out that you took part in the study.

As a university we use personally-identifiable information to conduct research to improve health care and services. As a publicly funded organisation, we have to ensure that it is in the public interest when we use personally-identifiable information from people who have agreed to take part in research.  This means that when you agree to take part in a research study, we will use your data in the ways needed to conduct and analyse the research study. Our legal basis for using your information under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018, is as follows:

· Imperial College London - “performance of a task carried out in the public interest”; Health and care research should serve the public interest, which means that we have to demonstrate that our research serves the interests of society as a whole. We do this by following the UK Policy Framework for Health and Social Care Research
· Where special category personal information is involved (most commonly health data, biometric data, e.g. fingerprints or facial recognition and genetic data, racial and ethnic data etc.), Imperial College London relies on “scientific or historical research purposes or statistical purposes”. 
INTERNATIONAL TRANSFERS

We may share data about you outside the UK for research related purposes to:

· Where necessary to share with research partner(s) who are also involved in the study.

If this happens, we will only share the data that is needed. We will also make sure you can’t be identified from the data that is shared where possible. This may not be possible under certain circumstances – for instance, if you have a rare illness, it may still be possible to identify you. If your data is shared outside the UK, it will be with the following sorts of organisations:

· [bookmark: _Hlk209520051]Our research partners in the international COSMOS consortium (specific university research centres in Denmark, France, Finland, the Netherlands, Sweden), who analyse your data.

We will make sure your data is protected. Anyone who accesses your data outside the UK must do what we tell them so that your data has a similar level of protection as it does under UK law. We will make sure your data is safe outside the UK by doing the following: 

· the countries your data will be shared with have an adequacy decision in place. This means that we know their laws offer a similar level of protection to data protection laws in the UK.
· we use specific contracts which stipulates that personal data must maintain the same level of protection when outside the UK as it has within the UK. For further details visit the Information Commissioner’s Office (ICO) website - www.ico.org.uk. 
· we do not allow those who access your data outside the UK to use it for anything other than what our written contract with them says.
· we need other organisations to have appropriate security measures to protect your data which are consistent with the data security and confidentiality obligations we have. This includes having appropriate measures to protect your data against accidental loss and unauthorised access, use, changes or sharing.
· we have procedures in place to deal with any suspected personal data breach. For further details about UK breach reporting rules visit the Information Commissioner's Office (ICO) website - Personal data breaches: a guide | ICO.

SHARING YOUR INFORMATION WITH OTHERS  

We will only share your personal data with certain third parties for the purposes referred to in the participant information sheet/this participant privacy information notice and by relying on the legal basis for processing your data as set out above. 

· Other Imperial College London employees (including staff involved directly with the research study or as part of certain secondary activities which may include support functions, internal audits, ensuring accuracy of contact details etc.), Imperial College London agents, contractors and service providers (for example, suppliers of printing and mailing services, email communication services or web services, or suppliers who help us carry out any of the activities described above). Our third-party service providers are required to enter into data processing agreements with us. We only permit them to process your personal data for specified purposes and in accordance with our policies.

· The following Third-Party Data Providers to the study: 
· Public-sector organisations providing routinely collected health data - we may share e.g., name, date of birth, sex, and address to permit linkage. The public sector health data provider in turn supplies the study with extracts from your NHS medical records. 
· Mobile network operators - We share mobile phone number, name, date of birth, address to permit data linkage. Network operators in turn supply the study with information about your mobile phone usage. Information returned by mobile network operators will not include any detail identifying phone numbers that you contact nor those of people who contact you, nor the content of messages or addresses of websites you visit. 

POTENTIAL USE OF STUDY DATA FOR FUTURE RESEARCH 

When you agree to take part in a research study, the information collected either as part of the study or in preparation for the study (such as contact details) may, if you consent, be provided to researchers running other research studies at Imperial College London and in other organisations which may be universities or organisations involved in research in this country or abroad. Your information will only be used to conduct research in accordance with legislation including the GDPR and the UK Policy Framework for Health and Social Care Research.

This information will not identify you and will not be combined with other information in a way that could identify you, used against you or used to make decisions about you.

UK LONGITUDINAL LINKAGE COLLABORATION (UK LLC)

Please find a summary overview of key points related to the partnership UK COSMOS and UK LLC below.  The UK COSMOS study is partnering with  UK LLC, a national research resource aimed at making new scientific research aimed at improving public health and NHS practice. UK LLC has been built and is run by a collaboration of UK Universities, including University of Bristol and University of Swansea, the NHS, and the Office for National Statistics. 
UK LLC brings together de-identified (meaning information cannot directly identify you) study data from research projects (including UK COSMOS) to provide a rich source of data to investigate environmental and genetic influences on health, including cancer, heart disease, diabetes, COVID-19, dementia, and mental health. This data may be updated over time using NHS records, where UK COSMOS participants have previously given consent.
Protecting participants’ data is a priority.  UK LLC does not hold information that could be used to identify you. Identifying details such as names, addresses and so on remain securely held by Imperial College London and trusted third party organizations such as NHS Digital Health and Care Wales (DHCW), who are honest brokers to enable data linkage. Through a split process, NHS DHCW can only see your personal identifiers and SeRP UK and UK LLC can only see de-identified data about you. SeRP UK is a leader in providing this type of secure research server in the UK and internationally.

Data within UK LLC are held in a secure Trusted Research Environment (TRE) hosted by SERP UK at Swansea University and controlled by the University of Bristol.  A TRE is a secure system where approved researchers, including those outside of the immediate study team from other organizations, can access and analyse data..  All data remain within the UK, and the system is subject to strict security controls including NHS and ISO 27001 standards.  UK LLC provides a secure mechanism for UK COSMOS to share de-identified data with approved researchers under contract and subject to controlled and audited conditions. 
However, UK COSMOS retain control over access to UK COSMOS data, whether within the UK LLC or elsewhere. Approval for UK COSMOS data is controlled by the UK COSMOS Data Access Committee (DAC) and is limited to approved research projects, in line with the consent you have given. 

Opting Out
If you do not want your data to be shared with UK LLC, you can opt out at any time by contacting  the team at ukcosmos@imperial.ac.uk.  
A summary of how UK COSMOS works within UK LLC is provided above. 
Further Information
Further information about how data are accessed and used within UK LLC is provided below in the Research Platforms section. In addition, you can also find out more about UK LLC on their Frequently Asked Questions page at https://ukllc.ac.uk/faq/. There is an explanatory infographic diagram about the legal principles involved, and a longer piece of research about public engagement.  

RESEARCH PLATFORMS

A new way of working with longitudinal data is by combining data from many Longitudinal Population Studies to allow researchers to look at more people across diverse population groups, occupations and other factors to improve health and wellbeing and service provision. To do this, many studies need to put relevant data into a highly secure computing environment, known as either a Trusted Research Environment (TRE) or a Safe Data Haven (SDH) or a Secure Data Environment (SDE).

UK COSMOS is a partner with UK Longitudinal Linkage Collaboration, a Trusted Research Environment set up to bring data together for research in the public good.

[bookmark: _Int_6Vub3HgP]Who is the UK Longitudinal Linkage Collaboration (UK LLC)?
UK LLC is the national Trusted Research Environment for data linkage in longitudinal research. It is run by the Universities of Bristol and Edinburgh, in collaboration with University College London (UCL), Swansea University, University of Leicester and City St George’s, University of London. Their purpose is to bring together data about Longitudinal Population Study (LPS) participants that has been collected by their LPS or as part of their wider care and support and link it to participants’ health and other data.

The University of Bristol (on behalf of UK LLC) is a Data Controller for the processing of data within the UK LLC Trusted Research Environment and responsible for that processing.  SeRP UK at Swansea University is the contracted Data Processor to University of Bristol for UK LLC. SeRP UK is a leader in providing this type of secure research server in the UK and internationally.

How does this work?

UK COSMOS provides UK LLC with de-identified copies of selected data. This includes data you have provided directly via surveys and aggregated data about your mobile phone usage from network operators. UK COSMOS remain the owner and Data Controller and retain control of how the data is used in the UK LLC Trusted Research Environment. This makes sure the principles of UK COSMOS are upheld.

The legal basis for sharing your de-identified data with UK LLC is the same as for the main study - performance of a task in the public interest (Article 6(1)(e) UK GDPR) and scientific research purposes (Article 9(2)(j) UK GDPR and Schedule 2, paragraph 27 of the Data Protection Act 2018). The purpose of this sharing is to enable approved researchers to access de-identified UK COSMOS data for health-related research within the secure TRE. Imperial College London remains the Data Controller for UK COSMOS data throughout.

UK COSMOS provides a list of personal data (e.g. name, date of birth, address) to NHS Digital Health and Care Wales (DHCW). They are an NHS Trusted Third Party, which means they have official approvals in place to handle data in this way. They do not see your study data. They then facilitate linkages by sending your personal identifiers to linked data owners and UK LLC’s place-based (e.g. air pollution, noise pollution) modelle for processing. These organisations extract and send de-identified datasets to SeRP UK who bring them together with your survey datasets. They then deposit your de-identified data into the UK LLC TRE. Through this split process, NHS Digital Health and Care Wales can only see your personal identifiers and SeRP UK and UK LLC can only see de-identified data about you.

Linked data owners: 
· NHS England
· Public Health Scotland/eDRIS/National Records of Scotland in Scotland*
· Office for National Statistics in England and Wales
· SAIL databank
· NHS Northern Ireland Business Development Organisation*
· Northern Ireland Statistics & Research Agency*

*not yet approved, no data has flowed

City St George’s, University of London and University of Leicester receive address data or postcode data only to link to the precise location of the property/postcode and then map information to the property, such as air pollution, noise data, services and the amount of green space around the property. They do not know which address relates to any person or their involvement in UK COSMOS. Randomly selected real UK addresses are added to the list to make sure nothing can be inferred from this process.

Where and how is UK COSMOS data stored at UK LLC?
UK COSMOS data is stored on secure servers at SeRP UK, which are controlled by the University of Bristol and physically located at Swansea University. The servers are managed to information security with the best practice standards (including ISO 27001) and are regularly audited by external experts in information security.

Can I find out if UK COSMOS data held in the UK LLC Trusted Research environment has been approved for a research project?
UK LLC has a Data Use Register – https://ukllc.ac.uk/data-use-register – where you can view all approved and declined applications, with project summaries that provide a list of the UK LLC partner Longitudinal Population Studies that have been approved as part of each project and the aims of the research question.

The UK Data Protection Act 2018 provides individuals with rights over how their data are used. UK LLC supports these rights. 
YOUR DATA PROTECTION RIGHTS

WHAT ARE YOUR CHOICES ABOUT HOW YOUR INFORMATION IS USED? 
· You can stop being part of the study at any time, without giving a reason, but we will keep information about you that we already have.
· You have the right to ask us to access, remove, change or delete data we hold about you for the purposes of the study. You can also object to our processing of your data. We might not always be able to do this if it means we cannot use your data to do the research. If so, we will tell you why we cannot do this. This is permitted under Section 28 of the Data Protection Act 2018, which allows certain data subject rights to be limited where complying with them would seriously impair the research.

If you decide to withdraw from the UK COSMOS Study, please choose one of the following options concerning future contact and use of information. 

1. No Further Contact – this means that UK COSMOS would no longer contact you directly but would still have your permission to retain and use information provided previously and to obtain and use further information from your health records.

2. No Further Access – this means that UK COSMOS would no longer contact you or obtain further information from your health records in the future but would still have your permission to use the information provided previously.

If you do not specify an option when you withdraw, we will apply the no further contact option by default. 

Please contact the study team if you wish to withdraw at ukcosmos@imperial.ac.uk.

WHERE CAN YOU FIND OUT MORE ABOUT HOW YOUR INFORMATION IS USED
You can find out more about how we use your information, including the specific mechanism used by us when transferring your personal data out of the UK.

· at www.hra.nhs.uk/information-about-patients/
· our leaflet available: Participant Information Sheet [Link] 
· by asking one of the research team
· by sending an email to ukcosmos@imperial.ac.uk, or 
· Our website – www.ukcosmos.org 

COMPLAINT

If you wish to raise a complaint on how we have handled your personal data, please contact the research team first by sending an email to ukcosmos@imperial.ac.uk.

Following our response, if you are not satisfied please contact Imperial College London’s Data Protection Officer via email at dpo@imperial.ac.uk, via telephone on 020 7594 3502 and/or via post at Imperial College London, Data Protection Officer, Faculty Building Level 4, London SW7 2AZ.

If you remain unsatisfied with our response or believe we are processing your personal data in a way that is not lawful you can complain to the Information Commissioner’s Office (ICO) - via www.ico.org.uk. Please note the ICO does recommend that you seek to resolve matters with the data controller (us) first before involving them. 
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